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What has changed in security landscape?



Vulnerable websense

CVE ID Syntax Change - Call for Public Feedback

January 22, 2013

Due to the increasing volume of public vulnerability reports,

the Common Vulnerabilities and Exposures (CVE) project will
change the syntax of its vulnerability identifiers so that CVE
can track more than 10,000 vulnerabilities in a single year.
The current syntax, CVE-YYYY-NNNN, only supports a maximum of
9,999 unique identifiers per year.
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AV evasion websense

Self-Encryption and Self-Decryption. Some viruses can encrypt and decrypt their virus code bodies, concealing them
from direct examination. Viruses that employ encryption might use multiple layers of encryption or random cryptographic
keys, which make each instance of the virus appear to be different, even though the underlying code is the same.

Polymorphism. A polymorphic virus generally makes several changes to the default encryption settings, as well as altering
the decryption code. In a polymorphic virus, the content of the underlying virus code body does not change; encryption
alters its appearance only.

Stealth. A stealth virus uses various techniques to conceal the characteristics of an infection. For example, many stealth
viruses interfere with OS file listings so that the reported file sizes reflect the original values and do not include the size of
the virus added to each infected file.

Metamorphism. The idea behind metamorphism is to alter the content of the virus itself, rather than hiding the content with
encryption. The virus can be altered in several ways for example, by adding unneeded code sequences to the source code
or changing the sequence of pieces of the source code. The altered code is then recompiled to create a virus executable
that looks fundamentally different from the original.

Armoring. The intent of armoring is to write a virus so that it attempts to prevent antivirus software or human experts from
analyzing the viruses functions through disassembly, traces, and other means.

Tunneling. A virus that employs tunneling inserts itself into a low level of the OS so that it can intercept low-level OS calls.
By placing itself below the antivirus software, the virus attempts to manipulate the OS to prevent detection by antivirus

software.



ACE - Proven Dally websense

Five Top AV Engines
Results Posted Daily

Security Labs Site
AV Test Results
Real-time Updates
Requests Analyzed
Security Blog

B ) SECURITYLABS

Number of Viruses Detected by Websense Advance d Detection NOT detected by 5 top Anti-Virus Engines (Sep 29 - Oct 05)
1.8K
1.78K
1.44K
1.28K
1.08K
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807
380
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8
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Sep 29 Sep 30 Oct 01 Oct 02 Oct 03 Oct 04 Oct 05
powered by Welhsense'

http://securitylabs.websense.com/



Today’s Webscape websense

THE DYNAMIC WEB
* Constantly changing content
* Millions of varied pages per site

* Legitimate sites compromised THE UNKNOWN WEB
* Legacy security systems obsolete * Junk, personal, scam, adult, etc.
* Requires real-time content analysis * Million of new sites appear daily

* Reputation and URL databases
can’t keep up

* Requires real-time categorization
and real-time security scanning

THE KNOWN WEB
* Current events, regional, genre sites
* Less user-generated content
* Reputation, URL databases fairly
effective

Web Traffic

Top 100 sites Next 1 million sites Next 100 million sites
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Why many organisations remain highly vulnerable to
cyber threats and what you can do to help reduce risk?



Hackers Handbook — Ch.16 Content security websense
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The Need to Know What You Don’t Know websense

- Existing Security Deployments based on signature based technology.

* Insightinto advavaﬁig&zﬂﬁ-;efsﬁfﬁéﬁecial.

*  Threat monitoring AYNSSTINEIGN S 120 praviREIPANSASIble threats.




Real-time Threat & Content Analysis

Behavioral ResliEne We b S e n S e A C =

. Security
Sandboxing Classification

Real-time Threat Engines

Anti-Spam / Regiline Security, Data, Content
Spear-Phishing assification :
) - Over 10,000 Analytics
websense® . Three Anti-Malware Engines

Commercial AV Engine
e . _ Reat Time Heuristic Analysis Engine

- : : Classification Malicious PDF Engine
L Spear-Phishing, Reputation and
Web Link defenses

Composite Scoring Model

Behavioral Analytics

URL Anti-Malware
Classification Engines



Websense ThreatSeeker™ Network websense
S Largest Security Intelligence Network
C] = EMAIL SECURITY A .
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day B _ Ne—— 10+ Security
&) SECURITYLABS o million  #30 Hosted Web
oL e Security
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) ACE:z- day URLS per -
Threat Detection/Probes P
mmm= Real-Time Security Updates day

Shared Analytics/Feedback

14



Correlation view (Detect, Contain, Mitig

websense

WWebe=ness

TRITON “unirien secunr cenren
Web Security Data Security Email Security

Main | settings
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[# customize Columns

Policy Server: 10.203.167.10

Dashboard > Threat Tracking > Event Details for Jones, Bob

Role: Super Administrator

(38 | @ Refresh
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ent, g
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= e A - urrber of moderts: 30000 Ratur: RUNING Payse. =
ob

tatheft.com

15.123\c:\corporate files\finance social security
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load

EPDWUJODMXNTYNDEXZGQPQWr
Yapv1CMcbNp82jHzxWNpQ

load_VIEWSTATE==/WEPDWUJODMxNTYNDEXZGQpQWr
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L Kesnan, Gaceth
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WHO was target of compromise
(Detect)

WHAT was prevented from
being stolen (Contain)

WHERE the data was destined
(Contain)

HOW the malware operates and
technique used for exfiltration
(Mitigate)
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Protecting data, every ware, all the
time and all devices.



The target...past, present and future websense

DRTA \ UNSTRUCTURED DATA \

. Daba
|_de_a_s knowledge
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EASY TO PROTECT HARD TO PROTECT
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TRITON Security Platform

websense

\ | websense
r—— \§> TRITON =————

WEB

EMAIL

CLOUD

MOBILE

The most
effective anti-
malware
protection
from
advanced
threats and
data theft.

The most
advanced
emaill
defenses
against
blended and
targeted
attacks.

&) THREATSEEKER

NETWORK

v Content Aware DLP
v Data Discovery

v' DLP Gateway

v DLP Endpoint

v MacOS & Windows
v Off-Network Prot.
v’ Portable Decrypt.
v 1,700 Policy/Temp.
v' Drip DLP Detect.

v OCR of Image Text
v Geo-Location

iA; ACE

The best
protection for
web & emalill
for any
location at
the lowest
TCO and
easiest
deployment.

Uniquely
effective
protection for
mobile data
from theft,
loss,
malicious
apps and web
threats.

\iﬂ'/ SECURITY LABS



Data ldentification & Classification Engine websense

DI C E Data Identlflcatmn &
Class+f|cat|0n Engme

Context
.|.;

CIassqflers

The Websense Data
Security Suite uses
DICE to classify
data in a
contextually aware
manner.
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What to protect websense

Who What ] [ Where ] [ How Action

Human Resources Source Code Benefits Provider File Transfer Audit

Customer Service Business Plans Personal Web Storage Web Block

Marketing Personal Information _ I Instant Messaging Notify

Peer-to-Peer Remove

Print Quarantine

Accounting Employee Salary Customer

Sales Fin- Spyware Site

Legal Customer Records USB Removable Media Confirm

Technical Support Technical Documentation Competitor Print Screen

.' Engineering Competitive Information Analyst Copy/Paste ’
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Imple Incident Management
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Main Settings
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4
Endpoint Status
Mohile Status Incident: [4] 603004 (¥ Severity: (L) Law Action:  Quarantined Channel: E b
Traffic Log Display: [viclation triggers = | Forensics Properties Hiztary
@ Rule: US 55N {default)
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Details

(@ Rule: Patterns & phrases (6]
1

® Patterns & phrases (Email Attribute)
FactoryTestkeyword

@ Rule: Health Data: ICDS Code and Description

Iw@

® ICD9 Codes near ICD9 English Descriptions
&, Caolon, 750, 990
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The Practical Executive’s Guide to DL P (Data Loss Prevention) Controls  websense

Likelihood of Data Loss
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Data security on BYOND websense

Web Security

& =2 25 H o
w= WM 21 Mobile Security
TRITON : : — - M
) ) Mobile Email DLP £a.Office365 ﬁ in)
Mobile Security wlury O R »
iibloed ") QRiToN" Mobile Security ]. o —— )
ACE + ThreatSeeker Network == - + MDM

Mobile Malware Prot. Exchange

! Malicious Mobile App Tracker
Email Server i

Malicious App Protect.

ActiveSync*

e S
‘ Enterprise

Mobile App Controls

Enterprise email
MDM Controls ‘QActiveSync
compatible device
Web Proxy + SSL _ ]/

ACE RT Defenses ‘

**j0S, Android

Web Security& Filtering

RT Security Updates
TRITON Console .),

Cloud 24


http://www.microsoft.com/en-us/office365/online-software.aspx

Benefits s

Data security
Fast implementation
Results after 1 month, lower your riskprofile

EU privacy law requirements included
What document to where? Right decision making.

All data, all users all devices

Automatic learning
7 yers leading in Gartner
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