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SOFTWARE TECHNOLOGIES LTD,

What is Data Loss?

Key Challenges of DLP

Introducing Check Point DLP

Summary

b

Check Point DLP
Makes data loss prevention work

I
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Data Loss Prevention

What is DLP?

Upload to "My Files™

t & Francial Perdormance xdsx

Company document uploaded

[—% | [ .. ] [John.Stevens@yahoo.com |
S¢nd | subject: | Corporate Strategy |
|

Attached: [L{EJ Green World Strategy Plan 2010

. & )
E-mail sent to the wrong - to an external website.
recipient, intentionally or by 1
m istake . Add Woae Files Tostal: 1 file, B.STHD
v Begin Uploading Files Cacs

Data breaches have happened to all of us

I
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Data Breaches—Headline Examples & Gheck Point

SOFTWARE TECHNOLOGIES LTD,

30 LA

Brand Damage

BUSINESS TRA
Theft of laptop put

thousands of identities at risk | T

W Compliance
Liabilities

:‘,‘ R ail to Wrong Gmail Address, Sues
flew behund 1N

ofMicials of leak

he company’s ia

Megdiscoyere

According to a count documant in the case n
August a customer of the Rocky Mountan Bank

asked a bank employee 10 send certain loan statements 10 a representatrve of the customer The employes
however inadvertently sent the e-mad 1o the wiong Gmal address Additionally the employee had attached a
seasitne fle to the e-mail that should not have been sent at all

| I
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It's Not Just About Check Point
Regulatory Compliance e oot

Compliance Security

Chief Compliance  Chief Security
Officer Officer
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DLP Has Not Yet Been Solved! La Check Point

Technology IT Staff

| '
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(] Check Point

SOFTWARE TECHNOLOGIES LTD,

Check Point Makes DLP Work

~ SOFTWARE TECHNOLOGIES LTD.

® \ Data Loss Prevention Alert
| }

' ‘@ Check Point

'S An email that you have just sent has been

S — quarantined. Confidential
1 To... ‘Jo

= data sent to the
send Subject: Reason: attached document contains o ”

——| confidential internal data
U | Attached: ®g

User prompted

John, The message is being held until further action.

Let’s review the ¢ Send , Discard , or Review Issue User rem edia’[es
morning meeting.

OK

’H
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Introducing Check Point

. (] Check Point
Data Loss Prevention

== SOFTWARE TECHNOLOGIES LTD,

Check Point Combines Technology BNz

and Processes to Make DLP Work

T To... | John.Stevens@yahoo.com Prevent
Send Subject: Corporate Strategy ] Move from detectlon
@} /! Check Point ' to prevention
Data Loss Prevention Alert ® \-.
Johi| - .I..-r
An email that you have just sent has been
Let’s quarantined. | Ed uc ate
our [ Users on corporate
Reason: attached document contains ..
confidential internal data v data pOlICIeS
!_
Thg message is being held until further
action. Enforce
Send , Discard , or Review Issue Data loss
business processes
[ ox ]

I
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Check Point Solves the DLP Challenge & &hecklont

New UserCheck™ Technology

Technology Challenge

Empowers users to remediate
Incidents in real time

IT Staff Challenge

Educates users on DLP policies
without involving IT staff

| [
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

How Does Check Point DLP Work?

MUItISPECT ™ DELECTIGNT ENGINE

Simple Rule-based Policy Management

EUl I N e rKeEERTGrCEment

| I [
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

New MultiSpect™ Technology

Correlates data from multiple

VU SPECTHDEIECTIONTENGINE .
sources using open language

250+ Data Types Detects more than 600 file formats

content data types

Detect and recognize proprietary
forms and templates

Over 250 pre-defined |

| I [
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Simple Rule-based Policy Management

Easily Define Policy to Detect, Prevent or Ask User

Data Source * Destination fiction Category s

E My Crganization & Outsidz My Crg Q Ask User | B Business Information
[} q a 2 a =] b
4 Credit Card Humbers E My Organization % Outside My Org A Compliance

I
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Unified Control and Deployment

Centralized Management

tion (DLP) Policy

] Groupng: \ByCateoocy

For Unlfled Control
S‘ﬁcros”S"‘l‘ﬁe I’—_‘°1°rt|re Comnpnets

aMy Organization % Outside ) Ask user

lumbers am Organization % Outside i Inform user
es BB My Organzation & Outside ./ Detect
w gl | JsHPAA BB My Organzation % Outside " Detect (2

Il
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(] Check Point

= SOFTWARE TECHMOLOGIES LTD.

Ease-of-Deployment

NETWOTKehaSEed

SOIWarneBlade [DECICAlEUAPRIIANGE Alinecsoluton

[
l n |

On Existing Gateways or

Be Up and Running
Open Servers Day-1!

DLP-1

|||
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Check Point DLP At-A-Glance

Move from Detection to Prevention

Proactively block intentional and
unintentional data loss

Inline network-based Software Blade
running on any existing Check Point gateway

Supporting HTTP, SMTP and FTP protocols

UserCheck notification using either thin agent or
a returning email to the user

Scaling from hundred to thousands
of users

Il
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Check Point DLP Summary

Check Point combines technology
and processes to make DLP work

Prevent Data Breaches
Move from detection to prevention

Enforce Data Policies
Across the entire network

Educate and Alert Users
Without involving IT staff

’ M
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

Check Point DLP in Detall

Check Point DLP User Scenarios

KEVIDIFRPAECHNGIOUIES

|||['
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Check Point DLP at Work (-} Check Point

== SOFTWARE TECHNOLOGIES LTD,

Scenario 1. Block Web upload of proprietary
Prevent iInformation

Filter communications of
confidential information based on
policy exception

Scenario 2:
Enforce

Scenario 3; . .
Ask user to confirm and remediate

potential breach

Alert, Ask
and Educate

Il : ll [ softwareblades™
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Preemptively Prevent Data Breaches

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

Software
Developer

€ - C fi % http://imywebuploads.com

{&] Check Point’

Lt O TRASE YR D S L™

Data Loss Prevention policy violation
detected

Check Point Data Loss Prevention system
determined that the data you have sent may
contain confidential information.

Transfer blocked.

For additional details, please refer to the corporate
information security policy.

Web Upload of Proprietary Information

Check Point
DLP blocks
upload and
notifies user

nost site

3
RN

M
ll.ll . softwareblades-
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Filter Based on Corporate
Data Policies

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

Pre-selected Recipients

Policy Exception Allows Email to

= Check Point

e BOFTWARE TECHNOLOGIES LTD

Data Loss Prevention Alert

An email that you have just sent has been

identified as containing sensitive information. = L.
. Alert notifies
user of data
An email that you have just sent has been ;
Corporate allowed based on DLP policy exception. o pO I I Cy
Development
VP
For additional details, please refer to the
Corporate Data Security Policy
OK
M&A contract to
attorney
II 1
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Alert, Ask and Educate Users L= Check Point

I Check Point Brings User Remediation to DLP I

J&] Check Point

—4 SO0 ToASE TECrmin (G s \ ™

Email details

Subject: Preliminary Financial Statement
Ta: mattg@acmecorp.com
Cc:

Chief Date:
Financial Click Here to view this email
Officer

Are you sure you want to send this email?
Provide justification below for sending this email:

User provides

an explanation

of his request
to send

Hi,
This information is OK to send to
our outside auditor.

| Thanks, Matt

(Send] [Cancel ]

Reference {1E00CCT9-9FD3-617C-CS83-0D9805 1FGEEE)

7 g
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Key Technologies L Check Point

UsereheckidprovidestUser:
REMEC IO

Aliejr) DLP Rulas to) Your Policies
zifiel Procassias

MUItISPECT™ DELECTION T ENGINE

i
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UserCheck Provides User Remediation

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

1. Mail sent or
document
uploaded

2. User 3. User
alert remediation

A
ol

P

Non-disruptive

(8! Check Point

Data Loss Prevention Alert

An email that you have just sent
has been quarantined.

Reason: attached document
contains confidential internal
data

The message is being held until
further action.

Send , Discard , or Review Issue

Real-time Educational

1
“ ' softwareblades-
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Align With Your Business Processes & Check Point

I Adapts to Your Processes and Environment I

Examples
. » Spreadsheets with over
Suspicious 500 roWs

Communications

» More than 5 financial terms

» External recipients in BCC

» More than 10 company

names
Identify unconventional
business communication _
behavior »  Profanity

||r
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MultiSpect™ Detection Engine

(] Check Point

SOFTWARE TECHNOLOGIES LT

I Multi-data Correlation Prevents Potential Violations I

Correlates a
combination of
data types

PAYROLL SUMMARY SHEET

U

FROM:

Ite Social

mi Security

Ho. Hame Humber Job Title Groz=s Pay

r—_g

1 |John Smith SE7-85-4320 CEQ = Z200,000.00
2 |Kewvin Brian SaT-55-4221 WP RED S 150,000.00
3 |Margrst White |789-55-7522 WP Marksting = 153,000.00
4 |Bob Johns B e o CFO = 140,000.00

A\

Prevents sending sensitive data to
wrong recipients

180,000.00

“ :: r softwareblades~
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MultiSpect Form Detection

(] Check Point

SOFTWARE TECHNOLOGIES LT

Detect and Recognize Your Proprietary Forms

r

» Recogr
sensiti
and te

Data Type Wizand

\ Nineos oD ooodam o C T 18,
dpla
Al to injure, defraud, or deceive any insurance company or other
person submits an insurance application or statement of claim containing any materially false, incomplete
| or misleading information may be committing a crime and may be subject to civil or criminal penalties
# Group Plan or Program:
—‘ Policyholder Policy Number Certificate/l.D. Number
Present Address:
S ||TI|| Mo. and Street City or Town State Zip Code Country
Home Address:
No. and Street City or Town State Zip Code Country
Telephone Number: Date of Birth: Male Female (Circle One)

If payment was made to someone other than the
Insured, wheo is to receive payment?
Relationship to insured: Address:

Date of Accident or Sickness: Nature of Accident or Sickness:

If accident, describe fully how
and where accident occurred:
If injured in play or practice of sport, indicate what sport:

Is the insured covered under any other group plan, health maintenance organization, government plan, or insurance policy?

Yes O Ne QO Insurance Company Policy Number:
Are you covered as a dependent under this policy?  Yes O No O
Are you covered under your school's domestic student accident and sickness insurance plan?  Yes O No O

[ 1]
II ‘W softwareblades”
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

MultiSpect Open Scripting Language

I Extended Data Type Creation I

Custom Data Type » Create completely new
data types

‘ » Enhance existing data
types

» Flexibly tailor DLP to

» Open Scripting your environment
Language

I
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DLP-1 Appliance Specifications

Number of users
Messages/Hour

Throughput

Storage

NICs

Optional Bypass card

(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

DLP-1 2571 DLP-1 9571

Performance

1,000 5,000
70K 350K
700 Mbps 2.5 Gbps
500 GB 2x1TB (RAID 1)
6 Copper 1GbE 10 Copper 1GbE
4 ports - 2 segments 4 ports - 2 segments
(pre-packaged appliance) (orderable as accessory)

I
|I_|| ' softwareblades~
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Check Point DLP Summary

Check Point combines technology
and processes to make DLP work

Prevent Data Breaches
Move from detection to prevention

Enforce Data Policies
Across the entire network

Educate and Alert Users
Without involving IT staff

’ M
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Turn Security |
Information into Action

Introducing SmartEvent Software Blade
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Agenda

Security Management Challenges

Introducing SmartEvent

SmartEvent Key Benefits

Summary

BN E

I
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Security Management Challenges & Check Point

Getting Actionable
Information

Leveraging Information
to Stop Attacks Across
the Enterprise

||r
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Customer Needs

Faster _ Mor_e_
Remediation Simplicity

More
Visibility

With more For more
actionable efficiency and
information easy deployment

To monitor critical
events across
security systems

I||
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Introducing SmartEvent Software Check Point
B I ad e | SOFTWARE TECHNOLOGIES LTD.

i _ SmartEvent translates
security information
i into action

More Visibility

Faster Remediation

a Simple!

|||['
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

SmartEvent Software Blade

Better Visibility

|||
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(] Check Point

SOFTWARE TECHNOLOGIES LTD,

Better Visibility

Monitor ONLY what is important!

Timeline View S ecurity Center

Wed, USmMar A0 il rgrn
Time Resolution: 1 Day * Manage ~ B Citical ™ High  Medium B Low B Informational Update Protection against Microsoft Excel <LS¥ File Parsing Code

Execution Yulnerability [MS510-017)
Endpoint / Top Infections
Open

o ’)_ ’)_ | Tue.09Mar2010 :.ilHigh
Update Protection agalnst Microsoft Excel FNGROUPNAME Record
017)

Uninitialized Memory Yulnerability (MS10

IPS Suspicious Activity S Top Sources | Top Destinations
| IPAddiess | Events | 2f| | IPAddess | Events \ |~
@ @ @ @ @ @ @ @ @ 0 @ @ BN 10.10.0.24 |'._'::‘.'| 10.20.0.4 123769
~| i 20.97.173.18 2873 [Mal 10.20.0.6 52526
| | | | | | | | | | | | |EE 51.82.38.17 1054 El3 25.165.49.24 394

Feb 26 Feb 27 Feb 28 Mar 01 M Mar 03 M ar 04 Mar g
2mo 200 2010 2010 200 2mo 2m

Recent Critical E|
T StatTi.. | TS - - T Destinal
mermesw.  Casily monitor ey
051

sos top events

Ping of Death
Packet Sanity

IP Fragments
IGMP

mass and focus on
critical events

Teardrop
Other

OCEOEENN

m
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Better Visibility Across
Security Systems

I View unified events for firewall, IPS, DLP, endpoint and I
more in a single console

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

Timeline Wiew

IP5 / AIlIPS Events

* Manage ~ B Critical ™ High  Medum B Low B Informational

M

O—0—D)—D)—"M)—0)—0—-0 O—
DLP / DLP Critical Incidents

N o F = N, N = F = A F = F o F = F o L

Dec 28 Dec 29 Dec 30 Dec 31 Jan Jan 02 Jan 03 Jan 04 Jan 05 Jan 06 Jan 07 Jan 08 Jan
2009 2009 2009 2009 200 2010 200 2010 200 200 200 200 20

¢ [ | »

I
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Better Visibility for Easier Compliance

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Unified compliance reporting I

=-§= Regulatory Compliance

...... {7] Risk Summary

XY
5]

Number of Events
=
<

20

Top users by Number of Logins

Logins by Date

Number of Events
o
<

SOX Compliance

H

PAA

PCl Compliance

5 g !
>
100 q;\'\
<© N
50 o\‘( asv? e2
o : : Y & 92 2 ae
1 2 3 4 > FX ot
0 - - o« o o o o @ >° o™ s
3 p_S p_S > b-S > pS (%2 A0
: T T T 3 it 3 ¥ R 2%
oo E] List 3 3 3 3 3 3 3 &€’
i 2 & g 2 2 5 o°
o v LY O
\5
- {%| GTP Firewall Security Alerts
IJ 18]
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=% SOFTWARE TECHNOLOGIES LTD

SmartEvent Software Blade

Faster

Remediation

|||
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SOFTWARE TECHNOLOGIES LT

Faster Remediation

Stop attacks straight from the event screen

Protection Details - Microsoft Windows RASMAMN Service Memory Corruption (MSO6-D25) 5[
) Previou El C
General | Metwark, Exceptions I Dezcription I
M M ) ) : ) Se_v!arity
w Microsoft Windows RASMAN Service Memory Corruption {(MS06-025) (B
il Type Senarity :; Confidence Lewel s Performance Impact Frotection Type
‘ Signature I;IDDI Critical | Medium-high ! Low Servers, Clients
Source
Desztinatil
Service |_Prafile < | Action | verride | Track. | E xception 1 !
Direction 5 Default_Pratection @ Detect Ves Log More
E Recommended_Pratection @ Detect ez Log Mone h N I |
Start Tim [ Standard_Pratection @ Detect ez Log are C a g e p O Cy

al:t[:::r: tO prevent

critical threats

State

Edit... Change Action. .. | Fallow Up... | Wiew Logs |

Ok, I Cancel | Help

I
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

Faster Remediation

Block malicious traffic from rogue nations

=L = I o Source Countiy I o Fuent Marme I Ty I S Stark T I o Source I e I = Nestnation I e C:F"r'u'il"_F' |
Geo Protection QO @) te

Block netwark traffic ko and from any county, i Performance Impact &9 Low

B Defautt_Protection j v Action;

Palicy for Specific Countries

Prafile; E;-:u:eptiu:uns...l YWiew Logs |

Block traffic by
country with
Geo Protection

Country | Action | Direction | Track, | Comrment

JTrojanland o (@) Block

Identi
traffic activity from |
Tr

sed. | Edt. | [ Pemove |

Palicy for Other Countries

I@ﬁ-"nw j Track: INnne

| Trojanland Teardrop @D 1EzZas 22
] Trojanland IGMP QED 14331622, 20071
Trojanland Ping of Dieath am 14:31:37 22 187.60.206.6 10.20.0.8 icmp 0

Advanced...

Trojanland is
now blocked

’ M
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=% SOFTWARE TECHNOLOGIES LTD

SmartEvent Software Blade

Simple

|||
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Check Point

SOFTWARE TECHNOLOGIES LTD,

Ease of Deployment

I Deployment Options l

Software Blade All-in-One Dedicated Appliance

w
3
D
-
m
<
=
-

Beuely Ad110d jJomjaN
1awabeuepy Adljod julodpul

3 & 0
I3 o =
o 3 D g
o

z 2
= o N E
o = = G
9 ) % °©
g S 5 B
o = 3] >

S 2 =

Easily add to your existing Pre-configured and plug-and-play
security management

| '
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Smart-1 SmartEvent Appliances L Check Point

'; _____ . -— ;g_;ﬁ::é_

r:n | e e n_ — 3 5

= Smart-1 Smart-1 Smart-1
SmartEvent 5 SmartEvent 25 SmartEvent 50*

Storage 1x05TB 4x05TB 4x1TB

Managed GWs 5/25 25/50 50/ 150

(Recommended / Max)

Logging

Capacity 2GB per day 10GB per day 25GB per day

(Recommended)

i
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Summary L2 Check Point

Check Point SmartEvent
translates security

information into action

More Visibility
across firewall, IPS, DLP, endpoint and more

Faster Remediation

Easy To Deploy

| [
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Wé Secure the Internet.

(] Check Point ' l

Raising the bar on UTM-1
and UTM software blades
performance
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Agenda

Raising the bar on Antivirus and URL
Filtering software blades performance

UTM-1 firewall performance improvement

How to benefit from boost

Summary

o
- 3 CICICICICICIC] [“L‘]

N Sooooon  oooo
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

New Performance Levels

Amazing boost for Antivirus and
AV & URLF URL filtering software blades
software blades performance across systems

Enhanced firewall performance for
5 UTM-1 models

Simply upgrade your existing

Simple Upgrade UTM-1 device or software blades
to new R71 software release

1
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Raising the Bar on Antivirus & URL

: ) (-3 Check Point
Filtering Software Blades Performance

SOFTWARE TECHNOLOGIES LTD,

Antivirus throughput 2-core system

X 15 Antivirus throughput
Improvement

Improvement

I
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Raising the bar on UTM-1 performance & &heskRPoint

— |
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Check Point

SOFTWARE TECHNOLOGIES LT

Raising the Bar on UTM-1 Performance &=

I Up to 4x Firewall throughput improvement I

AND

I Up to 3x IPS throughput improvement I

AND

Up to 4x connection/second improvement

Iy
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD

Simple Software Upgrade

Simple software upgrade to
new R71 release

Simple Upgrade

On same existing system
or gateway

Immediate protection and

performance boost

I
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More protection, uncompromised

performance

(] Check Point

= SOFTWARE TECHMOLOGIES LTD.

Activate today all layers of security

on your gateway

Metwark Security (5] | Management (0]
Firewall Advanced Metworking SSL VPN
[ Qo5
" %3;'3 VPP; Dynaric Routing © Integrated SSL VPN that provides
olicy Server ConnectCantiol efficient and secure remote access

[] S5LWPN onnectlontrol @ connectivity for both managed and
AIPs Acesleration & Clustering unmanaged clients,
&2 URL Fitering Secuexl O
EA Antiinug & Mare

Anti-M alware [ Firgw/all-1 G
fA Anti-Spam & [] Userdutharity Server

Email Security [] Userdwthority Webdcoess
[ ] Maritaring

Miore [nfo
Il '
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== SOFTWARE TECHNOLOGIES LTD,

Performance Improvement Summary

SNJIAUY S

| .

Firewall x4

Antivirus x15

| IPS X3 AV and URLF

I connection x80

Connection/sec. x4

I
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Firewall throughput (Gbps)

Raising the Bar on UTM-1 Performance & &hecklont

I Up to 4x Firewall throughput improvement I

A

Small office or branch SMB to medium branch

L UTM-1 3076
o=

L UTM-1 2076 |

| UTM-1 1076 J
| UTM-1576 J

UTM-1 276
UTM-1136 J -
A fi

v

$5,000 $10,000 $15,000 $20,000 $25,000
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=% SOFTWARE TECHNOLOGIES LTD

Performance Improvement Summary

i &1 Check Point
— . _ . . .. . me=na
— 3

!
- G GO00600 o000

Antivirus x15

AV and URLF
connection x80
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wes SOFTWARE TECHNOLOGIES LTD.

Wé* Secure the Internet.

(] Check Point '

Thank You!

Jani.ekman@checkpoint.com
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