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What is Adaptive IPS?

Strategy for making the IPS:
Contextual
Self-tuning
Performance-efficient
More accurate and non-evadable

Leverages network intelligence provided by RNA
Benefits:

See only what’s relevant

Handle more traffic faster

Put less effort into tuning

Avoid security evasions and detect traffic more accurately
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Adaptive IPS Components

Impact Analysis

Automated IPS Tuning
Adaptive Traffic Profiles
Non-Standard Port Handling
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1. Impact Analysis

We know what this is! Impact Flags!

Target
Network Target Host Exploit Matches Exploit Targets a
Monitored by Monitored by Target OS and/or Known
RNA RNA Service Vulnerability
Yes Yes Yes Yes
2 Yes Yes Yes No
3 Yes Yes No No
No Unknown Unknown
0 No No Unknown Unknown

Impact Flag 1 — Act immediately!
Impact Flag 2 — Investigate

Impact Flags 3, 4 & 0 — Good to know
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2. Automated IPS Tuning

We know this one, too!

RNA Recommended Rules

RNA recommends Snort rules to enable based on the assets you're
protecting

Maximizes network protection
Maximizes 3D Sensor resources
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Let's See a Demo!

Sourcefire Defense Center 3000 4. 1 Build 1145 (demo-console.demo.so
Fle Edit

View Hstory delido.us Tools Help

e - < iy ;E acl | I http://demo-console.demo.sourcefire.com/platinum/IDsRule | ¥ | B> | |[G]~

B Getting Started [ Latest Headlines

r‘ ~ ) important~ [} American Express Tra... i@ Cannounce Moderato... || https:/fitintranet.so... [ | SOURCEfire Vacation ... »

Defense Center

lanore These Recormmend

Group Rules By Category

AEEoR e
5301 Betivations 1418 deactivations I activations I Deactivations
i i [ activations [ Deactivations
R I activations || Deactivations
S actvaunns ot deasuvatons O activations T Deactivations
e e T activations I Deactivations
hd os sttac 272 I Deactivation
2 I beactivation
b I~ Deactivation
- rsam 2 identification pay (z:2a5 ™ beactivation

T Deactivation

e Dos Vulnerability on | Activation

[ exploit
o

activations 125 desctivations I activations I Deactivations

Done @ @ Now: Mostly Sunny, 37°F > | Thu: 47°F | Fri: 49°F

. SOURCE

Security for the real world.



3. Adaptive Traffic Profiles

Uses RNA network intelligence about the target host’s operating
system

Models traffic the way that operating system would see it

Other IPS products need to make assumptions about how to
model traffic that are often wrong

Avoids evasions
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Different operating systems sometimes “see” the same traffic differently

If IPS and target see traffic
differently, this can cause
evasions

Danger: IPS misses the
attack but the target sees it Elr|2

Win32{B|U|F|F|E|R|O|V|R|F

FreeBSDl B|U | F |E|F | R|O |V IR |F

Laserdet | B F | FE | EF|E|R | X | X | X|F




4. Non-Standard Port Handling

IPS automatically applies appropriate rules to traffic on non-
standard ports

If HTTP is running on port 8080, RNA knows this. The Defense
Center will instruct the IPS to apply HTTP rules to port 8080.
Benefits:

Reduced manual administrator tuning

Maximized network protection
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Adaptive IPS — Industry Comparison

_ INTERNET
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Handling
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Summary of Benefits

Maximizes network protection

Maximizes IPS performance

Minimizes the quantity of actionable events
Minimizes the need for manual IPS tuning
Minimizes false positives

Minimizes network security risks
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Adaptive IPS Technology Brief

vailable now!

http://www.sourcefire.com/resources/downloads/public/techbrief/

B_AdaptivelPS.pdf
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TECHNOLOGYBRIEF

Sourcefire Adaptive IPS
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Recommended Rules feature leverages the power
of RNA (Reak-time Network Awareness) to
recommend a sat of IPS rules for a user's
particular environment. From a functional
perspactive, RNA-Recommended Rules involves
three steps. First, RNA establishes a profile for a
given network, identifying all hosts, the operating
systems and services they are running, the ports
they are using to communicate, and the
vulnerabilities to which thay are potentially
susceptible. Next, this inventory is compared to
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or removed from this ruleset. For example, a
profile indicating the presence of Linux-based
hosts would result in the recommendation to add
"missing” Linux-orientad rules to a sensor
configuration that did not already have some (or
all) of them in place. Finally, sacurity
administrators can choosa to accept the
recommendations wholesale or modify them as
desired. To aid this stap, racommanded rules are
conveniently organized by category (e.g., operating
system, service, threat typa), and can be selected
either individually, by category, or all at once.
Furthermore, exceptions can be configured to
suppress unwanted recommendations from
recurring in the future.

RNA-Recommended Rules can provide semi-
automated, or facilitated, IPS tuning as users have
the opportunity to review changes and intervena
in the tuning process. An additional mode allows
RNA-Recommended Rules to make fully

automated tuning decisions at Schackulod infonals
without human intervention

The balance of the Adaptiva IPS features typically
impact only certain portions of the sensor
configuration (.g., the subsat of rules that deal
with host operating systems). Administrators have
completa control of whather, and to a cartain
extant, how thesa features are implemanted.
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THE BENEFITS OF ADAPTIVE IPS
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Questions?
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