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Privileged Accounts are Targeted in All  

Advanced Attacks 

Avivah Litan, Vice President and Distinguished 
Analyst at Gartner 

“Anything that involves 
serious intellectual property 

will be contained in highly secure 
systems and privileged accounts 

are the only way hackers can 
get in.” 



Privileged Accounts are Targeted in All  

Advanced Attacks 

Mandiant, M-Trends and APT1 Report 

“…100% of breaches 

involved stolen 

credentials.” 

“APT intruders…prefer to 

leverage privileged accounts 

where possible, such as Domain 

Administrators, service accounts 

with Domain privileges, local 

Administrator accounts, and 

privileged user accounts.” 



Analyst review 



Analyst review 
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Regulations 

D Recomendation 

  

A.11.2. Managing user access  

 
• Users registration 
• Managing the privildges  
• Managing user passwords  
• Preview of access 

• Predefined rulles for access 

control 

• Control over third party access 

( App service ) 

• Password lenght requiremnts 

• Rulles about encryption and 

storing the keys 

 
And others 



CyberArk Customers 

Industry Financial Sector Communications 
and media 

Medicial sector Energy and mining 
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CyberArk Overview 

Approach privileged accounts as a 
security challenge 

• Designed and built from the ground up for security 

Trusted experts in privileged account  
security 

• Over 1,500 privileged account security customers – it’s 

all we do! 

Focus on solving business problems 

• Privileged account security goes well beyond audit 

Only comprehensive privileged account 

security solution  

• One solution, focused exclusively on privileged 

accounts 

• Enterprise proven 

• Founded in 1999 

• HQ – Boston MA 



DETECT 

Stopping the Attack That’s Inside Your Network 

Perimeter 

Breach 

Attack Goal 

 

PROTECT RESPOND 

Privileged 
Accounts 



CyberArk Solutions 

Privileged 

Threat  

Analytics 

Master Policy 

Secure Digital Vault™ 

Enterprise 

Password 

Vault® 

Privileged 

Session 

Manager® 

Application 

Identity 

Manager™ 

On-Demand 

Privileges 

Manager™ 

Management Portal/Web Access 

DETECT PROTECT RESPOND 



Risk Assessment Case 

2001 

Number of employees that knew the 
password and have left the company 

40+ 

Number of times the password was used 100,000+ 

What is managed by the account unknown 

2013 



External 

Vendors 

Unix Admins Business 

Applications 
Auditor/ 

Security & Risk 

Network 

Devices 
Virtual 

Servers 
Windows 

Servers 
Unix /Linux 

Servers 

iSeries 

Mainframes 

Databases Applications Security 

Appliances 
zSeries 

Mainframes 

AIM 

Workflow 

Windows  

Admins 
DBAs VM Admins 

SSH / X / Telnet 

OPM 

Workflow 

AIM  

Workflow 
EPV 

Workflow 
Monitoring & 

Reporting Workflow 

PSM 

Workflow 

Unified Workflows 

Websites & 

Web apps 



Automatically Discover Privileged Accounts Across 

the Datacenter 

Vmware ESX/ESXi 

Linux virtual images 

Windows virtual images 

Unix/Linux Servers 

Windows Services 

Scheduled Tasks 

IIS Pools 

Windows  

Desktops & Laptops 

Windows Servers 

Where do all the privileged and superuser accounts exist? 



Central and Integrated Policy Definition 

Security/ 
Risk Management 

Central Policy 
Manager 

System User Pass 

Unix root 

Oracle SYS 

Windows Administrator 

z/OS DB2ADMIN 

Cisco enable 

tops3cr3t 

tops3cr3t 

tops3cr3t 

tops3cr3t 

tops3cr3t 

Password Vault 
Web Access 



 

 

 

Discovery & Audit DNA 

 
 

 

 

 

 

 

 

























 

 

 

 

Privileged Threat Analytics 



CyberArk’s Privileged Threat Analytics detects 
malicious privileged account behavior.   
 
 
By comparing current privileged activity in real-time 
to historical activity, CyberArk can detect and 
identify anomalies as they happen, allowing the 
incident response team to respond, disrupting the 
attack before serious damage is done. 

Introducing Privileged Threat Analytics 



Excessive Access to Privileged Accounts 

Abnormal sequence of 52 
password retrieval 
activities in 8 hours 

starting on March 20th 



Excessive Access to Privileged Accounts 

Abnormal sequence of 71 
password retrieval activities in 5 
minutes, starting on July 9th, at 

16:43 

Source:  Data of CyberArk customer analyzed in the CyberArk labs 



 

 

 

 

Questions? 



Thank you. 
 

 

 

 

 

 

 

 


