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Simplicity	through	integraBon	

“A	single	solu,on	is	be.er	for	security”	–	Gartner,	in	ComputerWorld	2014		
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Overview	of	Sophos	Mobile	Control	
•  Deployment	of	Apps	

o  Upload	applica/ons	
o  Link	to	App	store	

• Management	of	devices	
o  Inventory	management	
o  Locate,	Lock	and	wipe	etc.	

•  Over-the-Air	configura/on	
o  Configura/on	of	password	&	security	
o  Wi-Fi	&	VPN	configura/on	
o  Email	and	iden/ty	configura/on	
o  Compliance	enforcement	

•  Supported	OS	
o  iOS,	Android	(Extended	support	for	Samsung,	LG,	Sony),	Windows	Phone/Mobile,	Windows	10	Desktop	

•  DEP,	VPP,	KNOX	Support	
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Sophos	Secure	Containers	
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•  Ease	of	implementa/on	with	single	container	policy	
•  Separa/on	of	Corporate	and	Personal	data	
•  Easy	to	provision	email	
•  Na/ve	email	experience		

o  Android	
o  iOS	

•  Flexible	security	parameters	
•  Integrated	security	se`ngs	



Mobile	Content	Management	
• Controlled	access	to	files	and	cloud	storage	
• Enable	Secure	Collabora/on	

o  Document	sharing	with	desktop	devices	
o  Edi/ng/annota/ons	
o  Document	publishing	

• Document	Security	
o  Admin-controlled	external	access	
o  User-centric	encryp/on	per	file	

• Corporate	Browser	
• Cloud	Services	

o  Dropbox,	Box,	Google	Drive,	OneDrive,	Egnyte,	WebDAV,	OwnCloud,	OneDrive	
Business,	SharePoint	online	(Office365)	
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Secure	Workspace	–	Corporate	Browser	
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Secure	Workspace	–	Documents	
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Sophos	Secure	Containers	
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Today's	threat	landscape	



Mobile	Security	
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Best	ProtecBon	Award	-	2015	
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100%	ProtecBon	
11	Bmes	in	a	row	



Demo	



Android	Malware	





How	to	hide	your	malware	

Applica/on	(.apk)	 Android	RAT	(Remote	access	trojan)	
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• Email	address	
• Username	
• Password	
• Domain	
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