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Simplicity through integration

EMM Vendors

3" Party

Network Security Network Security

3"d Party

Encryption Encryption

3" Party

Web Security Web Security

3" Party
Anti-Malware

Anti-Malware

EMM EMM

“A single solution is better for security” — Gartner, in ComputerWorld 2014
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Overview of Sophos Mobile Control
® Deployment Of Apps SOPHOS Dashboard i (Administrator) @ demo @ Help (B Logout
o Upload applications

<4 Add widget 222 Restore default layout

Compliance status - All x Managed status - All * SSP registration status x

7

Managed Not managed

o Link to App store

* Management of devices

o Inventory management
o Locate, Lock and wipe etc.

* Split by platform

* Over-the-Air configuration
o Configuration of password & security
o WIi-Fi & VPN configuration
o Email and identity configuration

o Compliance enforcement o . ‘
Supported OS “

o i0S, Android (Extended support for Samsung, LG, Sony), Windows Phone/Mobile, Windows 10 Desktop
DEP, VPP, KNOX Support
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Sophos Secure Containers

* Ease of implementation with single container policy
* Separation of Corporate and Personal data
* Easy to provision email SOPHOS Available configurations

* Native email experience
o Android
o 10S

General
Corporate Email

Corporate Documents

Flexible security parameters

Corporate Browser
* Integrated security settings et certicare

Root certificate

SCEP
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¢ R = .l 90% W 12:35

Mobile Content Management e e NS
@ Sgcure Browser
* Controlled access to files and cloud storage N
Favorites
* Enable Secure Collaboration
o Document sharing with desktop devices B Local Storage
o Editing/annotations
ﬁ Corporate Documents

Files and folders are read only

o Document publishing

Dropbox

¢ DOCU ment Secu rity ("ﬁ Name: Tho.mas LiEpert
o Admin-controlled external access A
o User-centric encryption per file

* Corporate Browser 0

* Cloud Services

o Dropbox, Box, Google Drive, OneDrive, Egnyte, WebDAV, OwnCloud, OneDrive
Business, SharePoint online (Office365)
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Secure Workspace — Corporate Browser

°oR % .l 92%MW 21:48 o R R % .l 2%l 19:43

= Ll 90%M 12:35

Home - Sophos Hub @
https://hub.sophos.net/

Home - Sophos Hub @ .
https://hub.sophos.net/ '

Sophos Secure Work... Jdo

? ‘ 3 ‘ ‘ T ‘ ’ —— @ Thomas Lippert ‘ E Q
@ Secure Browser ‘ O -
Click to open the Secure Browser
d ~ Corporate Bookmarks SOPHOS @
* Favorites "% Hub
1 https:/hub.sophos.net
= Jira View the January 2016 All
% Local Storage L] https:/jira.sophos.net HandS V|de0
-5 Wiki
1 https:/wiki.sophos.net
wim Corporate Documents
Bl rics and folders are read only -5 Asana
L https://app.asana...1704987276451
<« Dropbox 5 Uservoice
@ Name: Thomas Lippert Ll http://feature.astaro.com/
Space used: 23.0 % of 6.2 GB M )
y January 15, 2016



Secure Workspace — Documents

> 3 ) = Ll 90%M 12:35
SOPHOS Corporate Documents

() Sophos Secure Work...

The Corporate Documents app enables access to encrypted files. The following settings only apply if Col

Secure Browser

= Configure storage providers (2 enabled) .
! e Click to open the Secure Browser

Storage providers Enable Offline Openin (encrypted) Openin (plain) Clipboard

Local storage v v v v * Favorites
Dropbox v v v v v
Google Drive
Media center -
A % Local Storage
OneDrive
Egnyte
N 8
Android WebDAVL  lv] v < s g @ wH= Corporate Documents -
L]
WebDAV 2 =l Files and folders are read only
WebDAV 3
Dropbox

< Name: Thomas Lippert

Sophos Mobile Control
Space used: 23.0 % of 6.2 GB

Enable Documents v
Keyring and keys
Enable keyring v

v

Passphrase complexity | 6 char password

SOPHOS




Sophos Secure Containers

No Service & 17:50 @ 100%

No Service = @ 100%

— Dashboard

Mail
® Thomas Lippert 17:50

o . 1 KB
] Demo Sophos Secure Email
Sophos Technology GmbH, Amalienbadstrae 41/Bau
52, D-76227 Karlsruhe, Deutschland Tel +49 (0)721

< July >

Mon Tue Wed Thu Fri Sat Sun

1 2 3 4 5

® Thomas Lippert 17:49 6 @ 8 9 10 11 12

. 1 KB
Testmail
Testmail to my Secure Email Client Sophos Technology
GmbH, Amalienbadstrae 41/Bau 52, D-76227

13 14 15 16 17 18 19

Calendar 20 21 22 23 24 25 26
Do Sophos Secure.. 1 I
Calendar Contacts .
Contacts 15:00 | Demo Sophos Secure Email
@ Lippert Thomas
Sophos GmbH LB = 4l o0%l 12:35

(©) Sophos Secure Work.. Jdo
Corporate
Secure Browser

D O C U m e n tS Click to open the Secure Browser

List Month
* Favorites Today on Calendars

Local Storage

Corporate Documents



Today's threat landscape

Hours Minutes Seconds

Threat Analysis Simulator . .
Every day, SophoslLabs’ state of the art, big data analytics system s} ®

processes millions of files, emails, URLs, and other data points.

Spam Messages Suspicious Android Apps

3 million spam messages per day 11,000 new suspicious Android apps per day
Suspicious File Samples URLs and Domains

350,000 new suspicious samples per day 1 million URLs and 100,000 domains per day
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% il B5:20 PM

Mobile Security & Scanner 2 @

SOPHOS Android device (p1/lg-h810) "= Early Access Feedback  Help ~ G Scanner

Mobile Devices Sophos SE team ~

@ Status Last scan: less than one hour ago

&l
m
+

Dashboard

From | & | Jan8,2016 To & | Apr7,2016
Alerts ‘ START

EVENT WHEN

Logs & Reports

© Malware detected: 'Andr/Eicar-A' at 'uk.co.extorian EICARAnNtiVirusTest'  Apr 7, 2016 11:09 . .
0 items on allow list. SHOW

H Send Message succeeded Apr 7,2016 10:5€
People st Delene Device H Send Message succeeded Apr 7,2016 10:51 Threats and PUAs
Computers H Send Message succeeded Apr 7, 2016 10:44 EICAR Anti Virus Test
Mobile Devices B New "Security Management" app enrolled for endpoint Android device (.. ~ Apr 7, 2016 10:33 ﬁ Andr/Eicar-A
Servers B New mobile registered: Android device (p1/lg-h810) Apr 7, 2016 10:3:

Low reputation Apps

Firewalls

Policies

System Settings

Protect Devices

o m
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Best Protection Award - 2015

100% Protection
11 times in a row

" sophos

' Mobile Security
| 4
During January 2016 we evaluated 27 mobile security products for Android using their default CER,,,@_,_
settings. We always used the most current version of all products for the testing. They were
allowed to update themselves at any time and query their in-the-cloud services. We focused on e
malware detection and usability‘ including performance and false positives. Products had to 0% Ot:......
o i
= demonstrate their capabilities using all components and protection layers. During January 2016 we ~ © ° © _
P o
o evaluated 27 mobile Security products for Android using their default settingsA We always used the e
— most current version of all products for the testing. = St
L_J p g a5~
Y (]
- January  Dhsy
o
oz Detection of the latest Android malware in real-time
100% 98.9%
o 3,177 samples used
h
(V0]
u Detection of the latest Android malware discovered in the last 4 weeks
m 100% 98.8%
3,496 samples used

CERTIFIED

Protection Score 000000 6.0/6.0

[Er—
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Android Malware
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INTERCEPT AND BLOCK SMS

GETPICTURES

TAXING PHOTOS/MIDEOS/AUDIO RECORDINGS

GETTING BROWSER HISTORY AND BOOKMARKS

GETTING USER ACCOUNTS AND CONTACTS

SENDINGTEXTS

RECORDING CALLS

OPENING DIALOG BOX TO ASK'FOR PASSWORDS / COMMUNICATE

LIFETIME

LIFETIME UPDATES AND SUPPORT

$300°°
W BTC, LTC, BTC-E, AND PP FOR TRUSTED MEMBERS

ALL ACCEPTED.

SOPHOS




How to hide your malware

® +

Application (.apk) Android RAT (Remote access trojan)

!
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=

* Email address
* Username
* Password
* Domain






SOPHOS

Security made simple.



