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ICT Assets and Apps are everywhere… 

On Premise 

VMware 

Endpoints Cloud 
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Vulnerabilities are growing and aging... 

Age of mostly exploited CVEs in 2015 - by US-CERT 



Cyber-threats are getting focused ... 
2015 mostly exploited CVE by publish date  

Based on real-breaches 
in 2015 

 
 Top exploited CVE by 

HPE’2016 Report 

Top 10 CVE from 2015 exploited in 2015 Top 10 CVE exploited in 2015 



Where	is	the	problem?			In	scope	&	3me!	
avg: 1000 IP 
avg: 20 SW 
components 

avg: 20 per/IP 
critical: 4 per /IP 

avg: 2 per/IP 
actual: 1 per/IP 

avg: +300 contr./IP. 
critical: 100 contr./IP 

  Attack Surface:   
  20.000 ICT Asset components 
  20.000 Vulnerabilities (20% critical) 
    1.000 Actual Threats (Malware & Exploits) 
100.000 Critical configuration security controls  

Modern approach & solution: 
Data centralization / normalization / prioritization 
(Big)Data analytics / automation / workflow 
Dashboards / Alerts / Tickets / Integrations 
Cloud based architecture 

Example of typical CEE Enterprise: 



So what to do – prioritization of controls ? 
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SANS / CIS Critical Security Controls - Version 6.1 – Aug. 2016 
 

Source: https://www.cisecurity.org/critical-controls 



How to do it on large scale? 
1) Big Security Data Analytics around Assets 

VULNERABILITY  
MANAGEMENT 

+ 
THREAT 

ASSESSMENT 
+ 

PATCH 
PRIORITIZATION 

COMPLIANCE 
MANAGEMENT 

+ 
SELF-AUDIT 

BENCHMARKING 
+ 

CONFIGURATION 
HARDENING 

 
 


DASHBOARDS | ALERTS | TICKETS | WORKFLOWS | INTEGRATIONS 

MAPPING TO BUSINESS PROCESSES & BUSINESS APPLICATIONS 

ASSET 
MANAGEMEMNT 

+ 
HW & SW  

INVENTORY 
+  

CONTINUOUS 
VIEW & SEARCH 
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2) Continuous Asset Discovery, Centralization & Correlation 

Continuous 
Discovery 

Real-time 
Distributed 

Data Collection 

Data Analytics 
Correlation 
Backend 

Continuous 
Security 

& Compliance 
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Real-Time Correlation of Active 
Threats, Patches, Zero-Days, ...  



3) Via Multi-tenant & Elastic Cloud Architecture 
Sensors 

Physical Virtual 

Cloud Agents 
Cloud 

Passive API 

9 

Data Analytics 

Erlang Distributed Correlation 

ElasticSearch Clusters 

Solr Lucene Idexing 

Oracle & BFFS Storage 

Vulnerability & Threat Intel DB 

Incidence Response 

Web Applications 
Vulnerabilities 

Vulnerabilities 

Missing Patches Policy Configuration 
issues 

Malware Infections 

SSL Certificate Audit 

20 SW components / Asset 
100 Critical Controls / Asset 

333 Security datapoints / Asset 

20 Vulns detections / Asset 
300 Real-time Threat correlations / Asset 
Periodic Threat and Solution correlations 

Real-time Asset dashboards 
Real-time critical Vulns 

 Real-time Threats alerts  



4) Moving from Reports to Dashboards & Alerts 



5) Analyze trends and 
optimize workflows 

6) Automate & Integrate for 
higher efficiency  

Web App Firewall 

IT GRC 

SIEM/Log 
Management 

IT Service 
Desks 

IT Help Desks 

IDS/IPS 
Access 

Management 

Risk 
Management 

Pen Test 

ICT Asset Management 



7) Deliver Visibility & Accountability & Prioritize again!  

Because: No Visibility = No Security !!! 



Q&A 

mskalicky@qualys.com 


