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CLICO in Europe
• Poland: HQ Kraków, Offices:  

Katowice, Rzeszów, and Warsaw 

• Bulgaria: Sofia

• Croatia: Zagreb

• Czech, Slovakia: Praha

• Romania: Bucharest 

• Slovenia: Ljubljana

• Serbia: Belgrade

• Hungary: Budapest

• Strong presence (VAR) in Baltics
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First known airport attack
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You can’t prevent attack when you’re blind

Bad monitoring = totally blindness
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Flowmon ADS
Security Intelligence based on 
Network Behavior Analysis
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Flowmon Solution

• Real-time network traffic insight
• Flexible drill-down
• Months of history without aggregation
• Thousands of flow sources
• High performance (up to 400k fps per appliance)

Network Visibility
Troubleshooting

Flowmon 
CollectorLAN/WAN with Flowmon Probes or 

NetFlow/IPFIX compatible devices

Network Security
Anomaly Detection 

Application Performance 
Monitoring

DDoS Protection



© 1991 − 2018, CLICO sp. z o.o.

Flowmon Solution

Network Traffic 
Monitoring

Network Statistics 
Collection & Analysis

Advanced Analysis
of Network Statistics

Flowmon Probes
§ Stand-alone passive sources of network 

statistics (NetFlow / IPFIX )
Flowmon Collector
§ Storing, visualization and analysis of network 

statistics
Flowmon Modules 
§ Anomaly detection, traffic capture, Application 

Performance Monitoring, DDoS attacks 
detection and mitigation
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Flowmon Web GUI
• User-friendly web interface with secure access (HTTPS)
• Probe/Collector parameters settings – FCC
• Visualization of statistics on built-in collector – FMC
• Central dashboard – FMD
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Flowmon Dashboard (FMD)
• Combines widgets and reports from different modules
• In current version supports FMC, ADS
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Round Trip Time – delay introduced by network
Server Response Time – delay introduced by server/application
Delay (min, max, avg, deviation) – delays between packets
Jitter (min, max, avg, deviation) – variance of delays between packets

Performance Monitoring

Syn

Syn, 
Ack

Ack

RTT

TCP handshake
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Delay
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Network Performance Visualization
• Visualize network performance metrics over time frame

• RTT, SRT, Jitter per profile/channel

Selection of current 
view

Y axis on the right side 
of traffic chart

Change of displayed 
channels
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Monitoring of Cloud applications
• Identify individual cloud applications

• Detailed visibility into HTTP, both traffic directions (request, response)

Information included in 
both traffic directions

Visibility into HTTP & 
HTTPS (SNI)
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Active Devices
• IP versus MAC mapping including history
• VLAN, Host OS, User ID, Vendor identification
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Analysis of DNS traffic
• DNS (Domain Name System)
• Full visibility into DNS queries and replies

• domain, type of query, return value

• Various use cases
• Malware and botnet detection
• Spoofed IPs and domains
• Troubleshooting Computer

DNS server

Icann.org?

192.0.2.0
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• HTTP and HTTPS L7 visibility
• User Agent analysis (OS, HTTP APP)
• Server name indication even for HTTPS (SNI)

Analysis of HTTP traffic
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Anomaly Detection

• How is Flowmon different from other tools?

Common tools use statistical 
methods to detect traffic 

spikes and deviations

Flowmon analyzes each flow and 
goes beyond the traditional 

statistical algorithms
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Flowmon ADS Principles

Fl
ow

m
on

 A
DS

Machine Learning

Adaptive 
Baselining

Heuristics

Behavior Patterns

Reputation 
Databases
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Flowmon Threat Intelligence

• IP and host-based reputation feeds
• Detection of C&C domains, P2P botnets, phishing
• IP addresses (available)
• HTTP host names (available, probe needed)
• Domain names (probe needed)
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Incident Evidence Visualization

• Insight and visual analytics
• Dashboards and reports
• Interactive visualization
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Start   Duration Proto    Src IP:Port Dst IP:Port    Packets  Bytes  …

Flow 
Export

9:35:24.8 0      TCP 192.168.1.1:10111 -> 10.10.10.10:80         1      40  …9:35:24.8 0.1 TCP 192.168.1.1:10111 -> 10.10.10.10:80         2      80  …

9:35:25.0    0      TCP 10.10.10.10:80     -> 192.168.1.1:10111 1      40  …9:35:25.0   0.3     TCP 10.10.10.10:80     -> 192.168.1.1:10111 2      156  …9:35:25.0   0.5     TCP 10.10.10.10:80     -> 192.168.1.1:10111 3      362  …9:35:25.0   0.7     TCP 10.10.10.10:80     -> 192.168.1.1:10111 4      862  …9:35:25.0   0.9     TCP 10.10.10.10:80     -> 192.168.1.1:10111 5     1231  …

Detect incidents in Network Access Layer
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Identity source – syslog export

User Identity Awareness

authentication

Time, login, IP address

Flow (Time, IP, …)
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Evidence for Network Forensic

Flow monitoring including L7
Network Behavior Analysis

Full packet capture
Triggered by detection

Collected evidence 
of system compromise
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Integration with third-party solutions

• Event exporting (syslog based)

• Links Flowmon <-> Log Management

Event Collection and 
Correlation

NetFlow
IPFIX

Syslog
SNMP

Network Traffic 
Monitoring

Collection and Behavior 
Analysis

Flowmon Collector & ADS
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Incident detection with ADS

Unknown DNS requests

Port scanning (TCP, UDP) 

Network scanning (ICMP, TCP, UDP)

DNS tunneling

Transfer of data 

Anomaly in network behavior

Dangerous access attempts
(Threat Intelligence)

New protocol in the network

ALERTS!
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Summary

• Detailed information about network and 
applications and users
• Effective troubleshooting

• Detection of misconfigurations 
• Optimization and capacity planning

• Monitoring and analysis of network and 
application performance
• Prevention of overload and  network 

down-time


