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CLICO in Europe

* Poland: HQ Krakow, Offices:
Katowice, Rzeszow, and Warsaw

* Bulgaria: Sofia
* Croatia: Zagreb
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* Czech, Slovakia: Praha

* Romania: Bucharest

* Slovenia: Ljubljana

e Serbia: Belgrade

* Hungary: Budapest

e Strong presence (VAR) in Baltics
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First known airport attack
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Bad monitoring = totally blindness

You can’t prevent attack when you’re blind

© 1991 - 2018, CLICO sp. z 0.0.



Flowmon ADS

Security Intelligence based on
Network Behavior Analysis
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Flowmon Solution Eggswmon

* Real-time network traffic insight E

* Flexible drill-down
* Months of history without aggregation

 Thousands of flow sources
* High performance (up to 400k fps per appliance)

9“ Network Visibility
Troubleshooting

Network Security
/3 Anomaly Detection

Application Performance
..‘" ] .."“‘ ] PP

Flowmon Monitoring

LAN/WAN with Flowmon Probes or Collector

NetFlow/IPFIX compatible devices

e © 1991 - 2018, CLICO sp. z 0.0.
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Flowmon Solution —= FlOwmon

N | Networks

Flowmon Probes

Stand-alone passive sources of network
statistics (NetFlow / IPFIX)

Flowmon Collector

Storing, visualization and analysis of network
statistics

Flowmon Modules

Anomaly detection, traffic capture, Application
Performance Monitoring, DDoS attacks
detection and mitigation

vmware  BfHypervV aKVM
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Flowmon Web GUI

* User-friendly web interface with secure access (HTTPS)

* Probe/Collector parameters settings — FCC
* Visualization of statistics on built-in collector — FMC

e Central dashboard — FMD

© 1991 - 2018, CLICO sp. z 0.0.




Flowmon Dashboard (FMD)

* Combines widgets and reports from different modules
* |n current version supports FMC, ADS

Flowmon Dashboard v

Flowmon

Overview Attack @ HTTPS @

O
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Performance Monitoring

TCP handshake Client request Server response
I 1 I 1 |

Client

Req

Round Trip Time — delay introduced by network
Server Response Time — delay introduced by server/application

Delay (min, max, avg, deviation) — delays between packets
Jitter (min, max, avg, deviation) — variance of delays between packets
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Network Performance Visualization

* Visualize network performance metrics over time frame
e RTT, SRT, lJitter per profile/channel

Y axis on the right side
of traffic chart

Change of displayed
channels

Selection of current

view
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Monitoring of Cloud applications

* |dentify individual cloud applications
* Detailed visibility into HTTP, both traffic directions (request, response)

Information included in
both traffic directions

Visibility into HTTP &

HTTPS (SNI)

© 1991 - 2018, CLICO sp. z 0.0.

Start Time - first seen Duration Source IP address Destination IP address Hostname Source port Destination port Packets Bytes HTTP method HTTP result code Source AS Destination AS
2017-05-10 13:15:34.060 4m, 59.998 s 8.40.222.57 w 192.168.70.78 wms0.zoho.com https 58122 1 1023 SSL 0 ZOHO 0
2017-05-10 13:15:34.254 4m, 59.672s 192.168.70.78 g 8.40.222.57 % wms0.zoho.com 58122 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:15:42.175 4m, 30.357 s 192.168.70.76 g 8.40.222.57 % wms1.zoho.com 53311 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:15:42.292 4m, 59.945s 192.168.70.76 o 8.40.222.57 wms4.zoho.com 62545 https 21 1423 SSL 0 0 ZOHO
2017-05-10 13:15:42.307 4m, 30.155 s 8.40.222.57 192.168.70.76 o wms1.zoho.com https 53311 10 930 SSL 0 ZOHO 0
2017-05-10 13:15:42.425 4m, 30.020 s 8.40.222.57 % 192.168.70.76 wms4.zoho.com https 62545 10 930 SSL 0 Z0OHO 0
2017-05-10 13:15:50.273 4m, 30.223 s 192.168.70.207 8.40.222.57 % wms8.zoho.com 52756 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:15:50.278 4m, 30.217 s 192.168.70.207 g 8.40.222.57 wms.zoho.com 52754 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:15:50.408 4m, 30.036 s 8.40.222.57 w 192.168.70.207 wms8.zoho.com https 52756 10 930 SSL 0 ZOHO 0
2017-05-10 13:15:50.414 4m, 30.029 s 8.40.222.57 w 192.168.70.207 wms.zoho.com https 52754 10 930 SSL 0 ZOHO 0
2017-05-10 13:16:04.141 4m, 30.187 s 192.168.70.24 8.40.222.57 % wms1.zoho.com 53330 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:16:04.275 4m, 30.002 s 8.40.222.57 % 192.168.70.24 g wms1.zoho.com https 53330 10 930 SSL 0 ZOHO 0
2017-05-10 13:16:20.262 4m, 59.995s 8.40.222.57 w 192.168.70.25 wms3.zoho.com https 52575 11 1023 SSL 0 ZOHO 0
2017-05-10 13:16:20.399 4m, 59.727 s 192.168.70.25 8.40.222.57 % wms3.zoho.com 52575 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:16:34.796 4m, 30.185s 192.168.70.13 8.40.222.57 w wms.zoho.com 63328 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:16:34.929 4m, 30.003 s 8.40.222.57 % 192.168.70.13 g wms.zoho.com https 63328 10 930 SSL 0 ZOHO 0
2017-05-10 13:16:53.318 4m, 59.973 s 192.168.90.30 g 8.40.222.57 ¥ wms.zoho.com 56720 https 21 1423 SSL 0 0 ZOHO
2017-05-10 13:16:53.450 4m, 29.977 s 8.40.222.57 % 192.168.90.30 wms.zoho.com https 56720 10 930 SSL 0 ZOHO 0
2017-05-10 13:17:04.794 4m, 30.188 s 192.168.70.13 8.40.222.57 v wms0.zoho.com 63405 https 20 1330 SSL 0 0 ZOHO
2017-05-10 13:17:04.928 4m, 30.003 s 8.40.222.57 % 192.168.70.13 g wms0.zoho.com https 63405 10 930 SSL 0 ZOHO 0

Flows 246 Bytes 2.6 M Packets 4.33 K



Active Devices

* |P versus MAC mapping including history
e VLAN, Host OS, User ID, Vendor identification

Active devices

Interval: 1 hour ago E\ From: 2016-09-09 09:37 To: | 2016-09-09 10:37
overvew I
& TOP Operating Systems & TOP Vendors @ Active Devices In Time
€0
40
20
0
9:40 9:50 10:00 10:10 10:20 10:30
Operating system count Vendor count
N/A 49 Micro-Star INTL CO., LTD 6 @ TOP Vian
Windows 14 Quanta Computer Inc. 5
Android 4 m VMware, Inc. 5
BlackBerry 1 Dﬂ Hon Hai Precision Ind. Co.,Ltd. 4
s oo o :
Total 68 Z ZyXEL Communications Corporation 3
B NA 3
) Dell Inc 2
& IP Families = Vlan count
m TP-LINK TECHNOLOGIES CO., LTD. 2 0 49
Hunt Electronic Co., Ltd. 2 O
Total 49
& TOP Flow Sources
IP Family count
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Analysis of DNS traffic

* DNS (Domain Name System)

* Full visibility into DNS queries and replies
* domain, type of query, return value

* \arious use cases
« Malware and botnet detection
* Spoofed IPs and domains —_—

Computer

* Troubleshooting DNS server
Start Time - first seen S::;::s'sp o“;:;:;rg:: & 0 uery?R:Sspo = Qu;Ne;dseon DNS Question name DNS Response name Reg%w Reg?onc.ise DNS Response data
2015-09-06 14:04:21.010 192.168.222.?2' 192.168.222?1' Query A xpu.samsungelectronics.com N/A NoError
2015-09-06 14:04:21.029 192.168.222?1' 192.168.222.?2' Response A xpu.samsungelectronics.com  xpu.samsungelectronics.com A NoError 54.235.219.101
2015-09-06 14:04:29.116 192.168.222.?7' 192.168.222?1' Query A meteor.androworks.org N/A NoError
2015-09-06 14:04:29.136 192. 168.222?1' 192.168.222.?7' Response A meteor.androworks.org meteor.androworks.org A NoError 62.109.133.45
2015-09-06 14:04:37.060 192.168.222.‘;-.’7' 192.168.222?1' Query A invea.invea.cz N/A NoError
2015-09-06 14:04:37.063 40 168 22271 192.168.222.37 Response A invea.invea.cz invea.invea.z A NoError 89.185.252.10
2015-09-06 14:05:45.085 105 168 272 37 192.168.222 1 Query A clients4.google.com N/A  NoError
2015-09-06 14:05:45.088 192.168.222ﬁ 192.168.222.?7' Response A clients4.google.com clients4.google.com CNAME NoError  clients.l.google.com
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Analysis of HTTP traffic

* HTTP and HTTPS L7 visibility

* User Agent analysis (OS, HTTP APP)
 Server name indication even for HTTPS (SNI)

Sources/flowmo-15ddb1
2016-09-09 09:05:00 - 2016-09-09 10:35:00
Top 10 HTTP hostname ordered by bytes

hhost ".com”
Start Time - - Input Input Packets per  Bits per  Bytes per
Color FirstEsen Duration HTTP hostname Flows s Bytes e S packet
2016-09-09  1h,24m, —-sn- 120 127.14K 6.3 M8
- 09:08:37 40.683 5 2vq5-vngl.googlevideo.com (1.6%) (38.0%) (16.6%) 25 a0 =1 L
2016-09-09  1h,19m, . . . . . . .
= 09:05:56 28.174 5 fe2.update.y
2016-09-09  1h,21m, w
Dosto S0 B> 2005 o Start Time - o orion Source IP address Destination 1P\ rryp poctname MTTP URL Source vt | oy Bestiastion) NIV Hiest
= WIE09| 55m, 475 4, o1 getiverymo il first seen address country country  Application
2016-09-09  1h,26m, ;
=3 09:06:36 54.664 5 = 2004 8038 I makexport —
6 | zosg'gg'gz U ':’72170;"; licensing.mp.mil‘ m‘ ”o".ﬁ ’,;x 15.057 192.168.0.156%  contrum.cr e wevccentrum.cz  /free/widget. phplopindexf oA%4  LANGY - -.: Cheome
:05:. . | . - . 8
2016-09-09  1h,24m, output=fien publ
09:09:02 44930 play. 20160620 " fou -~
2016-09-09  1h,26m, : 1680, 2 . e
3 09:05:14 14.713]5 win.data-ml!' 10:39:17.676 5003 5 192.168.0.43 5% 178.248.250.34 www.darejme.cz rwidpet phoiwidget-5 S| LGy Repudlic Firefex
== zo; 2:22:21: 6m, 28.705 outlook.off ~
= : et Y manbet- W5 4) 168.2.2 United #irg B0
-09-1 - - - ¥
B 50700 43m, 2485 z-edge-chat.fJI- 10:09:28.898  T000 207.46.13.19.search.man.com 168.2.200 WPt S ———— proactivesry Saled LA O g Bot
[ Other. | 2016-09-09  1h,32m,
09:01:31 48.930's 2016-06-20 - /Gt rwiOQets C2ech e
. A 0. A . 5040 F
¥ 10:39:12.302 S.08)s 192.168.0.106 178.248.250.34 darejme.2 rwidget phowidget-5 3 LAy Republic refox
—
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Anomaly Detection

- Flowmon

N Networks

] N

* How is Flowmon different from other tools?

Flows/s any protocol

Mon Sep 11 20:50:00 2006 flows/s any frotocol

Common tools use statistical
methods to detect traffic
spikes and deviations

Flowmon analyzes each flow and
goes beyond the traditional
statistical algorithms

© 1991 - 2018, CLICO sp. z 0.0.



Flowmon ADS Principles == Flowmon
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The traffic not belonging to any internal network was. 2013-08-24 W 1.52.6.170, B 1.52.13.199, W 1.52.42.167, i 1.52.59..
1 M 112.90.18.105  LIANOMALY  detected (this may indicate spoofing). Transferred: g et locathost 0N 1.52.71.217, i 1.52.87.249, i) 1.52.133.228, iy 1.52.1)
07:15:21
2.66 MiB, packets: 65 559. 8Lz B 1.52.192.113, B0 1.52.218.16, 1,
The traffic not belonging to any internalnetwork was 501 o0 B 1.52.54.212, B 1.52.109.106, U0 1.52.167.73, WM 1.52.1
2 W 112.91.30.17 LIANOMALY  detected (this may indicate spoofing). Transferred: locathost W 1.52.191.229, iy 1.52.218.123, iy 1.52.220.241, iy 1.5
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3 EE12110.112.17 | LIMOMALY | detected (this may indicate spoofing). Transterred: 27100 tocanost W3 1.52.77.224, WER 1.52.128.196, B 1.52.128.214, 10 152,
[ ] 2.37 M, packets: 58 266. di B 1.52.199.183, I 1.52.241.170,
The traffic not belonging to any internaknetwork was 50 o0 B 1.52.58.25, B 1.52.85.224, W 1.52.86.18, B 1.52.92.1
4 BE183.61.138.105 LINNOMALY  detected (this may indicate spoofing). Transferred: a7 o0 tocahost B 1.52.174.104, I 1.52.183.10, B 1.52.184.230, I 1.52.
2.66 MiB, packets: 65 415. A W0 1.52.200.16, R 1.52.235.13, 1
2 The traffic not belonging to any internaknetwork was 501 o0 o B 1.52.28.245, IR 1.52.44.63, R 1.52.112.109, B 1.52.14
5 WE21073.221.181 LIANOWALY | detected (this may indicate spoofing). Transferred: o0\ wocamost W 1.52.177.97, W0 1.53.40.147, B 1.53.58.10, I 1.53.85.
2.36 MiB, packets: 58 086. ALz W 1.53.122.157, 0 1.53.221.26, .,
The traffic ot belonging to any internanetwork was 0 oo B 1.52.4.138, B 1.52.12.103, I 1.52.28.61, B 1.52.31.74
6 1125018105 LIMOWALY  detected (this may indicate spoofing). Transterred: 20150 ocahost W 1.52.42.130, W 1.52.44.24, I 1.52.48.142, W 1.52.67.
5.04 MiB, packets: 125 924. W 1.52.83.34, .,
The traffic not belonging to any internal network was 04 o0 o 0 3 1.52.7.220, B 1.52.11.109, B 1.52.28.57, WM 1.52.42.9¢
7 EE11250.18.105  LIMOMALY | detected (this may indicate spoofing). Transterred: 201200 ocahost W 1.52.95.134, W 1.52.114.14, W 1.52.115.205, 409 1.52.1
3.60 MiB, packets: 88 749. B 1.52.122.10,
a a a S e S The traffic not belonging to any internalnetwork was 0 o0 I3 1.52.12.16, B 1.52.77.184, I 1.52.104.14, I 1.52.12!
8 B 1129018105 LIANOMALY  detected (this may indicate ). Transferred: tocaihost W 1.52.128.99, U 1.52.134.215, I 1.52.137.109, MW 1.52.
03:00:34
2.60 MiB, packets: 63 126. — I 1.52.200.143, B0 1.52.209.197, 10,
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Flowmon Threat Intelligence - Flowmon

N | Networks

* |P and host-based reputation feeds

* Detection of C&C domains, P2P botnets, phishing
* |P addresses (available)

 HTTP host names (available, probe needed)
* Domain names (probe needed)
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Incident Evidence Visualization - FlOWwmon

N Networks

Interactive event visualization
L L L
t l l t C . Resolved . . iow. Fal
. n S I a n VI S a a n a I S — — — et — — e “
- Known attackers, attempts: 31,
““““““““““““““ 20141231 D 192.168.47.110  N/A uploaded: 66.79 KiB, downloaded: 33.02 100 % demo.invea.cz | No
cKiisted host: IST) | 09:20: =
Predefined zoom:

* Dashboards and reports =
* Interactive visualization S

Frafic by fows

TraMic statisthes (20000400 22015« 20100409 0058

v Praseny L Averoge Hhows Fytes Avermge bytes P Avermge pohets

¢ e premy . 43 Sovan . e era
’ Medem prirky e 059 fova'e . - R
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7 B Legumane vt 153 ko 358 fcman 3%0a 4L Mbe 321 3 % 3eceens 34« oechema s
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Detect incidents in Network Access Layer — Flowmon

| N | Networks

(=< T S T
! SRC & DST IP address
A
SRC & DST port
Protocol number

Lifetime

Number of packets
Sum of bytes

AN Others

Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 001 TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 80 ..
9:35:25.06 623 TCP 10.10.10.10:80 => 192.168.1.1:10111 3 1s82 ...
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User Identity Awareness - Flowmon

| N | Networks

Identity source — syslog export

authentication !_'
Windows Server
Active Directory

Google [} facebook.
35 CET NETFLIX
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Evidence for Network Forensic -—= FlOwmon

| N | Networks

Flow monitoring including L7 ‘ Full packet capture
Network Behavior Analysis Triggered by detection

eeeeee

Collected evidence
of system compromise
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Integration with third-party solutions

* Event exporting (syslog based)

Collection and Behavior
Analysis

Flowmon Collector & ADS

—= Flowmon

| N | Networks

Network Traffic
Monitoring

* Links Flowmon <-> Log Management

Event Collection and
Correlation
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Incident detection with ADS Flowmon

Networks

ALERTS!

- . —g Transfer of data

New protocol in the network

Anomaly in network behavior
Port scanning (TCP, UDP)
— , : — Network scanning (ICMP, TCP, UDP)

DNS tunneling

I Port scanning (TCP, UDP)

Unknown DNS requests

m ! Dangerous access attempts
(Threat Intelligence)
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Summary Flowmon

Networks

e Detailed information about network and
applications and users

e Effective troubleshooting

* Detection of misconfigurations
* Optimization and capacity planning

* Monitoring and analysis of network and
application performance

* Prevention of overload and network

down-tim
. Cl.!COq
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