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(" Lumension® EMSS Home Windows Internet Explorer ‘lﬂm

: ® - ° s Vuinerabdty Endpomt Data Comphance
Lumension® Endpoint Management and Security Suite A o e O
Home Uiscover Revew Manage Reports ool ‘eip Admnatrstoe op Dt

Flatrash Gashocerd widpels 10 see e lates! results ) Batresn ot () Pt BN Confoure dastboard sesmos . A
o s ()| | B vme smce Last DAY scan Gl B2 Agent odule instatton Status ey |
Company : Lumension Security (USA)
Senal number : S8CA2B48-021002€8 Pomer Mgt
License repicaton - 100% 100 %
System rephcation - 100% Patch
Patch | Contentt rephication | 100%
Package rephicabon : 0 remaining
Auto-download new Criscal packages | OF Dve Control
Produdt Licenses
Product Module In Use Pendng Avadable App Contrel
AntiVirus 1 0 9
ArttiVir
App Control 1 0 9 v
Dve Control 1 0 9 @ < 24 bhours: 0 > 72 hours: 1
Patch 1 0 9 @ 24 - 47 hours: 0 @ Never checked in: 0 o -
Power Mgt 1 0 9 ©® 48+ 72 hours: 0 ® installed @ Pending @ Not Installed
(@) de Active agents: 1 Endpoints:1
Microsoft Security Bafietin MS$13-045 - Important * : UG O 3673
8340013 $.00 P = A ) Devices Connected to Endpownts DL B3 usremediasted Crincal Vulnerabies G |
from Latest News .
Microsoft Security Bafietin M513-046 - Important
::mm“ ‘F“ P > Bometrc De s
Lates! News i Netwo )
Micr M51 4 COMSanal P ; 4
/142013 8.0 PW > o CODVD Discs =
fomaon | ataat Na e DVDICD Drive g 3
' ( A
&3 Endponts with Ussesohed Updates ) | XY Iae Do ° 2,
2 LPT Paratel 0
Modem / Seco 0 1
s [0 K|
Portatie Dev 0 0
Prtors (US 0 <30 days 30 - 120 days >120 days
- o
5 0
a 1
® 0 Cntical vulnerabilties: 10 v
“ 0 Endpomnts: 1

Lumension

T Sacwrnd Succwen Optemsed Date & Time 529201

E
i - 0 I [T fEe

390404 AN
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" Lumension® EMSS  Endpoints  Windows Internet Explorer

m'l@) femes, forms fcomputers

ot D] 4] [2) cumenmon® B35S - Endoonts X ||

Lumension® Endpoint Management and Security Suite

Home scove Revew Manazse Reports

Endpont

Protection

Protecton

Data Comphance A
& Reporting

Admnatator Leg

Information erabin it IS ar ) nd Malwar ¢ s Policies Ea tor Fil ¢ r Polic
}Dem ! nabie “D.ah Agent Versons Uansje Nodules ScanNew Reboot Now Manage Remotely v  Wake Now jlmm
Endpoint Name: LEMSS Operating System  WIn2KBR2x64
ONS LEMSS 0S8 Versicn 61
P 100215 0S Service Pack  Senwce Pack 1
MAC Aodress 08:0027B6E2 16 0S Buld Numder. 7601
Description LEMUSS
Agent Information Status nformation -
Agent varsion 7301 Agent status Cndine
Agent installation date (Server) SA2013 92535 AM Last connected date (Server) S2W2013 90355 AM
Uninstall password LPR stalus lcle
Last DAL scan status Success
Last DAL scan time (Server) 529201390500 AM
Last LPM reporting tme (Server)  Not Avallable
Component information
Component Available with thes Agent Version Iratelled Installstion Dete/Tme (Server) Runreng Verson Policy Version
AntVirus Yes Yeu 1472013 125620 AM 7305 713056
App Control Yes Yes V1472013 109:56 AM 73070 73070
Core Yes Yes S/7/2013 50340 PM 13047 13047
Dve Control Yes Yes SV14/2013 8:50:45 AM 13074 13074
Patch Yes Yes S/9/2013 9:24:23 AM 1302 13020
Power Mgmt Yes Yes S8/2013 12:35:57 AM 130310 130310
WOL Wakepoint Yes No 130304
Group Informanon
Group Name Onginating Group Type Deployments Applicable Added By Date Added (Server)
1002« 1002 System Growp Yes System S/14/2013 8:23:36 AM
CEE CEE Custom Group Yes Administrator S/8/2013 11:10:58 PM
Sales & Marketing Sales & Marketing Custom Group Yes Administrator S8/2013 11:10:42 PM
Win2KBR264 YOnJKARE4 System Group Yes System $/7/2013 50344 PM
100 1002 System Group Yes System $14/2013 8:23:36 AM
100 xx 10023 System Group Yes System 1472013 8:23:36 AM
v
By Functon Sales & Macketing Cuntom Geoup Yes Administrator S8/2013 11:10:42 PM
I - = 9:15AM
Start o c A - 2 [t
rr & a = c | <;7 Lumension® EMSS l O $/29/2013 L 4
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(" Lumension® EMSS  Inventory Windows Internet Explorer

Home

Uiscover Revew Manazse Reports

NVarage » nvenory

Name Type Show results for
| |5onane ] vy Esdsoen
ScanNow.. [i] Export
Software Programs »
b Flah { A X £l 'y -pal
v A B 4

VWV VYV VYV VYV VYV VYV VYV VYV VYV VYV YV YV V VY

q B Encport Name o

o LIMSS
Qoo n |
gee Heloer )

Hatlix 1or Mcrosoft Wil Studio 2007 Tools for Apiaationd - ENU (KE9443441 11]
Hotfix for Microroft Vinual Studio 2007 Tools for Appicationt - ENU (K89475401 11

U (LS4 TR

a7 Vodate 3 £4-Di1 70301 154-bitl
WM Agent 730471 54-bat

Lemengion Content Wizard Chent 70 7.0 57 1001

con Wi " o
wenRiskhd 144 1L 154-bitl
Microsoft Office 2003 Web Components 1120421310001

Murocoft Regart Viewer ?g‘gqn;[mtm

AArosoft Siveriant 5.0, 20125 0L B4 -0it

Microsof! e B

n } x B2 e Ch .11 B4 .o
L T4 B2 Pob 0 1600 11

Msres [ X 10, \ ¢l
Mir 1 rver BJ Set nglith

Muros 1 4

R Rl Er—

www.lumension.com

Vulneraleity Endpont Data Comphance

Management  Protection Protectson & Reporting

Admnatator Leg

Qotors ~

-

O35 Into
WINZIER264 - Service Pack

1
-

i
1

l‘E' 9:23AM

ssons B
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(" Lumensiond

EMSS - Critical Vuinerabilities - Windows Internet Explorer

Hevew Manage

‘ Revew » Vunerabites » Cricel Vuinerabities

Name or CVE-D

Content type

Kepons

State Detection siatus  Show resulls for

|

NN N
saaeaa8an

w

L2}

3
’

|Crtical ana Nat Susenedes

) Deploy Scan New

Name

e

Contert Hpe

Kotus

Donwmivades On

Vuinerobilly Aot

Commen Vidnerobuily Epiog (VE)
Vuinerstilty Cooe Oescrigtion
Reterence Teat.

Common Vidnerobility Expiodt (OVEX
Vilneradilly Code Dexcrigtion

Reference Text:

Oescrigtion

M it

for A

for Win . r L

Apoic
7] |Aevtcetie  (w]| |Ereviec W] [Not Patned W] Wy Esdsonts

D nclude SUD-groups

[ Export

Adabe APSEL2-14 Flash Plaver 11.7.700 202 dnternet Explocen for Windoas Vedatel 128 Langusaes)

X K for W reer B2 4 KB

MSL2 040 Security Uodate for Micreseft NET Framework 3.5.0 00 Winaows 7 and Winaons Seoe 2008 B2 SPL G4 KEIS045TH

ACtive Vloeradisly Andlysis
Criticat

Encdilesd

5/20/2013 100520 AM UT(
Current

CVE.2013.1336

The Commen Longuoge Runtime (CLR) in Micresaft NIET Fromework 20 522 35 351 4 ond 45 does not properly
check signatures, which cllows remode stiockers o moke undetected chonges 10 signes XML documents vic
ungpecified vectors st presenve signature vallAly, gt XML Digital Signoture Spoofing Vuloercdilly

MEesl 2080

CVE.2013.1337

Microsoft NET Fromewerk 45 30e1 n0t properly create policy reguirements Br custom Windows Communicotion
Foundztion WCF) endpoing authenticotion in certain stustions involving patmeed over NTTPS which aliows
remote SHockers 10 DD Suthentication Sy SINAAng Quenies 0 Gn endbont. Sl “Avthentication Bpens
Vlnoradill)

MSMS1 2040

SACHINSACNY)

A securly ssue hos been identifed Ihat cowld sliow on ctiocier 10 misrepresent ¢ HRem oCtion or Sehavior mithout
the imowieage of the user. You Can held protect your ystem By inoliing this upaate Fom MCrosoft. After you (nstoll
ENS Lpaate you may AOve 1O reSTaT your Hystem

X '

MIL2 046 Secunty Undate tor Windows Sereer 2008 B2 a4 (K220

©
Lo
) Agobe aPsn]).e (8311
©

Mig et R

r Winaon Qi

roice Pack ¥

Content type »
Criticad
Criticadl
Criticad

Criticad

Alsociated Pockoges
Pockoges Retus
Yendor

Retessed On

Veengor Prosuct IR

Critic
Crticad
Crticad - 0L
Critica . 0L

Criticad - 01

Endpont

Protection

0 1 0
0 1 0
0 1 0
0 1 0
;v:c Coched
Micraac® Cop

5/14/2013 50000 MM UTQ)
M52 3040

0 1 0
0 1 0
0 1 0
0 1 0
0 1 0

Uata Comphance

Protectson & Reporting

Adminat ator Leg Ot

Patch and Remediation
Optocs
@ 9 %

0 i 100
< 1 100
J ) 120
0 1 100
4 1 100
0 1 100
J 1 100
J ! 100
0 1] 100

|3E4 mm:’-
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(" Lumension® EMSS - Critical Vulnerabilitics - Windows Internet Explorer Aﬂz’

Lumension® Endpoint Management and Security Suite b o e

Protection Protectson & Reporting
Home Discover Revew Manace Reports Tools Help Admanat stor Leg

Revew » Vunerabltes » Criscal Vuinerabid
| V Erdgonts & Mide Flters
nvertory
Name or CVE-D Con Appicatiny State Detection siatus  Show resulls for
I O http: ) [lenvss/ - Lemension® EMSS - Wmdows Internet Explorer M
Deployment Wizard 2
Patch and Remediation
Package Deployment Behavior Options
LA
Bl Oastie | Update Specty e deployment DENIVOr SPEons 10¢ Te PACKIDe Ostoss ~
0O 2 B Name Content type 4 [x ] (O] @ 9 %
@ B rorce Shutdon ¥ the package causes 8 reboot close all open applcadions ~
> 0 B © e Criticad 0 1 0 0 1 100
- Q D Do Not Backup Do not backup Wes for packege uninstall
> 0 B © Qm % Critical 0 1 0 0 1 120
o [ﬂs«oumm Do not redoost the device
> 0 B © M Criticat 0 1 0 ) 1 100
o 5" ¥ Cuiet Moze Use quiet mode (n0 wser interaction reguired)
v B © M ® o " Criticad 0 1 0 0 1 100
Jratended Set. FPerform an unatiended sefp
Associates Pockoges 1
T [0 ustHeeries Generale a kst of instalied M fixes Pockopes Retus Vot Coched
Vendor Microsoft Cop
(I) @ force Rat Following the depioyment, force he device & reboct Refessed O 5/14/2013 50000 PM UTC
Vengor Proguct I M52 3.040
@E red A retOct 12 reQuTed 10 COTRIElN Ihe DaCAage nataliaton
Lomm
. [ crain Packages ROCUCH 700008 By CARMNGG INME DACKIDS
% [ Suppress Crared Rebsot Foliowing the cARNSd Jepioyments, 00 not redoct the cevice v
A e - s
Comm < >
v| Optonsl Fags |
Dvsplay:
(®) Beravior optons setmgs O 201 rebost Me device Use quiet mode (0o user nteraction required) A reboct & required 1o complete Me package ratalation This installaticn
requires a reboot in order 10 complete,
(O Package descreton
> O —l\) ° MSL2 Crticad 0 1 0 0 ] 100
OB ©® [C<ooc | mem> | Criticad 0 1 0 0 1 100
O L) Criticad - 01 0 1 0 0 1 100
O L5} Criticad - 01 0 ! 0 0 1 100
O Critical - 01 0 1 0 0 1 100 A

|t el

www.lumension.com .
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(" Lumension® EMSS - Critical Vulnerabilitics - Windows Internet Explorer A‘lm

Lumension® Endpoint Management and Security Suite el — - A

Protection Protectson & Reporting

Manage Reports AdTinat ator

| Revew » Vunerabites » Criicel Vunerablties

A Hide Flers
Name or CVE-D Content type Appicatiny State Detection siatus  Show resulls for
I O http:/ /lenvss/ - Lumension® EMSS - Wmdows Internet Explorer M
Deployment Wizard N -
Patch and Remediation
— Netification Opions
B Dasbie | Update Cache St me depioyment NCONCINON. €200 AOMICHION LS E! SNOGZE 3NG CANCE! CONYO! OPBONS. Optocs v
O B @& ne Content type « 7 'x] (O] @ 9 %
> D —.\ U Agar ~Defne Me Deployment Notdcaton Options 1 Deding the Reboot Notcation Cpbons Critical 0 1 0 0 ' 100
> 0 B © am O Do not nody usees of his Seployment O Do not oty users of the redoot P . : : : : .
— @ Notty users of this deployment @ Notify users of the reboot
> [_] = b MSL Cetticad 0 1 0 0 ] 100
v g B © M Message (1000 characters max) Message (1000 characters mar) Criticad 0 1 0 0 1 100
e download and installation of the patch: O complete the installation of the patch: sasociates Packages 1
(Package Name) i3 ready =o begin. If you {Package MName), it 13 now necessary to reboot A Pockoges Qatus  Not Cached
require any additiomal information, please ur endpoint. If you reguire any additicnal v Yeraor e 5
aTact your Lumension EMSS administrator. information, please contact your Lumension EMSS Relessed O 5/14/2013 50000 MM UTE
256 characters left 256 characters el Vendor Aroduct IOr  M523.040
Lomm
v [ Use Policies [J Use Policies
Opoons Use Agent Policy Options Setting Use Agenat Polcy
Comm| | ABOWUSerto cancel O Alow user 10 cancel No |v O
v ABow user o snooze IYos :' O Allow user 10 snooze Yes v O
Notification on fop lves :' O Notfication on top IYes Vl O
T— Reboot within ﬁ Iuns :l O
® wmn o ||lns :]
O oy 202013 10:11 AM
> 0O B © M Critical 0 ! 0 0 ! 100
0B & [<Bock | met> | rFmen | cancer | Crticat 0 ' 0 0 ! 100
O L) Crticad - 01 0 1 0 0 1 100
O | 5 Critica . 0L 0 1 0 0 ! 100
O Criticad - 01 0 1 0 0 1 100 A

|t el
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Lumension®

EMSS  Critical Vuinerabilitics  Windows Internet Explorer

Manage Kepors

| Revew » Vunerabites » Cricel Vuinerabities

Endpoint Protection | Data Protection | Rep

Name or CVE-D Content type Appicatiny State Detection siatus  Show resulls for
I O http: ) [lenvss/ - Lemension® EMSS - Wmdows Internet Explorer M
Deployment Wizard 2
— Deployment Conirmation
Bl Osabe |y Usdate Cache | yarpy e cepicyment opbons ana Summary INtorMabon
oN
O B @ e s Remediston - 4202013 9 1128 AN
> 0 B W g |Schedule: |One time deployment, starting e 252013 1128 AM tased on Agent Local Time
~ LIlmmu: ‘mnemmnmmu.um
> U 8 ©O am Deployment nobfucation: [Netty 830 skow wsers 10 870028 the depymmat
> 0O g c MSLE | Reboot Notfcation: 'Nmmwwmwwo:owwvm
] LToﬂubcndpuuou: ‘1
v B B B M s computersiroes -
Notes: Created by Adminstrator on S29201) 81128 AM (Local)
Selected Packages:
Order Package Name Selected Opsons Reboot EndpomtaGroups
- t P~
Comm| |1 2008 R2 $P1 x4 (KHIBO45 70 (0000 Cxb4 X al) Y ® :
Conmwm
[l_ ofl  Pages RWSNIPOQC'WE
> 0 B @ uw
> O B @ msu [<Box | 1o | rmmn | conce |
O o
O Lo}

Endpont Uata e

»
Protection Protecton

mehance A
& Reporting

Admnat stor ]

Patch and Remediation

Qotors ~
Content type 4 o () @ " %
Criticad 0 1 0 0 1 100
Crticad 0 1 0 0 1 100
Criticad 0 1 0 0 1 120
Criticad 0 1 0 0 1 100
Associates Pockoges 1
Pockoges Retus  Not Cachedt
Vendor Microsoft Cop
Refessed O 5/14/2013 50000 PM UTL
Veendor Proguct I M52 3.040
Criticad 0 | 0 0 3 100
Cmticad 0 1 0 0 1 100
Crticad - 01 0 1 0 0 1 120
Ctica . 0L 0 1 0 0 1 100
Criticad - 01 0 1 0 0 1 100 v
Gl AN
2 |c d
PBo g
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" Lumension® EMSS  Apphication Control Policies - Windows Internet Explorer .l‘lﬁ
m' "D:/AewesAopConirol Forms Poloes Default scp o mmmxl I (2] 5.2 ke

: ® " 1 I Vuinerabety Endpomt Data Complance
Lumension® Endpoint Management and Security Suite . e L. e
Home Oiscover Review Manace Reports Tools Help Adrmnatrator op Out
Varage » Apphcaton Control Polces

Managed Polkaes Trusted Change Memaory Protect - Appication Control (|
£ http/ flenmns | Pmode - Fullkpolicy - ApplcationControll oggimgipolicyid = 24&type = Ry : 1 -I"'z]
Create . v [J) Assign . [en Unassign J Deiete |7 £t tresie B O Optons
Easy Auditor 2
O status Policy Name o Assigned Last Updated Date (Server)
¢ Name your poiicy and select your logging options ~ B v
v @ ] Default Easy Aucitor Polcy Assigned i Easy Auditor automatically authorites the current applications on an endpeint and stans legpng usage withaut blocking noa-authored appicatons Click Next ized 14720135 111531 AM
12 apply the peiicy 1 8 groep or endpont
Name Vaioe
Crested by Admeréstiator Pelcy save
Crested dote $/8/2013 11:0201 PM (Server) Detaut Easy Audtor Pokcy
Lost wposted by Admersstistor Logorg 4
Lost wpdisted dote S24/2013 1:13:31 AM (Server)

E Log monauthonied acpicatons (al execitabie “ies )
Rows per page: I’WD" [ Log suthorized applcations (* exe snly) Pagelofl H1M

vl ciude ol detals on authorized appicatons (e.g. " di, * cpl etc )
bfmhwlofmwmumvwwm Due to his mpact, ¢ is recommended that this seting be used wih castion

Actvaten
@) Lnabie - St poicy on Finish (only # assigred 1o 8 grouplendpont)
O omatie

Convent To Eagy Lockdown © Net> | Fesn | cesce |

[th Lumension Server Name: LE

Date & Time 529

mml & u “_U e @u—mm merm ’*Ea m-

www.lumension.com i
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" Lumension® EMSS  Memory Protection - Windows Internet Explorer

m'm esmes Ao orvir ol Forms Poboes Default 320x PTr—— pE] ‘y aes-n-m...xt_l ~ S 5

: ® : ' . Vuinerabdty Endpomt Data Complance
Lumension® Endpoint Management and Security Suite sV - o
Home Oiscover Review Manage Reports Tools Help Adrmnatrstor og Ost
Varage » Apchcason Contrpl Polces » Memory Protecton

Managed Police Trusted Change Memory Protecion C Mg/ [hemas [ Tmode - Fulli polxy - Applcation( ontroiMemory Injectionfpolicyd = 278y pe = LOCKDOWNAstam - o .,l__L!lI Appication Control --
Creste . [ J) Assign . [m Unassign Jf Deete |7 £k tooe §i osae  Memory Injection Policy 2 Optons v
E] Status Policy Name » Assigned Last Updated Date (Server)
¢ Automahcaryendamnrmg process when a memory injection attack is detected —El W v
Vanage settngs 1o prevent memcry Mpciion Aacks 1or your as8gned endponts. Select Nex! 10 839 sty Custon excuded processes rom beng sopped of
v & Default Memory Injection Policy Assigned i montored SAB/2013 124015 AM
Name Vaioe Polcy name
Cregteg by Admersstistor lmb.‘ Memory irgecoen Polcy
Crecteg dote S/A8/2013 1240:15 AM [Server)
2 Eaforcement
Lost wposted by dmerestisftorn -
R , @ Endorce - Stop a process when memory mjection is detected
iost wpdsted dote $18/2013 1240:15 AM (Server) VW 109 ary process hat Joes ROt have &3 excepton rule when & memory ABACK is Setected for o assigned endponts
Exptions None
O Auvdn only - Do not stop a process when memory injection is discovered ,
Rows per Dwt‘w VW not s20p 8 precess. but continue 10 10g the event (wil automaticaly turn on lgging option) Pagei et MM

) Turn on logging %or detected memory Rjecions

ACtvanen

. Enable - Start polcy on Fanish (only If assgned 12 8 growp/endport)
O Dsatie

[th Lumension Server Name: LE

Date & Time 529

e - R e T [Err—res fmo g

ssons B
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G"f\'"ﬁl D1/ fAewesAopConr ol Forms, Aopbcabortbr ary e fault azp o wwmx' I

i - 1 I Vulnerabty Endpomt Data Comphance
Lumension® Endpoint Management and Security Suite i e o ORI - i
Discover Review Manace Leports Tools Help Adrmnalrstor o9 Out
/arage ppicanon Library PPLCATION Vicroso® SOL Serve
Rus Fie Assessment I Last assessment compioted 3182013 12:41:16 AM (Server) 4~ Mide Search
Application Browser « Appicabon Contro .-]
4 APPLICATION GROUPS Search
[ rtermet Browsers fie name Prst found path Date added 1o Reary Verification
Ungrouped Apsicatons | | I_J.L._ E] [_u._ E Search
4 APPLICATONS Company name Product name Publsher name Mash (hexadecmal only ) Clear
[™ Azobe Flass Payer J | | J
[™ Geogle Crvomm
—_—
O Mot S S X oowe 0 Remove (3 Comy. WU @ Mtrce. @ Oony. | st 3 revnce e .
[ wingows Fents ] verfication File Name File Version First Found Path Company Name Product Name Certficate Date Added To Library (Server)
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B W:m & Morketng 9 W | ew/Update Components | Existing Components ~
= Locaton ) | Qstons
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=) ;‘ System Groups v n AntiVirus 7.3 7.3.0.298 Module  Protects sganst malware via signature- S/1472013 2:39:07 AN Administrastor
§ i P Colection N matching capabilities as well as
Gy Ungrouped proactive behavioral analyss =
Uy Vrtusl Machines technclogies.
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