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 Industry 4.0 Era – pains & gains



Evolution of the Workplace

INDUSTRY 4.0



Industry 4.0 – Definition

Current trend of automation and data exchange in manufacturing 

technologies. It includes cyber-physical systems, the Internet of 

Things and Cloud Computing

Flexible Low Cost 

Automation



Industry 4.0 – Scenario



Industry 4.0 – Scenario



Industry 4.0 – Facts

Every second a company is hit by digital attacks

affectedprobably
affected

not
affected



Threat #1



Threat #1

60% Attacks are targeted to end user!



Threat #1

https://www.skyhighnetworks.com/cloud-security-blog/protecting-against-your-
biggest-vulnerability-privileged-user-threat/



Threat #1

https://www.imperva.com/blog/top-insider-threat-concern-careless-users-
survey/



Threat #2



endpoint 
The

is
complex

and
changing
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None of the above

Internal company network security was breached

Business data was transferred outside a company network

A user device was rooted or jailbroken

A user device was stolen

A user device was lost

A user downloaded a "trojaned" or malicious application

A user device was infected with a virus
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Which of the following security breaches occurred in the last 12 months in your organization?



surveyed organizations indicate they are fully 
prepared to support all modern endpoint 
management requirements

LAPTOP PCMOBILE DEVICE

35%70% 40%
regularly use insecure 

methods for sharing company 
data

personally own the devices they 
use to perform their jobs

50%

all business tasks are 
performed outside the 

physical workplace

5% 
© 2018 Enterprise Management Associates, Inc.



Customer expectations
I want to work in any place, in any time using any device.



Lead Digital Transformation…

not like this!
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Process Chaos

“I am stuck in firefighting 
long call queues, call 
abandonment, rates, 
resolution times are up -
rather than service 
improvement”

“We are our own worst 
enemy in some cases our 
service level breaches 
have been caused by our 
own changes”

I have to balance 
current needs with 
new but we don’t get 
additional resources”

“We are inconsistent 
in the way we handle 
issues”

of service desks 
time is spent 
firefighting

67%

SDI Benchmarking Report



Dissatisfied End User Customers

SDI Benchmarking Report

of desks state that 
they will use more 
self-help and self 
service facilities in 
the future

96%
“My end users are 
complaining they can’t 
get access to new 
applications quickly”

“We have long call 
queues and 30% are 
just password reset 
requests”

“IT does nothing to 
help me in my job, I’ll 
find my own IT 
software”



What is going on?

of respondents do 
not measure cost 
per call, and 74% 
do not measure 
cost per email

70%
“I can’t see into our 
operation to justify our 
performance or budget 
requirements for more 
resources”

“I can’t pull the 
reports I need 
quickly”

“We don’t always 
get information from 
other IT teams”

SDI Benchmarking Report



IT Complexity

Do not have 
enough resource 
available

52%

“ We can’t leverage existing 
IT investments so we are 
using several siloed
systems to manage the 
service desk.”

“ We are creating 
errors and 
unnecessary 
delays through our 
own inefficiencies.” 

Said that their 
service desk needs 
to be more efficient

93%

SDI Report – Anatomy of a Service Desk 



Service Desk Staff are Unhappy.

 “Staff morale is at an all time low and its having knock on effect in 
how they deal with end user customers”

 “They have too much to do and no resources”

 “They are constrained by outdated processes and systems which 
don’t match our employee expectations of what they should get 
from IT support”

 Staff skills are not improving and they are leaving to get better 
jobs

SDI Benchmarking Report





FBI: 9 steps to protect against RANSOMWARE attacks



Top 5 things you can do to stay secure

Re m o ve / co nt r o l  a d m i n  r i g h t s1

Re m e d i a te  O S  vu l n e r a b i l i t i e s2

Re m e d i a te  a p p  vu l n e r ab i l i t i e s3

I m p l em e nt  a p p l i c a t i o n  w h i te l i s t i ng4

Co n t r o l  p e r i p he r a l  c o n n e c t i on s5



 Security and automation – stay secure 
inside your organization





Endpoint Security according IVANTI

Complete
Endpoint
Security

Unified Endpoint
Management

Patch Management

Asset Management

Application Control

Identity and Privilege
Management

Device Control

Software Asset Management



Why Patch Management

of breaches are made through 
3rdparty applications

of breaches are made through 
Operating Systems



Patch Management

Ivanti has about 60% of the global patching market

1. Ivanti Patch for Endpoints Manager (Clients, Servers)

2. Ivanti Security Controls (Clients, Servers)

3. Ivanti Patch for Linux, UNIX, Mac

4. Ivanti Patch for SCCM



Application Control



Device Control





License Optimizer (SAM)

Supported Vendors





Our goal
Enable users to be their 
most productive, and in the 
same time helping IT depts 
keeping full control.

LANDESK SOFTWARE CONFIDENTIAL



Established in 1985, owned by Intel by 12 years

Actual owner is Clearlake Capital Group

HQ in Salt Lake City, UT. USA

1900+ employees in 36 countries

27 500+ customers, 47 M+ endpoints

1500+ partners

10 acquisitions from 2012 (the last is RES)

EMEA Support Center in Warszawa
150 employees



Ivanti DNA

20152005200019901985 1995 2010 2020

Security

UEM

ITAM

ITSM

Identity

Reporting

Supply Chain

KEY



Gartner - Magic Quadrant - IT Service Support Management Tools



Info-Tech Research Group – ITSM Report



PinkVERIFY ITIL Certification
No need to reinvent the ITSM wheel

ITIL Incident Management (IM)

ITIL Service Catalog (SCM)

ITIL Problem Management (PM)

ITIL Service Portfolio Management (SPM)

ITIL Change Management (CHG)

ITIL Knowledge Management (KM)

ITIL Request Fulfillment (RF)

ITIL Availability Management (AVM)

ITIL Release and Deployment Management (REL)

ITIL Event Management (EV)

ITIL Service Asset and Configuration Management (SACM)

ITIL Financial Management (FM)

ITIL Service Level Management (SLM)



Unified IT

Analytics and Reporting

Integrated and Automated        Cloud or On-Prem

Security UEM ITAM ITSM Identity

DISCOVER

TAKE ACTION PROVIDE INSIGHT



Identity
Management

Full ITSM / 
ITIL Support

Voice Automation 
/ Telephony

Service
Catalog

Project Portfolio
Management

Service 
Management

On-boarding / 
Off-boarding

Unified IT - Ivanti Portfolio

AV / 
Anti-Malware

Patch
Management

Device and 
App Control

Privilege
Management

Configuration 
Management

Operational
Security

Physical, Virtual
& Mobile Mgmt.

Environment
Management

File & Profile
Migration

Remote 
Control

Software 
Distribution

Unified Endpoint 
Management

Software License
Management

Hardware Asset 
Management

License 
Optimization

Audit 
Defense

Lifecycle 
Management

IT Asset 
Management

Identity Lifecycle 
Management

Policy and Role 
Management

Entitlements 
Management

Access Request

Identity Workflow & 
Fulfillment

Business Value Dashboards,
Analytics and Reporting

Cloud or 
On-PremisesDiscovery Workflow and 

Process AutomationIntegration



Do you have any questions? 

Thank you!
Find out more:

WWW: www.ivanti.com
Forums: http://community.ivanti.com

Twitter: #goivanti



Thank you for your attention


