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IN 2011 THE DIGITAL UNIVERSE WILL SURPASS

1.8 ZETTABYTES

1,800,000,000,000,000,000,000
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Advanced Threats
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Threat Landscape

60% OF
FORTUNE 500

had email
addresses
compromised
by malware




Threat Landscape

88% of Fortune 500 had

BOTNET ACTIVITY

associated with their networks

o

Source : RSA Security Brief, February 2011 “Malware and the Enterprise”




Threat Landscape

Of the 60 million variants
of malware in existence today

ONE-THIR-

were created last year alone

Source : RSA Security Brief, February 2011
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Must learn to live in a

state of compromise

RSA |
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Advanced Security
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Response Versus Operations
Today’s Processes Do Not Address Advanced Threats

A

Intelligent

"\

Identify
Analyze
REPOKT Respond

X

 Rules-based  Risk-based
- Siloed « Contextual
» Audited « Agile

RSA
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Threats

Value

Vulnerability

RSA Archer eGRC

Enterprise Governance, Risk and Compliance
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Contextual
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Contextual

External Intelligence

Environmental data

View

Network Intelligence

Live ¢

Destination IP Profiler Report
Informer Report
Created Jul 7, 2011 12:43:30 AM

©

Risk Warning by Profiled Destination °
P

Event Data

inbound (No xlate) tcp srcoulside 6 2014/

Informer Rule
Created Jul 7, 2011 12:43:28 AM

Risk Suspicious by Profiled Destlnatlono
P _ S
Informer Rule e # 8% A& F ()
Created Jul 7, 2011 12:43:27 AM _ |

o e e e o s e ]

Risk Info by Profiled Destination IP °
Informer Rule F—F_('—N—'[fj F—<F—>[—'V—ﬁ
Created Jul 7, 2011 12:43:25 AM | 5 7
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Pervasive

Continuous
Monitoring

RSA EMC
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RSA Approach

GOVERNANCE

ADVANCED
VISIBILITY AND
ANALYTICS

INTELLIGENT
CONTROLS

RSA

Manage Business Risk, —
Policies and Workflows

Collect, Retain and Analyze Internal
and External Intelligence y N

Rapid Response and Containment

Network Mobility
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RSA Approach

GOVERNANCE - RSAArcher
eGRC Suite A

« RSA SA « RSA FraudAction
ADVANCED « RSADLP Suite « RSACCI
VISIBILITY AND . psa sa Live - RSAeFraud Network 4

_ ANALYTICS

« RSA Adaptive « RSA Federated Identity
INTELLIGENT Authentication Manager

« RSA Access Manager -+ RSA Data Protection
el e « RSA SecurID « RSA DLP Suite

 RSA Transaction « RSA BSAFE

Monitoring

s

Mobility

RSA
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RSA Approach

GOVERNANCE - RSAArcher
eGRC Suite A

« RSA SA « RSA FraudAction
ADVANCED « RSADLP Suite « RSACCI
VISIBILITY AND . psa sa Live - RSAeFraud Network 4

_ ANALYTICS

« RSA Adaptive « RSA Federated Identity
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« RSA Access Manager -+ RSA Data Protection
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 RSA Transaction « RSA BSAFE

Monitoring

s

Mobility
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Defining GRC

Governance: The
culture, objectives,
| processes, policies,
and laws by which
companies are
directed and
managed.

Governa

Compliance: The ce

act of adheringto,
and demonstrating
adherenceto,
external laws and
regulations as well
as corporate policies
and procedures.

Risk: The likelihood
\ and impact of
something happing
that will have an
effect on achieving
objectives.

RSA EMC
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GRC: Law Enforcement Analogy

g Governance = Setting the rules

Ezs Risk = Ensuring the correct rules are
in place and functioning

» Compliance = Measuring the
a effectiveness of the rule

RSA
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GRC: People, Process and Technology

People

Technology

Process

| Submit Gaim |

RSA
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The Language of GRC

Control

Risk

Incident

Threat

Asset

RSA

strong segregation  product
passwords of duties testing

high error

data breach
rate

information cas quallty
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RSA Archer eGRC Ecosystem

P
p \\

System Integration eGRC Content
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RSA Archer eGRC Solutions

Audit Management Policy Management

Centrally manage the planning, Centrally manage policies, map
prioritization, staffing, them to objectives and guidelines,
procedures and reporting of and promote awareness to support
audits to increase collaboration a culture of corporate governance.

and efficiency.

Business Continuity Risk Management

Management ; Policy Identify risks to your business,
Automate your approach to Man/;;:::':lent Management evaluate them through online
business continuity and disaster assessments and metrics, and
recovery planning, and enable Business Risk respond with remediation or
rapid, effective crisis manage Maoac ERE oot acceptance.

in one solution.

Threat Management e B piiance Compliance Management

Track threats through a mancger i oement Document your control
centralized early warning framework, assess design and
systemto help prevent operational effectiveness, and
attacks before they affect Vendor Enterprise respond to policy and

H Management Management . )
your enterprise. regulatory compliance issues.

Incident
Management

Vendor Management Enterprise Management
Centralize vendor data, manage Manage relationships and
relationships, assess vendor dependencies within your
risk, and ensure compliance with enterprise hierarchy and
your policies and controls. infrastructure to support GRC

initiatives.

Incident Management
Report incidents and ethics
violations, manage their
escalation, track
investigations and analyze
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RSA Archer Enterprise Management

Manage relationships and dependencies within your business hierarchy and
operational infrastructure to support eGRC initiatives.

Documentthe Business Identify Application that Support Relate Processes to Products
Hierarchy Processes and Services
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Manage Devicesand Facilities Track Information Assets Monitor eGBC across the
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A major benefit that we've seen since implementing [RSA]
Archer is more information transparency. =" il il Ry

Senior Vice President of Enterprise Risk,
Financial Services Client




RSA Archer Policy Management

Centrally manage policies and standards, map them to objectives and guidelines,
and promote awareness to support a culture of corporate governance.

Leverage Best-Practice

Author Policies Control Standards Map to Authoritative
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RSA Archer Risk Management

Identify risks to your business, evaluate them through online assessments and
metrics, and respond with remediation or acceptance.

Catalogue Risks Perform Risk Assessments Evaluate Inherent and
Residual Risk
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Business Process Risk Levet: €3
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RSA Archer Compliance Management

Document your control framework, assess design and operational effectiveness,
and respond to policy and regulatory compliance issues with remediation or

wailvers
Document Your Control Framework Test Process Control Activities Test Technical Control Baselines
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RSA Archer eGRC Platform

Enable governance, risk and compliance processes with automation, workflow
and reporting with an extensible, business driven platform.

No-code Flexible Reports Extensive Access
Application Builder & Dashboards Control
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"The [RSA] Archer eGRC platform gives our company
the extensibility to implement the Archer solutions as
well as a vehicle to automate processes quickly and

¥

\—- s v ! ) effectively combining activities into a holistic
4 program.”
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Thank you

RSA
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