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INEFFECTIVE LEGACY PRODUCTS

Limited Visibility Lack of Automation Difficult to Consume
Innovations
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A TRUE NGFW e.

Provides effective Automates tasks so Consumes
protections you can you can focus on what innovation quickly
use matters
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A TRUE NGFW - BUILT FROM THE GROUND UP

NETWORK APPLICATION CONTENT ANALYTICS

COMPLETE CONTEXT AUTOMATED PROTECTIONS BUILT FOR INNOVATION
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Palo Alto Networks.: Single Pass Architecture

Single Pass (Palo Alto Networks)

A Operations per packet
A Traffic classification with App-1D
A User/group mapping
A Content scanning i threats, URLS,
confidential data

A Allin one Security Policy
A One OS Update for the Firewall

Parallel Processing

A Function-specific parallel processing
hardware engines

A Separate data/control planes




UTM Architecture
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NGFW Architecture
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Benefit of the Single Pass Architecture

High Performance = Low Risk

Fw
+ApD
+UsaD

+Anti :
spy- § +ps | +Av [ +urL +;Nir gd
ware

UTM - PROCESS BASED FW NGFW 1T SP3 PARALLEL PROSSESING




App -ID: Example for Facebook

Products Solutions Services Partners Customers Company Careers Contact

Search: Facebook 60 Applications (Clear filters)
CATEGORY SUBCATEGORY TECHNOLOGY | Risk | CHARACTERISTIC
business-systems 1 audio-streaming ~ || 43 browser-based 8 ] Evasive
-'1 2 collaboration 8 email 16 client-server 17 2} 1 3 Excessive Bandwidth
2 general-internet 1 encrypted-tunnel 1 peer-to-peer i3 [ 6 Prone to Misuse
1 media 1 file-sharing 1: = 17 SaaS
1 networking 3 gaming ! 36  Transfers Files
1 general-business 6 Tunnels Other Apps
8 instant-messaging 14 Used by Malware
1 internet-utility 49  Vulnerabilities
2 office-programs 45 Widely Used
7 photo-video ~
NAME CATEGORY SUBCATEGORY RISK TECHNOLOGY
datto-backupify business-systems storage-backup 47 browser-based =
eventbrite business-systems general-business 47 browser-based
facebook
L facebook-mail collaboration email = browser-based
L facebook-chat collaboration instant-messaging 57 browser-based
L facebook-code collaboration social-networking browser-based
L facebook-rooms collaboration social-networking 2] browser-based
L facebook-social-plugin collaboration social-networking = browser-based
L tacebook-base collaboration social-networking 4] browser-based
L facebook-apps collaboration social-networking 4| browser-based
L facebook-posting collaboration social-networking 7] browser-based
L facebook-voice collaboration voip-video peer-to-peer
L facebook-file-sharing general-internet file-sharing 4] browser-based
L facebook-video media photo-video 4] browser-based
flixster collaboration social-networking 2] browser-based
flixwagon
L flixwagon-sharing collaboration social-networking ] client-server
friendster collaboration soclal-networking = browser-based
friendvox collaboration instant-messaging 4] browser-based
gifboom collaboration social-networking = browser-based
google-buzz collaboration instant-messaging 47 browser-based
hola-unblocker networkina encrvpted-tunnel il client-server e




PAN -OS 8.1. BOOST SECURITY EFFECTIVENESS & PERFORMANCE

Simplified Streamlined SSL Performance boost for
app-based security decryption diverse deployments

Improved efficiency Advanced threat
& performance for detection and
management prevention




PAN -OS 8.1. BOOST SECURITY EFFECTIVENESS & PERFORMANCE

Simplified
app-based security




UNNECESSARY RULES CREATE A SECURITY RISK

12 e é e e e

13 Any Sof_tware SRUTEE BoeE app-default perforce
engineers servers
Source code Can | retire legacy port-based
14 10.100.20.0/22 - servers 1666 - rules without an outage?
: SQL servers- i mssql-db
15 Any DB admins dynamic group app-default mssgl-mon Are any of these rules

obsolete, leaving open entry
16 Any IT Admins 132.34.3.0/24  app-default SSH points for an attacker?
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UNNECESSARY RULES CREATE A SECURITY RISK

RULE FROM PORT App-ID LAST HIT HIT COUNT
12 é é é é é

13 Any Soﬁware Source code app-default perforce 30 seconds 1,832
engineers servers ago
" e Source code PPN 187 days i
14 1U.1UVU.ZVU. U/ ZZ - 1000 - 11U
servers ago
15 Any DB admins ~ OO- Servers- app-default e ey Yesterday 23
dynamic group mssql-mon

: : Remove obsolete rules to
Retire legacy rules confidently reduce attack entry points
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Before 8.1 ->ADOPTING THREAT UPDATES & NEW APPS

E Content Release Content Release Content Release Content Release
QO
i
Threat updates Threat updates Threat updates Threat updates
New apps New apps New apps New apps

Adopt threat updates immediately, ensuring
up-to-date protection

Adopting new apps in each update
requires weekly policy review
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After 8.1 EASIER ADOPTION OF THREAT UPDATES & NEW APPS

Each month

Content Releases Content Releases Content Release Content Releases
with Threat Updates with Threat Updates with Threat Updates with Threat Updates

Adopt threat updates immediately, ensuring
up-to-date protection
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EASIER ADOPTION OF THREAT UPDATES & NEW APPS

New Applications (11)

[ Rsk | Neme | Category [ Subeategory | Technology | Dependson | Previouslyidentiied As | Minimum PAN-OS Version |
_ isilon-synciq business-systems  storage-backup client-server unknown-tcp 5.0.0
_ jamf business-systems ~ management browser-based  apple-appstore, apple-push-notifications, itunes-base, ssl, web-browsing ssl, web-browsing 5.0.0
_ matlab general-internet internet-utility browser-based  ssl, web-browsing ssl, web-browsing 500
_ paloalto-directory-sync business-systems ~ management client-server ssl, web-browsing ssl, web-browsing 5.0.0
_ tableau-downloading (functional) general-internet internet-utility browser-based ssl, tableau-base, web-browsing tableau-base 5.0.0
_ tableau-editing (functional) general-internet internet-utility browser-based  ssl, tableau-base, web-browsing tableau-base 5.0.0
_ tableau-uploading (functional) general-internet internet-utility client-server ssl, tableau-base, web-browsing tableau-base 500
_ yammer-downloading (functional) collaboration social-networking ~ browser-based  ssl, web-browsing, yammer-base yammer-base 5.0.0
_ yammer-editing (functional) collaboration social-networking ~ browser-based  ssl, web-browsing, yammer-base yammer-base 5.0.0
_ yammer-sharing (functional) collaboration social-networking ~ browser-based  ssl, web-browsing, yammer-base yammer-base 5.00
_ yammer-uploading (functional) collaboration social-networking  browser-based  ss|, web-browsing, yammer-base yammer-base 5.0.0

Modified Applications (8)

EEm——

business- client-
opc -da management expanded coverage  from msrpc to opc-da msrpc
systems server
. . peer-to-
pnrp networking ip-protocol o expanded coverage  from unknown-udp to pnrp 5.0.0
business- client-
rogress-openedge database expanded coverage  from unknown-tcp to progress-openedge 5.0.0
prog P 9 systems server P 9 ptoprog P 9
. encrypted- client- removed false
spotflux networking . from spotflux to open-vpn open-vpn 5.0.0
tunnel server positive
eneral- . o client- .
tableau-base 9 internet-utility expanded coverage _ ssl, web-browsing 5.0.0
internet server
. . client- . adobe-flash-socketpolicy-server, ssl, web-
teamviewer-base networking remote-access expanded coverage  from unknown-udp to teamviewer-base - policy e 5.0.0
server browsing
teamviewer-remote-control . client- from teamviewer-base to teamviewer-remote- .
X networking remote-access expanded coverage teamviewer-base 5.0.0
(functional) server control
. . . . client- . . . .
teamviewer-sharing (functional) networking remote-access cerver expanded coverage  from teamviewer-base to teamviewer-sharing teamviewer-base 5.0.0
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EASIER ADOPTION OF THREAT UPDATES & NEW APPS

Content with new apps installed Threats Threats : Content with new apps installed
after 8 days v ; after 8 hours after 2 hours v H after 1 day

Datacenter Internet Edge
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EASIER ADOPTION OF NEW APPS
N

1 database 14 browser-based 86 Data Breaches

1 erp-crm 4 client-server 10 . 629 Evasive

2 file-sharing 633 Excessive Bandwidth

3 general- busmels 72 FEDRAMP

1 infrastructure 117 HIPAA

7 office-programs bwlPBased Restrictions

2 photo-video 18 New App-ID

1 storage-backup 39T Wo Certfications
85 PCI
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