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EXPANDING SECURITY CHALLENGE
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INEFFECTIVE LEGACY PRODUCTS
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Difficult to Consume 
Innovations

Lack of AutomationLimited Visibility

Result: sub-optimal decryption experience, or no decryption



A TRUE NGFW é.
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Consumes 
innovation quickly

Provides effective 
protections you can 

use

Automates tasks so 
you can focus on what 

matters



A TRUE NGFW - BUILT FROM THE GROUND UP
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APPLICATIONUSERNETWORK CONTENT ANALYTICS

COMPLETE CONTEXT AUTOMATED PROTECTIONS BUILT FOR INNOVATION

SECURITY THAT ACTUALLY WORKS



Single Pass 
Architectureé



Palo Alto Networks: Single Pass Architecture

Single Pass (Palo Alto Networks)

ÁOperations per packet

ÁTraffic classification with App-ID

ÁUser/group mapping

ÁContent scanning ïthreats, URLs,

confidential data

ÁAll in one Security Policy

ÁOne OS Update for the Firewall

Parallel Processing

ÁFunction-specific parallel processing

hardware engines

ÁSeparate data/control planes



URL UserApp AM

UTM Architecture

IPS

Firewall

Serial Processing

NO Predictability

#

#

A
S

IC
S

M
a

n
a

g
e

m
e

n
t

Management Management Management Management Management

Log DB



NGFW Architecture
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Benefit of the Single Pass Architecture

High Performance = Low Risk



App -ID: Example for Facebook



PAN -OS 8.1: BOOST SECURITY EFFECTIVENESS & PERFORMANCE
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Performance boost for 
diverse deployments

Simplified 
app-based security

Improved efficiency 
& performance for 

management

Advanced threat 
detection and 

prevention

Streamlined SSL 
decryption
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Performance boost for 
diverse deployments

Simplified 
app-based security

Improved efficiency 
& performance for 

management

Advanced threat 
detection and 

prevention

Streamlined SSL 
decryption

PAN -OS 8.1: BOOST SECURITY EFFECTIVENESS & PERFORMANCE



RULE FROM User-ID TO PORT App-ID LAST HIT HIT COUNT
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ago
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14 10.100.20.0/22 -
Source code 

servers
1666 -

187 days 
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110

15 Any DB admins
SQL servers-

dynamic group
app-default

mssql-db
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Yesterday 23

16 Any IT Admins 132.34.3.0/24 app-default SSH 1 year ago 392

UNNECESSARY RULES CREATE A SECURITY RISK
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Can I retire legacy port-based 

rules without an outage?

Are any of these rules 

obsolete, leaving open entry 

points for an attacker?



RULE FROM User-ID TO PORT App-ID LAST HIT HIT COUNT
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UNNECESSARY RULES CREATE A SECURITY RISK
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Retire legacy rules confidently
Remove obsolete rules to 

reduce attack entry points



Before 8.1 -> ADOPTING THREAT UPDATES & NEW APPS
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New apps

Adopt threat updates immediately, ensuring 

up-to-date protection

Adopting new apps in each update 

requires weekly policy review
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After 8.1 EASIER ADOPTION OF THREAT UPDATES & NEW APPS
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Adopt threat updates immediately, ensuring 

up-to-date protection

Plan better using early 

announcement of new apps

Content Releases 
with Threat Updates

Content Releases 
with Threat Updates

Content Release
with Threat Updates

Content Releases 
with Threat Updates

& New Apps

To adopt new apps, perform 

policy updates once a month



EASIER ADOPTION OF THREAT UPDATES & NEW APPS
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EASIER ADOPTION OF THREAT UPDATES & NEW APPS
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Content with new apps installed

after 8 days

Content with new apps installed 

after 1 day
Threats 

after 8 hours

Threats 

after 2 hours

Datacenter Internet Edge



EASIER ADOPTION OF NEW APPS
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Create rules for new App-IDs
Understand the effect of new and 

modified App-IDs on policy
Monitor new App-ID activity in ACC


