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KA IEGUT PILNU TIKLA REDZAMIBU AR
TIKLA VEIKTSPEJAS UN UZRAUDZIBAS
RISINAJUMU




Izaicinajumi - ..un kur ir problema?

Tikla? Serveri? Lietotaja?

90% 10%

Problému risinasanas laiks tiek téréts, méginot noskaidrot, vai probléma patieSam pastav un kur?! Novérsana

Vai més varam but proaktivi — ne tikai reaktivi reagéet uz incidentiem!?
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Kapéc mums biitu nepiecieSams sads risinajums?

Tapeéc, ka iegut pilnu tikla redzamibu ir pamata — darbibas
nepartrauktibas un drosibas faktors
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Ka atrisinat tikla, aplikaciju un drosibas problémas?

Zinat..

Ka aplikacijas un
tikla resursiir
nepartraukti

pieejami un drosi
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%
legut..

Visas
nepiecieSamas
tikla paketes,

telemetrijas datus,

datu plusmas
pilnvértigai
incidenta
izmeklésanai

@

Uzraudzit..

Nepartraukti visu
tikla datu plusmu
un aplikaciju
darbibu -
anomalijas

Aizsargat..

Organizaciju no
iespéjamajiem
drosibas riskiem
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Viens no risinajumiem - Flowmon

» Progress’
Flowmon'




Portfolio - pieejamie moduli

Network Detection and

Response & Anomaly Network Performance Application
Monitoring & Performance
(NDR/ADS) Diagnostics Monitoring
(NPMD) (APM)
Nodrosina uz Al - maksliga N
intelekta un tikla darbibas Inteligenta tikla datu plismas leskatu aplikaciju un
paternu balstitu anomalija un (FLOW) ieguve - tikla datu datubazu darbiba. To
uzbrukumu identificésanu. plusmas raditaju uzraudziba nepartraukta uzraudziba un
Pirms tie nodara kaitéjumu un automatizéta problému problému identificésana.
Jasu Organizacijai. analize
(IPS funkcionalitate) . .

Packet Investigator
Tikla pakesu analizators
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Flowmon nodrosina vairaku limenu redzamibu

Dashboard  Reports  Configuration

Status  NetOps  SecOps

ConLast 24 hours (generic time span) v £

o P
®-
“3

Connected flow sources:
10f1
020.07.21 1600 - 20200722 1.0

Application performance overview

ERP

© 99.749%

Segments

Internet

Excellent

Hide details

ERP ©99.749%

Intranet ©97.341

3| 2020-07:2116:03 - 20200722 16:03

App “Intranet”

All sLast 24 hours (generic time span) v ¢

Last 24 hours (generic time span) + ©

Poor
AVG response time
Sms
95% response time
19ms
2020-07-21 1604 - 2020-07-22 1604

Application performance overview
Intranet

* 97.341%

hittps://81.19.4,174:4443/ui/dashboard

Flowmon
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Median of response time

ims

99% response time

61ms

Last 24 hours (generic time span) v &

4

Office 365

Structure of Overall Traffic

DNS (All Sources)

Last 24 hours (generic time span) » &

Wi Bits p yte IAVGRTR
413568 02
® T 1482M 41M  41356. 02
b 0; 1604 0.0 1604 4
Security status Last 24 hours (generic time span) v £ Event overview by type
Critical priority events: 8 Event type
Security issues @ ©urom
Hide details 0 O svrPanomay
@ critical 8 € (@ ONSANOMALY
O Low 4 O © Auenoev
O info 0
© M TEAMVIEWER
€ W WEBSHARE
©  # ONSQUERY
© % cveanom
@ O HIGHTRANSF

Notifications

Structure of Overall Traffic

99.865%

Retransmission index

AVG packets/s

568.2

AVG SRT

92.654 ms

Last 24 hours v

AVG RTT

46.5ms

AVG RTR

0.2

English

admin s
I

o @

Last 24 hours (generic time span) v &%

4

Last 24 hours (generic time span) v X

fhic

Detection of current

Detection of unkno

ces in the network

Detection of TeamViewer

Detection of data sharing services through web like Rapidshare etc

ts by unified flow-based behavior patterns.

g email SPAM using SMTP o secured SMTP protocol

Viens risinajums visas
infrastrukturas
monitoresanai

Reala laika veiktspéjas
izmainas

lzmantosanas, lietojuma un
jaudas monitoresana

Vajo punktu (Bottleneck)
kludu noteikSanas,
analizéSana - ieteikumi.




2 pieejas tikla uzraudzibai - Full Packet vs. Flow Data

Full packet

Detalizetaks ieskats tikla datu paketés un incidentu
izmeklésana

Datu uzglabasana var blt izaicinajums un darga

Neefektiva Sifrétu datu plismas analize

Flow Data

Darbojas augstas veiktspéjas tikla infrastrukturas
Var analizét Sifrétu datu plismu
L7 nodrosSina 95% parklajumu

Atseviskos gadijumos var pietrikt detalizacija

1 min

Packet 75 GB
1 min

Ko 150 MB

Storage required for 10Gbps traffic

L.

1 hour 1 day

45TB 108 TB

1 hour 1 day

9GB 216 GB
—_—
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Progress Flowmon Arhitektura

@ Flowmon Collector (Datu analizators)

© Flowmon Probe (Sensors)
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@ Flowmon Collector (Datu analizators)

NetFlow Collector ir atseviska ierice (fiziska vai virtuala) datu plismas datu savaksanai, ilgstosai glabasanai
un analizei no iericém - slodzes dalitaji, komutatori, marsrutétaji un ugunsmuriem), No Probes sensoriem,
specializétiem sensoriem (NetworktTap) un citiem plismas avotiem. Collector nodrosina datu vizualizaciju.

Dashboard Reports Configuration

NetOps DNS Status SecOps Inet Traffic Map View MySQL DB QoS Office 365 Social Networks ETA/TLS LoadMaste

Topalogy Last 24 hours [generic time span] = £ LM Top Source IPs Last 24 hours (generic ime span) ~ 01 Structure of Overall Traffic
* Pielagojami logriki T o]
bl | ST ‘Q
. I e - g an i A L
un cilnes. r. F
v II Poor
» Dazadas pieejas /
urce P address It packets Fhaws Bytes Bits per second
V- — -
d aZa d am IO[ nam. B} = 89-185224-81 static. masterinter.net 1.01M  2ZESK 1.13 Gl 7.2M
B} = servicesinveacom 1036k 167 270.36 Mib
AMG RTT
B = 89-185-224-B2 static mEstennter net TETAK 4407 K B5.38 MiR
f 101.124 ms
et £ ™ 0a2611.229 613K 204 17.45 MiB
gt
s B ™ 726709208 585K 192 16.65MiB
LAY
ITIT00-4 1136 - MFT-NE-95 1138 B ™ pro03s06ini3 18100 net 443K 268 15.50 Mif
W 1042610229 534K 180 15.36 MR
LM Top Source IPs Last 24 hours [generic time span) = X
0 = 109411222762 net upchroadband.cz 109,00 K 342K 14.B7 NNB
B = ivaasiiaoes BIOTH F6IK 11.45 M8 0510824 1136 - 20210825 1136
100 @ s xufbodn-shy-01-prgl fbedn net 3IBK o6 0.50 MiB TLS vorsions
| - Top 1.52M 751K 1.58 GiB
f———— —— ——————————— B Other 732K 23036 98,70 M8 i
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@ Flowmon Collector (Datu analizators)

— Flowmon 3 Monitoring Center = A =- @ B om

INTERMET TRAFFIC: 3071-00%5-26 0930 - I071-05-27 09,30

Problemu noversana un

izmeklésana e e v Swew o v wmsaen  w wmsps E
Collector — Ne tikai T
parrauga sarkano/zalo P
statusu — péc izveidotajam
politikam. Bet ar1 izseko o
analizé atsevisku lietotaju B o sz - aros 65
mijiedarbibu ar N
lietojumprogrammam, lai .
sniegtu pilnigu izpratni par «-» - i
visu digitalo vidi. ST pieeja T
lauj nekavéjoties noteikt to - {.< o DT g
problemu galveno céloni, e L = cunceomam aamas ¥ ceraume, sraneTes

kas ietekmé lietotajus un
pakalpojumus, un veikt
korigejoSus pasakumus.
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@ Flowmon Collector (Datu analizators)

Dashboerd Reports Configuration

Status NetOps SecOps Inet Traffic Map View MySQL DB QoS Office 365 Social Networks DNS ETA/TLS LoadMaster

Cloud and SaaS monitoring

Office 365 Applications Lt 24 houes (gunaris tine span) * © Office 365 Applications Lant 24 hours (generic time spon) = O Office 365 Retranami_  Lust 24 hours (ganeric bime span) * ©

N ¢

LN .'Jp.

* 98.300%

Rtransmisson inde

Flowmon izmanto pasivos tikla

sensorus, kas ir pieejami ka "..J,_«,!ld_,_,. }u .‘;,-1_.,_,|l_;!..

virtualas ierices privataja un R (e
pUinSkajé mé konT’ un tiem Var (2] E‘E:‘;EE:::‘:\:‘W- TreaK 12K MSEME 143208 192.78 ma 04 ‘)' ﬁ.?:';:“:::“n"mn '::: :‘;: ‘j::: AVG pecheta/s

Criine . 19

o — . -l = . . 3 ;;::frlh;‘ Wax w20 4800 WIS ms 162140 02 )  Exchange Oniew 13K 154 162.52 %
pieklit no attiecigas vietas, lai oo e X e wes
parbauditu visu trafiku attieciba uz ® “™ v I il v B v A M
lietojumprogrammam saistitu
Office 365 Top Downtoaters Lot 24 hours (Qeveric time span) = €@ Office 385 Top Uplonders 251 24 howrs (generi time spen) * €

sazinu. Collector izseko
_ S A e
mijiedarbibu starp lietotajiem un ‘ ~

lietojumprogrammam, lai & | _' <

identificétu vajas vietas jebkura e e el R oy e ———— — T TR

. . —_ — 5 Shov2esnss I326 M8 a0 53,368 ma 100.845 ma s £ v iszieenas #2027 Ky & 09 %88 m 104 649 M 0
IIetoJumprogrammu kede. B o uieeons 2050 Mis 17 1XA9ESmwe 3858430 i £ S isaoas #6338 Kill 7 ONITMAm 19Ems
L= RUE AR 141 M@ 13 NS em (3 k. " . 3T 50-229-14834 reilncomen cust com 46637 Kit 12 2n8m ELEAREL or
0 Sxmimoa 438 MB “ 78 563 Mmm 12 0 S o MW L3N 19% 2638 m 197.079 me
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@ Flowmon Collector (Datu analizators)

2 Limil
11 Use sampling
i U selecled charrels 0 Use sl dhannels im0l profile

& FLTER

Analytics drilldown & owar canr e

100 b

lzpetes opcijas ir -
pieejamas jebkura FF{ .
informacijas panela

vieta. Katru logriku var
pa ré th a n a ITtiS ké S katé, COLCR ATART TIME - FIRET SEEM DURATIZN SCURCE IP ADDRESS DESTIMATIC® IF ADDRESS FaCKETS E*TES FLO'WS
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: EER 2027 D5 26 2G40 .050 TOTES | slaBzeslmmlE 152 163,709 700K 38T ME
f| It rét péc pr‘oto k0||em, = 02105 26 2510 A0 10m Ll SH-FRAEERTIM pa S G 152 16D 103 2L76K FL2EME
. . . ES 2021 05 256 ZEREI4E0E IhEEGs | = we-fredn-shw-01-vie | fodnnel 192.158.2 4 2801k 2251 Mg EL
Ia I ka perIOd Iem; s 021 D5 24 2RI 0E0 Ere T pRdehibET.dppennectds 1521 63,709 1L K 1580 ME
~ 0T=n 2105 25 BRIV 188 Th.7m.2477 5 clhcr olher FEET -1 0371 ME 4B 16K
avota/galameérka IP
' [ A ] Floss 145 K. Erybe:s 2.35 G8 Packets 201 M

adreses, lietotaji,
aplikacijas u.c.
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© Flowmon Probe (Sensors)

Flowmon Probe ir tikla datu plismas datu ieguves sensors (fizisks/virtuals), kas generé datus lidz pat
lietojumprogrammas limenim un meéra veiktspéju. — Talak nododot datus analizei un attélosanai uz
kolektoru (Collector.)

O, Advanced analysls 207108309000 - O3V08301005 a
@ sTaTETICS B ST OF FUOWS Frwhemm e | 0210820 1001
. Tog 10 v Balethe SIWiEScs onthe paremetsr  Asy P arddrees v Sorthy  byte ]
Use it anywhere I
Hardware, virtual or cloud, nesarsto 8
# iige selecied charnels Lige all charmals in the profile
from 10 Mb/s to 100 Gb/s. » v
BEEEY - vownrm T e
Stay non-intrusive
The Probe connects
passively through a SPAN @’
port or network TAP. :
[er Ter) START TIME - FIRST 3EIN DUEATION ARY 1P ADTARESS FLOWS INFUT PACHETE INPUT BVTES: FACKETS PLE BECOND DTE PER SECOND PYTLS PLR PACHET
n 20 VD Y0 00 Tl = AL TR RE ] FELIE IR 4] 56 (0 T 411 KB (204N (%]
“ 2000820 1007 20,048 SmlAMTE TR i 6 08N M As W (2048 bl
. . &= 20T1-08-I0 10205790 AMBEAT RLIRENY ) 94 (17 1) 004 KB [T.T L] m m
NetWOrk data IS pre_flltered n 10371-08-10 0% SR 3. b Emaosls i A R r2-I-T dedd. ool g maabarinasr el Hﬂ:l’: I 15l5ﬂ[|l-|: L] ] m
= [ 3 ] J0T1-08-I70 OF JAL 450 EmI0ERTs 5 1ES-224-01 efatic. maebarinder i A9 R 0 LR L T h] L] 148 m
to ena ble Clea rer analysls [ & ] 0346830 §0-01.53, 120 4AqTTe TR RL-RLLE PELEETNY BE A% LITEH AR ] &8 I\
and visualization. — e e RN ST : . .
n JOTH 0801 0:01 30,108 m 42084 D palwway T LEEFR L] 1IVRB (I L} L) m
n J0TH 082009 585 BAS Sm AN e A% TRE-224- T alalic manbuiinter el LTRE L) LI FRLY] 130K {E ) L} 1 m
=) T020-08-20.05 SR 440 L EiE nife B0 (V0TS AV (I 5% 0,07 W (36 7%) 2 (17} m
Pl 574 Bt A2 45 KB Pachects 1848 K
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© Flowmon Probe (Sensors)

Redzamiba L2, L3/4, L7 Network Performance Monitoring
Sensori sakotnéji apkopo L2-L4 Round Trip Time
informaciju par IP adresém, delay introduced by network

protokoliem, servera reakcijas Sereucilekinnee tina

TCP HANDSHAKE CLIENT REQUEST SERVER RESPONSES

laiku,  Roundtrip, jitter u.c, @ | . . | delay introduced by server/application
vienlaikus uzrauga realo lietotaja [C] ™ =

un lietojumprogrammas sasaisti. Delay (min, max, avg, deviation)
Turklat Flowmon IPFIX detaysibetneenpaskets
paplasinajums nodrosina papildu "\ Jitter (min, max, avg, deviation)

L7 datus, pieméram, resursdatora variance of delays between packets
nosaukumus, URL, Retransmission
parlikprogrammas informaciju Server — resending lost or damaged packets
HTTP/S protokoliem un citus laukus . o

tadiem protokoliem ka DNS, DHCP, Time Time Delays Out-of-order _

SQL, SMTP vai Samba/CIFS un citus. different order of transmitted packets
atpazisanas (NBAR2). == =
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© Flowmon Probe (Sensors)

Dffice 365 Applications (Total traffic)

Time Interval: 2021-06-21 19:29 - 2021-06-22 19:29
This chapter shows the traffic generated and the performance metrics of each Office 365 application.

Lietojumprogrammu atpaziSana
Flowmon zino par

lietojumprogrammu izmanto3anu, e

analizéjot L7 paketes un “

eksportéjot uz tikla balstitas wloo | a4 | L. : D - .

. . — 2059 23:59 D622 02:59 05:59 0859 1:59 14:59 1759

lietojumprogrammu  atpaziSanas

( N BARZ) nosau ku mu va | sn IedZ Office 365 Applications Maximal bits/s Bits per second Bytes

informéCijU par tTkla traﬂka avotu ED) sharePoint Online and OneDrive for Bussiness 721K 02K 9510 MiB

vai galamerki. _ | _
B) Microsoft 365 Commen and Office Online 179.8K 32K 32.63 MiB

Skype for Bussiness 254 K 474,7 4,89 MiB

D Exchange Online 13K 15.4 162.52 KiB
B  Alltraffic 5B39K 129K 132.77 MiB
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© Flowmon Probe (Sensors)

Pazhboard Raparts Canfiguratian Notifications 0

Reports Chapters Schedules

Sifréta trafika analize
Flowmon Sifréta tikla datu plusmas TLS (Total traffic)
analize apkopo tikla trafika
metadatus IPFIX formata,
izmantojot sensorus, un bagatina Lisst 24 haurs I |
tos ar TLS protokola informaciju.
Tas nodrosina daudz informacijas e (s el chapr

. L T Time Interval: 202706021 10:07 - 20T-0B-22 1807 TLS versione (Tatal traffic)
par trafiku un Jauj identificet R R ——
novecojusus  SSL  sertifikatus,
politikam neatbilstosus sertifikatus,
SifréSanas stiprumu un vecas TLS

versijas, kuras var but kludas vai

Repart  Schedule

TLS version 1.0 1P addresses {Total.-
T S5L IF adreesas (Total raffic)
TLS |a=uer Cormmsn Mame {Tatal tr..

biais

] . i . | i L TLS Client Key Lergth (Tolal rafic)

TLS JA3 Fgerprinis [Total trafic)

TLS ALPHN (Total traffic)

ieva | ana meaS. TLR varsione Madmal Biiss Ribs par awesnd Hyteca
TLS 1.2 KR ATERK 279 GiE

E TLS 1.4 9R1K 1232 K 1.24 GiR

TLS1.3 ATES K 2TAK 281,60 MiB

4 ] TLS 11 nan 15 27211 KiR
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© Flowmon Probe (Sensors)

Flowmon IDS (By Suricata) 05 St broweee 2
Tlek nOd_rOSInata _pakesu parkiaUde’ From  2021-06-16 03,20 To  2021-06-1711:20 Source lP  192.168.0.88 Target IP Limit 100 w W
lai meklétu iespéjamo ielausanos,
droSibas incidentus - papildinot ;
Flowmon ADS droSibas Ilimeni. ‘
Darbojas vidés ar jebkuru saites +| Manon
atrumu no 1 Gb/s lidz 100 Gb/s. 2 | I zosers l |
W 2027397 " | I -ﬂ. I
o

4:00 800 12:00 16:00 20:00 0:00 4:00 B:00
SIGMATURE
FIRST  LAST i?:fg: i SOURCE ::E;Z?HM'ON P pEsTINATION 1D iﬁ:‘f;”“ foCace LOGSOURCE SOURCE  DESTINATION  counT OTHERINFO
I I
SEER SEEN AGGREGATION) LS AGGREGATION) FOHH T&“éﬁ{.?“m onj  AGGREGATION) P INTERFACE | nenTITY USER IDENTITY
category: Mot
2021-06- 20271-06- ET POLICY Spatif Suspicious Traffic|
> 18 17 192.168.0.88 37621 192.168.0.255 57621 . 2027397 P3P Client potity 127.0.0.1 idsp_eth?_out PC_RECEPCE 38 severity: 3 | action:
08:18:42 1114:28 allowed | grouplD: 1
| rew: 1
category: Potential
2021-06- 2027-06- ET POLICY External Corporate Privacy
> 18 16 192.168.0.88 63579 0.6245F a0 ii 2029575  IP Lookup (avast 127.0.0.1 idsp_eth2 out PC_RECEPCE 2 Viglation | severity:
08:1%:09 081917 .com) 1| action; sfiowed |
grouplD: 1| rev: 2
ET USER_AGENTS category: Unknown

2021-06- 2021-06-

Microsoft Device Traffic | severity: 3 |

> 32'22'35 E]g'ZQ'BS 192.168.0.88 58284 02247 # a0 W 2027390 Metadata Retrieval 127.0.0.1 idsp_eth?_out PC_RECEPCE 1 action: allowed |
P i Client User-Agent grouplD: 1| rev: 2
202105 202105 Wicrosof Devite. Trame severty: 3|
> 83.31_51 32_31_51 192.168.0.88 58281 184.24. 4 80 M 2027390 Metadata Retrieval 127001 N/A PCG_RECEPCE 1 action: afiowed |
o o Client User-Agent grouplD: 1| rev: 2
category: Potentially
2021-06- 2021-06- e 2 Bad Traffic |
> 16 16 192.168.0.88 49627 137.2541 74 80 W 2014297 Version 1.7 x 127.0.0.1 idsp_eth? out PC_RECEPCE 1 severity: 2 | action:
12:25:00 12:25:00 o allowed | grouplD: 1
Detected | rev: 60

Suricata is a high performance, open source network analysis and threat detection software used by most private and public organizations, and
embedded by major vendors to protect their assets.
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Progress Flowmon Arhitektura

Cloud Routers Flowmon Probe
Platforms & Switches Loadia Enriched Flow Data
¥ | E%I aws

-- Microsoft
]

Hyper-V

NetFlow, IPFIX, sFlow, jFlow Export

a@ Microsoft Azure

Network

C Flowmon Ul rr" Flowmon Collector Google
Visibility & oo - (W, Virtual, Cloud) Cloud Platform
Troubleshooting

SW Extending Modules mv M
L)

Network Full Packet [~ Applicationn
Detection Capture & % Performance DDI]I:I

& Response Analysis Monitoring

Flowmon Monitoring Center

06 ©

Flowmon Anomaly Detection System Flowmon Packet Investigator Flowmon Application Performance Monitoring
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Progress Flowmon Arhitektura

MANS UZNEMUMS

Centralais komutators Piek|uves punkts Internets
[ e

Uguns Muris '

Qa9
()

Mirror port / Network TAP

A/ Virtuala vai fiziska

NetFlow, IPFIX, sFlow, jFlow Export
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Tikla anomaliju detektésana (ADS)

Flowmon ADS izmanto uzvedibas analizes algoritmus, lai atklatu anomalijas, kas sléptas tikla datu plisma,
lai atklatu launpratigu uzvedibu, launattru (Datora virusu darbibu), uzbrukumus infrastrukttras kritiskam
lietojumprogrammam un datu parkapumus.

Dazhboard Ragarts Centfiguration

N Od FO§I na re d 7a me u MeltOps ©DNS Stalus SecOps InetTraffic MapView MySOLDB QoS  OMice 365  Social Networks  ETA/TLS  LoadMaster
Sta rp pe rimetra un gala Eecurity stakm  Lust B4 ooy (geneeic e s ¢ Q0 Tap 19 wvent fypas by privrity and oo Luan 34 humrw {enaris thme span] = Q) e imtest 1D naw svamty a3 by {jpumtic tims spun] * 2

iekartu aizsardzibas @ I prees: Foaa = e =
Palidz atklat dazada sl e S s B =
veida uzbrukumus et i e B e I :
(ielaudanas, Em - 0 o n e e
launatdru, dazadus —— o S —— T ,
iek$éjos un aréjos e" o

draudus ). o

zmanto | S : «
masinmacisanos, lai 6 @ R R "

— — . 0 @& uoan
atklatu nultas dienas B omm e
{ 7 IS T i Trcug® me g
draudus. L O
....... i : B =
@ o cwwasow TP cafic v
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(ADS)

Date From To Perspe::ti\re Source IP Targefs
Custom ~ 2021-05-04 09:00 2021-05-04 13:00 Security issues ~
Katra uzbrukuma posma analize SIMPLE LIST BY HOSTS AGGREGATED VIEW
Flowmon ADS pievieno jlsu
drogibas matr|ca| uz tTklU Orlentétu ?» 2 Reconnaissance Techniques total: n Events total: a
a|ZsardZTbas Slénl (Skatlet Sada!u > = Initial Access Techniques total: n Events total: n
SOC Visibility Triad), lai atklatu tikla 5 e cdlanny rechriques utt: @ERD cverts ot @)
anomalijas kas norada uz
ne nérnj ! n ek§é » = Lateral Movement Techniques total: o Events total: a
Zi u u [ ju
apdraUdéJumu darbTbu, kuru ~ += Command and Control Technigues total: o Events total: o
parasti nevar noteikt ar perimetra # D TECHNIQUES DETECTION  LASTUPDATE  (B) EVENTTYPE SOURCE TARGETS
a i 1 Application Layer Protocol: Mail 054 054 £ 192.168.3.210 (jenkins- 185,
u.n. _I.oka.lo datoru aIZSBFdZIbE?S 1 #198342 [ Pfopt{lioll‘;m ayer Protocal: Mai 32214 %59 04 12222190156 04 @ SMTPANOMALY ; euwﬂowmonmmgjen ins ?;._g:;:r?nizfﬂeﬂ{ag
rISInaJumlem' Flowmon velc 2 #198308 Application Layer Protocol: Mail 2021-05-04 2021-05-04 o SMTPANOMALY o 192.168.3.47 e 80.185.224. (89
. . . e = _es . Ve ! Is 12:04:15 12:09:15 = . o 89._asterinter.net)
incidentu  vizualizaciju atbilstosi i
J 3 #197356 2 Application Layer Protocol; Mail 2021-05-04 2021-05-04 SMTPANOMALY CIp 192.168.3.210 (jenkins- b 89.185224 (89
MITRE ATT&CK® jetvaram - sniedz Protocols 06:59:25 09:04:32 G new.flowmon.com) 89._asterinter.net)
informaciju par  parkapuma 4 woroes G CEINLARIPOlOOEMAL B TRNe @ SMTPANOMALY - or19216850.161 g
apjomu, nopietnibu un turpmako |
attTSthu' > = Exfiltration Techniques total: o Events total: o

> 2 Impact Techniques total: o Events total: B
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(ADS)

MITRE ATT&CK Matrix

Reconnaissance Initial Access Execution Credential Access Discovery Lateral Movement Collection Command and
Control

Automatiska  noteiksana un 10 3 0 1 13 13 1 7
reagésana (NDR)

Pateicoties vairak neka 40 uz Al . oo soromssre

balsttam metodém un 200+

algoritmiem, draudi tiek atklati

laicigi un pilntba  automatiski. “‘ \\\“ ’
Atklajiet  nezinamus  draudus, é ’ &
launpratigu programmaturu, - "

izspiedéjvirusa programmaturu,

Top 10 IPs by event count Last 2 hours (generic time span) ~ 12 Event overview by type

Cav

Windows DNS SIGRed Event source Number of events Event iype Name

izmantosSanu, Trojas zirgu € S poutnik flowmon.com 7 ) O svTPANOMALY Detection of outgoing e-mail SPAM using SMTP or secured SMTP protocol
uzbrukumus vai Sifreta trafika 8 @uiezieaz0ies 6 | B @urosn Detection of uploading data

pa sle ptus draudus. B 19216855203 5 8 O ssHocT Advanced detection method revealing dictionary attacks on secured shell service
ADS var integ ret ar tikla piek! uves ) o syds flowmon.com 4 3 @ sLackusT Detection of communication with blacklisted IF addresses

B 192.168.120.245 4 () DNSANOMALY Detection of anomalles traffic

kontroles sistémam, ugunsmuari un 9 (5]
citiem rikiem tulit€jai reagéSanaiuz B = sy 3 @ @ Auenoev Detection of unknown devices in the network
incidentiem (API). + SIEM 7]

M ICMPANCM Detection of anomalies in ICMP traffic

(<~

B devell. vmware flowmon.com

2021-06-24 1544 - 2021-06-24 1744 d 2021-06-24 15:40 - 2021-08-24 17 40

3 Progress’ | Flowmon




(ADS)

Probe + Suricata

Pateicoties Probe (Sensora)
iebuveto Suricata funkcionalitati —
ir iespéja papildinat uzbrukuma
vectoru atpaziSanu — apvienojot
gan ‘Signature-less un Signature-
based’ uzbrukumu identificéSanas
pieejas.

3 Progress’ | Flowmon

IDS event browser

From  2021-06-16 03:20 To | 2021-06-1711:20 SourcelP  192.168.0.88 Target IP Limit 100 =~ m
B
&
4 | W 2014257
Wl 2027390
. | | 2029575 I I
©| | 2027766
Wl 7027357 l ' | I I
a
4:00 8:00 12:00 1500 20:00 2:00 4:00 B0
SIGMATURE
FIRST LAST  JOURCEIR source DESTINATIONIE - prerivamion 1D SIENATURE coc o Loasource POURCE  DESTINATION ot GTHERINFO
[BASE FOR {BASE FOR [BASE FOR
SEEN SEER) AGGREGATION) PORT ccnecATION) FORT ngi{gﬁn on NCGREGATION) P INTERFACE o enTITY USERIDENTIFY
category: Not
202106 202106- ET POLICY Spatif Suspicious Traffic |
> 18 17 192.168.0.88 57621 192.168.0.255 57621 W 2027397 P2P Clignt patiy 127.0.0.1 idsp_eth2_out PC_RECEPCE 38 severity: 3 | action:
081842 111428 allowed | grouplD: 1
lrev: 1
category: Potential
2021-06- 2021-06- sz ET POLICY External Corporate Privacy
> 16 16 192.168.0.88 63579 5625 a0 B 2029575 1P Lookup (avast 127.0.0.1 idsp_eth2_out PC_RECEPCE 2 Violation | severity:
08:19:09 081917 .com) 1| action: aliowsad |
grouplD: 1| rev: 2
ET USER_AGENTS category: Unknown
2021-06-  2021-06- > Microsoft Device . Traffic | severity: 3 |
> 16 16 192.168.0.88 38284 52.247. g0 M 2027390 Metadata Retrieval 127.0.0.1 idsp_eth2_cut PC_RECEPCE 1 acticae llowed
e Client User-Agent grouplD: 1 | rev: 2
5 o ET USER_AGENTS category: Unknown
UL U6 ZO2T 06 Microsoft Device Traffic | severity: 3 |
> 15 16 192.168.0.88 58281 T84.24 2600 80 M 2027390 Metadats Retrieval 127.00.1 N/A PC_RECEPCE 1 actionsailed
DR G Client User-Agent grouplD: 1| rev: 2
category: Potentially
202106 202106 e i Bad Traffic |
> 16 16 192.168.0.88 49627 137.254. 80 W 2014297 Version 1.7 % 127.0.0.1 idsp_eth2_out PC_RECEPCE 1 severity: 2 | action:
12:25:00 12:25:00 Detected allowed | grouplD: 1
| rev: 60
Suricata

is a high performance, open source network analysis and threat detection software used by most private and public organizations, and




Prioritizacija - False positive mazinasana

Risinajums spéj atskirt anomalijas no standarta tikla datu plusmas. Konstatétie drosibas notikumi tiek
sarindoti péc smaguma pakapes un risinajuma iebuvétas zinasanu baze uzlabo jusu situacijas izpratni un
paatrina reagésanu uz tiem.

|
v

o EVENTS Show: PRIORITIES METHODS as Priorities
@ Critical a
| ° Hon @
[ _ A
’ ll' | K | Medium . )
1l T A [ ® Low @)
| | 'l | \ |
|| [ 'I \‘\ [ f || @ Informational . )
| L | RV ) 4 |
f || | | | ‘. w |
| I.' | \ |
, \ *
1 T Ll
(i oe 10 1 1 13:00 140 o 1@
—_—
o EVENTS BY PRIORITY I 20271-06-24 06:02 - 2021-06-24 17:47 Overall events count: 28
21
> e UPLOAD Data upload anomaly 4/\_/_/\/\/\_/ ™
> G BLACKLIST Communication with blacklisted hosts /\ 1 4N
> @ ALIENDEV New or alien device Al \ 3 M
> (I) DNsaNOMALY DN traffic anomaly /\ f \ 2 L 9677%
> ‘M ICMPANOM ICMP anomaly /_\ i N
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OT/ICS/SCADA - tikla uzraudziba un drosiba

OT — Operational Technology Network — ir augsta riska tikls un no parvaldibas viedokla biezi vien ieviest
kiberdrosibas risinajumus (Lidzigi ka IT tikla) ir sarezgiti vai pat atseviskos gadijumos gandriz neiesp&jami.

Tapéc OT tikla drosibas pasakumi parasti aprobezojas ar ugunsmuru izvietosanu OT vides perimetr3,
atstajot visu iekséjo trafiku ka aklo zonu.

Flowmon piedava risinajumu Sis problémas novérsanai. Jus vienmér varat ievietot drosibas tehnologiju
SPAN (spogula) porta un izmantot to ka drosibas risinajumu, kas nodrosina OT tikla uzraudzibu, problému
un kiberdraudu noteikSanu.

Tas ir iemesls, kapéc Flowmon sensori tiek arvien vairak izmantoti OT vide, nodroSinot konsolidétu
prieksstatu par visu infrastruktiru un laujot noteikt anomalijas visa organizacija.

Galvena prieksrociba salidzinajuma ar specializétajiem SCADA drosibas rikiem ir to visparéja pielietojamiba

un spéja atpazit uzbrukumu, pirms tas nonak OT vidé. Lielaka dala OT uzbrukumu sakas tradicionalaja IT, un
tie atklajas kompromisa raditajos, kas nosakami, izmantojot tikla uzvedibas analizes pieeju.
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OT/ICS/SCADA - tikla uzraudziba un drosiba

Let us take the IEC 104 protocol used in energy distribution grid control as an example. Extended flow data can provide a valuable insight
into application protocols, including OT specifics. Full application level visibility is technically possible due to no encryption.Traditional flow
data used to provide an aggregated view of traffic in the OT environment is insufficient to understand traffic patterns, commands or even to
recognise malicious activity. Per packet reporting at a header level enables a way to recognise patterns in packet sequences, unfortunately
with no way to analyse and interpret the data. Adding application level metadata brings a balance between the level of detail and available
information for subsequent analysis. The last option is full packet data; this brings many challenges for performance, data retention,
processing and analysis in general. These approaches are presented in figure 1.

SrclP, DstlP, SrcPort,

DstPort, Proto, Pkts,
IP flows Bytes
Granularity + Individual IEC 104
Flow per IEC 104 packet packets
+ APDU type, ASDU
 Aowperaspupacket N\ | gemowests | == Flowmon
— o | +10A, Operation
Flow per IEC 104 object ™\ | Params (ON/OFF), Data

https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
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https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection
https://www.flowmon.com/en/blog/ics-scada-monitoring-and-anomaly-detection

Multi-Layered Security through
MITRE ATT&CK Framework

Multiple detection and prevention points are necessary to properly identify ransomware attacks

Exploitation P Privileges P Discovery P Lateral p Collection Command & Exfiltration Impact
& Access Movement Control

Perimeter C 4 4 4
Endpoint < 4 4 4 4 4

W \_

Covered

‘ Contributes
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Flowmon ADS ieguvumi

Automatizacija

Risinajums atklaj
draudus un dod
ieskatu
kiberdraudu
analizé un
ieteikumus draudu
mazinasanai

6

%

Pasivs /
beztroksna ieskats

Flowmon sniedz
precizu ieskatu
uzbrukuma
attélojuma,
izmantojot
algoritmus,
masinmacisanos,
un maksligo
intelektu.
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@

Zero-day
atklasana

Lietotaji laicigi uzzina
par draudiem,
pateicoties uzvedibas
modela analizei, kas var
atklat anomalijas jau
agrina stadija, novérsot
iespejamos
kiberdraudus.

Iss incidenta
reakcijas laiks

Incidenti tiek
atklati gandriz
reallaika,
nodrosinot
kontekstu, tostarp
informaciju par
incidenta
noversanu.




Flowmon
Packet
Investigator




Pielietojums

Ar tikla savienojumu saistitas problémas

Communication blocked by the firewall, destination
unreachable, TCP errors, etc.

Nepareiza darbiba vai nepareiza konfiguracija

of critical network services such as ARP, DNS, DHCP

Klienta/servera sifréesanas nesaderiba

SSL/TLS version, encryption algorithms, certificates, etc.

Lietojumprogrammu protokolu steka problémas

HTTP, SAMBA, FTP, IMAP, POP, etc.

Progress’ | Flowmon




Distributed Deployment

Flowmon Collector with FPI plugin

il
« Flowmon Packet Investigator pilniba 1
darbojas uz Flowmon sensoriem - probes. e eas
« Centralizeta konfigurésana un parvaldiba Recording () Recording
control ¥ control
no Flowmon kolektora.

« Meésvaram centralizéti iespéjot datu

savaksSanu péc parametriem no viena vai

;
3

1o E _2

Flowmon Probes

vairakiem sensoriem vienlaicigi.
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Pakesu ierakstisanas opcijas

4 N
Incidenta detektésana
Flowmon ADS

( )
Automatisks trigeris [ Manuals trigeris J [ leplanotais trigeris ] [ AugSupieladét PCAP ]

Automatizeta analize / ] . Flowmon Vadibas
notikuma atskaite J panelis / dashboard
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Rolling Capture Buffer

« Recent packets are stored in the memory buffer
» Buffering the first N (configurable) packets of each flow

* Rolling buffer with defined capacity (GB) and history (minutes)
. Integration with packet capture

» Capture task will also extract packets from the buffer
» Useful for triggered capture based on anomaly detection

# Flow cache (bidirectional flows) Packet buffer

1 UDP 10.0.0.1:1641 10.10.10.2:53 g g TR
STARTED

2 TCP 10.0.0.1:1753 10.10.10.10:80 M M M M M M M M .M_. ip 10.0.0.1

3 ICMP 10.2.0.4:0 192.168.2.2:769 g

4 TCP 10.0.0.3:1754 10.10.10.10:443 M M M M M
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Analizes modulis - 3 pamata funkcionalas iespejas
Intelligent Decision-Tree Analysis

IzmekleSanas funkcionalitate - Risvinééu ms sakotnéji
automatiski mekle anomalijas pakesu datos (pcap
failos) novirzes no biezak izmantoto tikla protokolu /
servisu norm"a.[izétas uzvedibas - tai skaita dazadu tikla @ SMTP: Connection detected (TCP@81.95.97.100:25-192.168.0.253:1357)
protokolu mijiedarbibu, kludu kodus un citas
neveiksmigas tikla darbibas.

@ SMTP: Server welcomed the client

@ SHMTP: Server is ready

lebuveta analizes ekspertize - tatad risinajums _ BT
izmanto iebuveto kludu kodu datu bazi un parveérs tos @ ety e
skaidri saprotama pazinojuma tikla administratoram

5 <4 2 @ SMTP: E ption successful
vai IT drosibniekam. =

@ SSL: Handshake detected

Talitejas Zinasanas - Rezultati tiek paraditi B Rate) alerk arrar
informacijas paneli, atbilstosi identificeéto problemu
skaitam un kritiskuma pakapei - ka ari iespéjamo
ieteikumu problémas noversanai, laujot tikla
administratoram vai kiberberdrosibas specialistam  ms ——
Qﬁkayéjotles koncentréties uz attiecigajam kludam un

rikoties.

List of currently supported protocols is the following: ARP, CoAP, DHCP, DNS, FTP,
GOOSE, HTTP, ICMP, IEC104, IMAP, IMF, IP, MMS, MQTT, NTP, POP, SIP, SLAAC, SMB, SMTP, SSL and TCP



Analizes modulls 3 pamata funkcmnalas iespejas

_m n _HN® T _ N A |
‘ *Ethernet - O b
File Edit View Go Capture Analyze Statistics Teleohonu  Wirelees  Tonle  Heln
Ha@® 0 a==F 4 . o g
4 =B S =5 Connection refused - SYN retransmission
|._I |A|:||:-I'f a display filter ... <Cul-/>
N - 5 Destinati The cannection can't be established because of: 1) misconfiguration - wrong IP address
N R ARRECE S IO i 153) or port (25), 2) service error - the server application has crashed or s
1 @.8868888 Beckhoff_3d:6%:13 Broadcast misconfigured, 3} firewall - the policy is blocking communication with the server service
2 8.880845 Beckhoff 27:df:fa Beckhoff 3d:t {may be on the client, the server, or the network device)
T+ 3 8.eee3ls  192.168.8.2 192.168.8.1 Description Detected 6x retransmission of SYN packets (connection refu DHEFAEK or DHCPNAK not seen
4 8.908457 192.168.8.1 192.168.8.2  protocol TP
5 1.8@81583 192.168.0.2 192.168.06.1 Saverity SR 'i-" This event represents a situation where the client is nu:li_ able to properly configure the IP
6 1.801760 197.163.8.1 192.165.8.3 - i address due to no response from the DHCP server. Verify the network connectivity
* r W x L Flow TCP@10.10.1 41470 153:25 between DHCP client and DHCP server. Verify that DHCP server is running and responding
7 2.882720 192.168.8.2 192.168.8.1 TCP flow errors Mo errors detected over tha network properly, & 9. by using a different client device. Examing DHCP server for
~ 3 2.882838 192.168.8.1 192.168.8.2 SITor messages
9 4.769598 Beckhoff_27:df:fa Beckhoff 3d:t Fametimeepoch — 24.03.202012:51:14 Description Client 00:21:5e:42:34:9¢ axpects DHCPACK or DHCPNAK response from
. 4.769837 Beckhoff 3d:69:13 Beckhoff 27:¢ Frame number 236 server alter DHCPREQUEST sent to DHCP server but na messages has
w 42.846334 192.168.8.1 192.168.8.25' [P varsion 4 been detected
< IP source 10.10.1.4 Protocol DHCP
> Frame 3: 98 bytes on wire (784 bits), 98 byte P destination 153 Slow session detected - retransmissions [ T—
» Ethernet IT, Src: Beckhoff 3d:69:13 (@8:p1:95 | PIO%© & o _ S
= TCP source port 1470 Retransmissions are caused by packet loss, which Is nothing unusual. In higher volume

» Internet Protocol Version 4, Src: 192.168.8.21

packet loss and subseqguent retransmissions may cause performance issues for an
application. Check netwark utilization and overall network performance metrics. Look for

Internet Control Message Protocol TCP destination port 23

TCP stream 9 patterns in those metrics. 1s the performance degradation global, network sergment or
e 81 85 27 df fa @@ 81 85 3d 69 13 88 @  oyents_count f host specific?
88 54 aa 57 88 8@ 48 61 4de fe cB ad B8 @
a3 91 83 0@ f b7 d6 @7 @8 88 S5c 9a 19 W Description TCP session can be slow because of retransmissions (8x).
b® a2 88 89 Ba @b Bc Bd @Ae &f 168 11 12 1 Protocol TCP
8 16 17 18 19 1a 1b Ic 1d 1le if 28 21 22 2 Severity waming &
PASE 26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 32 3 Flow TCP@ o0:a43- 22453427

TCP flow errars Mo arrors detected

() 7 wireshark_11CADB59-9F97-492C-B509-COTCCOS50E06

Frame time epoch 24.03.2020 12:51:18

List of currently supported protocols is the ivuowinig. A, comi, L, ivoy 1 1,
GOOSE, HTTP, ICMP, IEC104, IMAP, IMF, IP, MMS, MQTT, NTP, POP, SIP, SLAAC, SMB, SMTP, SSL and TCP
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Izméginajuma versija

Izmeéginajums -
JUs iegusiet pilnu tikla redzamibu ar papildus konfigurétiem moduliem — kiberdraudu noteiksana, tikla
darbibas analizé un aplikaciju uzraudziba.

lzmeéginajuma laika varésiet novertét savas tikla infrastrukturas darbibu un novérs kludas tikla darbiba, ja
tadas tiks identificétas.

Gusiet ieskatu par tikla noslodzes raditajiem, lietotaja parametriem izmantojot publisko internetu un
iespéju uzlabot tikla un aplikaciju darbibu.

legusiet papildus aizsardzibu no kiberuzbrukumiem un iekSejiem apdraudejumiem ar kiberdraudu
anomaliju identificéSanas modula palidzibu.

3 Progress’ | Flowmon




Atbilstiba NIS2 Direktivai, Integrejot Progress Flowmon NDR Risinajumu. 21., 22., 23., 24., 25., 26. pants

3 Progress Flowmon® v

Map View Status NetOps

Dashboards

Reports

LoadMaster SecOps

Topologies

DNS ETA/TLS

MySQL DB

S Last24hours(ge.. v Q £ Top 10 hosts by threat...  Last 24 hours (generic timespan) v Q £t
Threat ... IP address Events as... Events a...
@63 .. N 192.168.1.50 a 9 1
34 .. == ([© Copy to clipboard a 0 4
@15 . w1 (2 OpeninAnalysis and 1 3
add to filter
@13 . =1 S el 0 4
P s 13 .. B 1 0 2
Critical prlorlty [Z Related events
events: 2 2 = Anomaly Detection System 0 1
T — @2 ;1 2 Aggregated events 0 1
Show details 2 o, — 0 1
@2 Ch 192.168.1.8 « 0 1
2 Ch 192.168.1.7 « 0 1

2024-09-16 02:22 - 2024-09-17 02:22

2
2

4

Top 10 event types by priority and count

Event type
©® © svreanomaly -
- M A i
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Name

SMTP anomaly

[ SR SRS ST IS

024-09-16 02:22 - 2024-09-17 02:22

Last 24 hours (generic time span) Vv

Q@

Number of events

24

Inet Traffic

@ Q 0 demo e

Office 365 QoS Social Networks Last 24 hours v @

Analysis summary Last 24 hours (generic time span) v Q £

Flows/s Average of flows/s is comparable with preceding interval 2 flows/s

Events B3t 192.168.1.50 ~ has the highest number of detected events 10

Threat Score Bl 192.168.1.50 ~ has the highest Threat Score 63 - See the list of hosts sorted by Threat Score
2024-09-16 02:22 - 2024-09-17 02:22 i
Flow Overview Last 24 hours (generictime span) v Q £t

I
\_Jm | oy . Zis s L ! - —

2024-09-16 02:22 - 2024-09-17 02:22 N
Events overview by type Last 24 hours (generictime span) v Q £
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Aplikaciju uzraudziba (APM)

Flowmon Application Performance Monitoring (APM) ir bezagentu sistema, kas méra lietotaju pieredzi
un zino par biznesam svarigu lietojumprogrammu veiktspeju. APM nodroSina datus par lietojumu, jaudu,
klGdu [Tmeni un SLA, lai paatrinatu problému novérsanu un optimizétu lietojumprogrammu pieredzi.

Summary of application KPls Last 24 hours (generic timespan) + Q, & | SLA fulfilment Last 24 hours (generic timespan) v+ O, &
WebShop MySQL_DB
- 65 000? @ SLA Exceeded 3x or more (per minute) @ SLA Exceeded 2-3x (per minute)
o e | SLA Exceeded 1-2x (per minute) @ SLA Met (per minute)
0% 70% 80% 90% 100% :
] g
=
Poor Excellent I=
=
8
c
AVG response time Median of response time %
]
L]
10s, 614 ms 17 s,725ms &
',_
95% response time 99% response time
32s,733 ms 32s,733ms
2022-07-28 15:30 - 2022-07-29 15:30 2022-07-28 17:51 - 2022-07-29 17:51

S
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Atbilstiba NIS2 Direktivai, Integrejot Progress Flowmon NDR Risinajumu. 21., 22., 23., 24., 25., 26. pants

NIS2 Direktivas pants

21. pants:
Kiberdrosibas riska parvaldibas
pasakumi

23. pants:
Incidentu zinosana

24. pants:
Kiberinformacijas apmaina

20. pants:
Piegades kédes drosiba

25. pants:
Kiberdrosibas politikas un
parvaldiba

26. pants:
Biznesa nepartrauktiba un krizu
vadiba

22. pants:
Tikla un informacijas sistéemu
drosiba

3 Progress’

Flowmon

Prasiba

leviest tehniskus un organizatoriskus pasakumus riska parvaldibai, tostarp:
e Incidentu apstradi
e Biznesa nepartrauktibu un krizu vadibu

¢ DroSibas notikumu uzraudzibu, auditu un registrésanu

Zinot iestadém par nozimigiem incidentiem 24 stundu laika un sniegt detalizétu
informaciju.

Daltties ar informaciju par kiberdrosibas draudiem un incidentiem ar attiecigajiem
dalibniekiem, lai uzlabotu drosibu nozaré.

Parvaldit drosibas riskus piegades kédg, Tpasi attieciba uz treSo pusu pakalpojumiem vai
tehnologijam.

leviest kiberdroSibas parvaldibas pasakumus, tostarp riska novértéjumus un politikas
atjauninajumus.

Nodrosinat batisku pakalpojumu nepartrauktibu un aizsargat tiklu krizes vai incidenta
laika.

leviest drosibas pasakumus, lai aizsargatu tikla un informacijas sistémas no
kiberdraudiem.

Ka Progress Flowmon NDR nodrosina atbilstibu
e Incidentu atklasana un apstrade: Reallaika tikla trafika uzraudziba anomaliju noteiksanai.

¢ Uzlabota draudu atklasana: Identificé sarezgitus uzbrukumus, izmantojot masinmacisanos un
draudu izlikosanu.

e Audits un registrésana: NodrosSina detalizétus trafika Zurnalus audita un atbilstibas noltdkiem.

e Agrina atklasana un zinoSana: Reallaika incidentu atklasana Jauj savlaicigi zinot par incidentiem.

e Visaptverosa zinoSana: NodroSina detalizétus datus par tikla anomalijam un incidentu informaciju,
kas atvieglo zinoSanas prasibu izpildi.

e Integracija ar draudu izlikoSanu: Integréjas ar draudu izlikoSanas plismam, lai sanemtu jaunako
informaciju par draudiem.

e Detalizéta trafika analize: Nodrosina ieskatus, kurus var dalit ar CSIRT vai citam attiecigam
iestadem.

e Piegades kédes draudu uzraudziba: Uzrauga treso pusu tikla trafiku un atklaj aizdomigas
aktivitates.

e Draudu virziba: Identificé draudu dzives ciklu t1kl, lai samazinatu riskus piegades kédé.

e Politikas ievieSana: Flowmon integréjas ar parvaldibas stratégijam, nodrosinot nepartrauktu riska
novértésanu.

e Pastaviga novértésana: Uzrauga tikla uzvedibu, lai nodrosinatu drosibas politikas nepartrauktu
noveértésanu.

¢ Krizes vadiba: Nodrosina reallaika draudu atklasanu un seku mazinasanu, lai atbalstitu biznesa
nepartrauktibu.

e Incidentu izmeklésana: Piedava detalizétu ieskatu, kas atvieglo incidentu analizi un krizu vadibas
uzlaboSanu.

e Visaptverosa tikla drosiba: Atklaj Jaunprogrammatiru un aizdomigu tikla uzvedibu, nodrosinot
atbilstibu drosibas prasibam.

e Nultas dienas (Zero-day) dienas draudu atklasana: Nodrosina aizsardzibu pret uzlabotajiem
pastavigajiem draudiem (APT) un Zero-day uzbrukumiem.



CASE STUDY | LVM

LVM kiberdrosibas incidents:

ko mes varetu redzet,
pirms klust par incidentu?

2026. gada 22. junija LVM konstatéja kiberdroSibas incidentu IT
infrastruktdra.

GALVENAIS JAUTAJUMS
Vai més redzam pasu uzbrukumu — vai tikai ta

sekas?

FLOWMON | NETWORK VISIBILITY & DETECTION
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01 | THE ATTACK

No viena kompromiteta endpointa lidz infrastrukturai

USER PC SERVER FILE SERVER AD/DC

Initial Access Discovery Lateral Movement Data / Privilege

Uzbrucéjam nav japaliek pie pirma datora. VinS meklé citus hostus, servisus, kontus un vértigus
datus.

FLOWMON | NETWORK VISIBILITY & DETECTION 02



02 | THE BLIND SPOT

Ko redz tradicionala drosibas infrastruktura?

4 N O

EDR/ AV SIEM
Internet € Internal Endpoint activity Logs & events
Mazak redzams Ne vienmeér redz Atkarigs no ta,
East-West traffic pilnu tikla kontekstu kas tiek savakts

S AN

Kas redz to, kas notiek starp iericem tikla iekSiené?

FLOWMON | NETWORK VISIBILITY & DETECTION



03 | FLOWMON

Ko tikls pats pasaka par uzbrukumu?

SRV-01 FILE-02
PC-042
SRV-07 DC-01

Source Destination Port / Protocol Volume Frequency Timing

Ja ierices uzvediba mainas, Flowmon ADS var to salidzinat ar tas normalo uzvedibu un generét
notikumu.

FLOWMON | NETWORK VISIBILITY & DETECTION
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04 | ADS

Ka tas varetu izskatities LVM scenarij

Workstation darbojas normali

Neparasta komunikacija ar iekSéjiem hostiem

Vairaki jauni East-West savienojumi

Reconnaissance / neparasts uzvedibas modelis

W o= = e

FLOWMON | NETWORK VISIBILITY & DETECTION
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05 | THE VALUE

Ko Flowmon potenciali dotu LVM scenar

01

IERAUDZIT

neparastu East-West
komunikaciju

N

~

%

~

02

ATKLAT

novirzi no ierastas
ierices uzvedibas

S

~

%

~

03

KORELET

vairakas aizdomigas
aktivitates

N

~

%

EX

~

04

PARADIT

host > host > when >
volume

S

~

%

Visibility before impact

05

KONTEKSTS

incidenta
izmekléSanai

Jair pieejami nepiecieSamie network flow dati, ADS var identificét uzvedibas novirzes un sniegt kontekstu pirms incidenta sekas

FLOWMON | NETWORK VISIBILITY & DETECTION

klist acimredzamas.
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06 | NOW MEET FLOWMON

So what exactly is Flowmon?

Flowmon

Network Visibility
+

Network Detection & Response

FLOWMON | NETWORK VISIBILITY & DETECTION

ENDPOINT

FIREWALL

SIEM/SOC

FLOWMON

Network-centric visibility layer
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Powerful detection
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I R Ty Security Analyst
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¥ RO artack o 708

RO

Built in experience

» Progress'Flowmon’

Password rejected

Client was not able to authenticate to FTP server.
FTP session cannot be established. Verify login
credentials used by FTP client. This event can
also indicate an unauthorized attempt to access
FTP server.

////

- Taarmivises
D e 17

Smart prioritisation Automating analytics
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Events N 19216801 1.) has highest number of detected events 38
S
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Flowmon leguvumi

Automatizeta analitika
Autonoma darbibas problému pamatcélona izmeklésana, ietaupot stundas vai dienas.

&

Ekspertize

s lebuvetas ekspertu zinasanas par klidu kodiem, to apstakliem un ieteikumiem to
novérsanai.

Samazina nepieejamibas

Atklajiet anomaliju, izmekl€jiet galveno céloni un automatiski, dazu sekunzu laika,
sanemiet ieteikumu par to, ka rnkoties, lai noverstu incidentu.

Samazina # dazadu riku izmantosanu

Pieejamiba uzraudziba, problému novérsana, atbilstiba un kiberdrosiba — ar Flowmon —
centralizéti - izmantojot vienu risinajumu, neparslédzoties starp lietotaja interfeisiem.

53] | B4

Padzilinati pieradijumi - tad kad tas ir nepiecieSams
Samaziniet troksni, ierakstot tikai to, kas ir butiski, un saglabajiet to analizei un auditam
péc incidentu apstradei

3 Progress’ | Flowmon ALSO®
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