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E-pasta draudu attistiba

Evolucija

Liela apjoma

uzbrukumi IP reputacija
Antiviruss
Spam
) SPF / DKIM / DMARC
Virusi

- _ Heiristiska (Heuristic)
Inficetas timekla

Maksligais intelekts
un izvairisanas
MI generéti e-pasti
QR kodu uzbrukumi
HTML Smuggling

Lietotaju identitates viltoSana

Komunikacijas
attiecibu modeléSana

OCR

Lielie valodu modeli
(LLM)

vietnes analize Business Email Compromise
" Agrinie 2000. gadi 2010-2020 Misdiends
Maldinasanas _
tehnikas un URL analize
izspiedéjvirusi Dinamiska failu analize

PikSkeréSana
Lietotaju identitates
viltoSana

Business Email
Compromise
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Dabigas valodas apstrade (NLP)

Signalu korelacija
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r Cisco Secure Email Threat Defense

Vienota makonplatforma e-pasta droSibai

mantojot maksligo intelektu.

N é

\ Vienkarsota

~

Y.

Visu ienakoSo un izejosSo e- Integracija ar Cisco XDR, Secure

pasta plusmu uzraudziba viena
konsole.
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lespé€ja izveléties
organizacijai piemérotako
ievieSanas modeli.
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Proaktiva
apdraudejumu
mekléSana

MI, masSinmaciSanas
un dabigas valodas
apstrade palidz
identificét sarezgitus
uzbrukumus.

Automatizacija

Integracija XDR
procesos paatrina
reakciju uz
incidentiem.

M| nodrosinata uzlabota draudu aizsardziba

MELY:
parskatamiba

Cisco Talos draudu
izlukoSana nodrosSina
globalu redzamibu.

EsoSo drosibas
risinajumu
papildinasana

Papildina Microsoft 365,
Google Workspace un
tradicionalos e-pasta
droSibas risinajumus.

Konteksts un efektivitate, kas dod jusu uznemumam parliecibu rikoties atri.

Al viens pats par sevi nav risinajums -

analizes kombinacija.

reputacijas datu un cilveku
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Visaptverosa draudu noteikSanas arhitektura

Infrastruktura

— Third-party tools

@3’3 Intelligence

< >

Integracijas &

Open APIs O
!I SIEM/SOAR
@)

e N\ ) 010110

110010  Others
001011

Feedback Loops

g2 B8 O Iy 4 Wiy O

Labeled

Network Endpoint Email Cloud Apps Data
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VisaptveroSa e-pasta aizsardziba

Cisco Secure Email Threat Defense nodrosina daudzslanu aizsardzibu pret musdienu e-pasta

draudiem. /(ﬂ\\\
1]/
Sender N %~ Content
. O .
reputation | @ URL reputation % scanning
File reputation Spam
and analysis protection
% """""""""""""""""""""" Email Threat '\ e
Defense
sjgs O
Hel: \ =~ \ [
Malicious QR code Phishing / BEC Internal Threats Account Takeover
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Cisco Email Threat Defense

[ Secure Email ] N ( Cloud Integrated )
Gateway Email Security
[ Vienota administréSanas vide] [ MI balstita aizsardziba ] [ VienkarSa parvaldiba ]

Cisco Secure Email Threat Defense apvieno tradicionalas e-pasta droSibas funkcijas un
\ modernas makontehnologijas vienota platforma. /

]
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Email Threat Defense

E-pasta droSibas modernizacija vienuviet

.
ﬁ Architecture
Arhitektura
Y,
Scalable Cloud
Infrasturcture:

Makoni balstita SaaS platforma
Privatuma un datu aizsardzibas
princips (Privacy First)

Datu rezidences prasibu atbalsts
Vienkarsa ievieSana un parvaldiba

\_
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‘ fal l Enrichment
Draudu bagatinasana
— Y,
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Detecting Digital
Footprints of
Attacks:

Dabigas valodas apstrade
(NLP)Cisco Talos draudu
izlukoSanaLietotaju komunikacijas
analize (User Graph)URL un
launprogrammaturas analize

N

N

v

<
<
¢
2N Enablement
DrosSibas iespéju paplasinasana
— J
Searchable
Intelligence:

Reallaika indeksésanaPolitiku
piemérosanaAPI piek|uve un
forensiska analizelntegracija ar XDR

un citam drosSibas platformam
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Vienkarsa un elastiga ieviesana

A%

/Journal or Connector\

« Atraievie$ana

 Nav jamaina e-pasta plusma

» Darbojas ar Microsoft 365 un
Cisco Email Security Appliance

» Darbibas tiek veiktas caur API

* VienkarSa sakotnéja
konfiguracija

& v
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marsruteéSanas izmaina.

War
Wwar
wyr

/ Inline \

» Pilniga ienakosa un izejosa e-
pasta kontrole

« Draudu blokéSana pirms e-
pasta piegades lietotajam

« Savienojumu limena kontrole

« Elastiga marSrutéSana péc
domeniem

« Savietojams ar jebkuru SMTP
pakalpojumu

Prasiba: nepiecieSama e-pasta

v
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Aizsardziba pret visu moderno e-pasta draudu spektru

Cisco Secure Email Threat Defense izmanto daudzslanu analizi, lai atklatu gan zinamus, gan iepriek$ neredzétus e-pasta draudus.

Reseaérch & Analysis ——

: Implementation
§ Public Feeds

0-Day

Reputation & Rules

\ 4

Malware Analytics Sender IP Reputation Public Threat Feeds / VirusTotal
Cloud URL Analysis Domain Reputation STIX/TAXII Subscriptions
Algorithm Matching Web Reputation, Category

File Reputation

j Sender Authentication (DMARC, SPF)
Y Anti-Spam & Graymail
Dabiska izpratne un masinmacisanas Anti-Virus
- e/
Y

URL reputacija
riedumu pakalpojums (TUVS)
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skatamies uz 2026. gada tendencém, svarigakie |avai kiberdroSibas prezentacijai es ieteiktu ne tikai

i uzskaitit draudus, bet sagrupet tos 4 lielas kategorija:

. & Al generéts phishing kas audito_rijaivir vieglak uztveramas:

« %y Al balss (vishing) kopa ar e-pastu 1. Sociala inzenierija

- @ Business Email Compromise (BEC) 1. Phishing

« # QR phishing (Quishing) 2. Spealr Phishing

« & OAuth Consent phishing (viltotas 3. Whaling
Microsoft/Google aplikaciju piekluves) 4.BEC

- @ Cloud phishing (Microsoft 365, Google 5. Al phishing
Workspace) 2. Identltatgs viltoSana

- X Thread hijacking 1. Spoofing |

- B SVG un HTML pielikumi 2. Display Name Spoofing

. @ Password-protected ZIP/RAR/7z pielikumi 3. Thread Hijacking

« & MFA fatigue un MFA bypass uzbrukumi 3. Tehniskie uzbrukumi

« /AP Session cookie theft (Adversary-in-the-Middle) 1. Malware pielikumi

« @ Deepfake vaditaju uzbrukumi (CEO Fraud 2.0) 2. Kaitigas saites

3. QR phishing

4. OAuth phishing
4. Konta parnemsana
1. Account Takeover
2. Session hijacking
3. MFA bypass il
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Daudzslanu draudu noteikSana, izmantojot

masmmamsanos

Dash-
4 . Phishing
Nesen ' detektors
registréts \
gotoins Identitates
viltoSana

-

’
L}

Identitates un
attiecibu
parbaude

Dzila satura un konteksta
%, analize, izmantojot ML un NLP

N

Saisu
~  maskésana

komunikacija

Steidzamibas
un darbibas
pieprasijumi

Aréjas
E departamenta
Viltota viltoganas detektors Zimola
atbilde (Fake ' imitacija
Reply) ' .’
E-pasta
--- adreses i
Alguizmainu - viltosana Kriptovaltas
krapganas makszjuma
detektors ‘ B pieprasijumi
o ' S BEC Zero- :
: 2 3 Trust detektors ; Péksna steidzamibas
Neparasta . p? Wbura speciisld ; pieprasijuma
viltosana : Ne-BEC mérkétas ! o deteidors
,' krap$anas saites (URL) . . ’
' shémas
Satitaja
neatbilstibas g = Atvértu
detektors o e . aradresacijas
kompromitacijas ; e )
detektors ' (redirect) detektors
Neparasta
viltosana
LO) - 2
O®O Komunikacijas un attiecibu Atklaj gan zinamus, gan @ gggsmh?;:::r:zutz;ec?g;
@+@ uzvedibas izpéte ieprieks neredzétus draudus 2R 9 "
uzbrukumu tehnikam

il

Cisco Confidential



Modern Threats

Al atbalstita e-pasta draudu noteikSana

Tradicionalas e-
pasta drosibas
metodes

Al vadita draudu
noteikSana

© 2025 Cisco and/or its affiliates. All rights reserved.

Reputation and Authentication

Content / IOC Analysis

High
Volume

Low
Cost

Low
Impact

T

Sandboxing (File, URL)

Text / NLP ML Models (Intent)

Image Analysis Neural Nets / OCR

—

Generative Al

Low
Volume

High
Cost

High
Impact
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Moderni draudi

Datu analitika un signalu analize
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Moderni draudi

Datu analitika un signalu analize

0000 " o
= 0000 > G >

0000 i DI

Signali Masinmacisanas klasifikators Lémums

e

Galigais drosSibas spriedums tiek pienemts,

apvienojot visu neatkarigo signalu rezultatus.

N

%
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Moderni draudi

Datu analitika un signalu analize

Saturs & Konteksts

Content-based analizé
konkreto e-pasta zinojumu
Context-based analize
attiecibas starp iesaistitajam
J

]
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Moderni draudi

Zimola imitacija (Brand Impersonation)

Sutitaja varda neatbilstiba

Sanémeéjam neraksturigs
sutitaja domeéns

Charles Schwab Activation

Sveiciens, izmantojot Hello | cisco.com,

tikai “etOtajvardu Congratulations! Your Charles Schwab account has been
successfully set up and verified. The verification process used
your SSN. Tiek imitets

Charles Schwab zimols

We have processed a merchant fee of $688.00 from your
account. This charge will appear on your bank statement
within the next 48 hours.

If you did not initiate this account creation or if you have any

concerns, please contact us immediately for assistance.

. . .v - Schy Temats saistits ar
REMEISE [PIEEREUTE ‘ 1 0021 SEVREIS finansu jautajumiem

Ja Saja e-pasta nebltu neviena launpratiga pielikuma un nevienas kaitigas saites, vai tradicionals e-pasta filtrs to noteikti blokeétu?

ol I 1l I b
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Moderni draudi

Zimola imitacija (Brand Impersonation)

Sutitaja varda neatbilstiba

Date: Fri, 5 Sep 2025 16:18:03 +0000

Sanémeéjam neraksturiga

sutitaja adrese

Payment Received Notification

Sveiciens, izmantojot
tikai lietotajvardu
e, Aicinajums veikt darbibu

Security Notice: We never include sensitive financial information in

emails 10 protect your ac

- - e View Payment in Portal
Sanémeéjam unikala

(personalizéta) saite

Temats saistits ar

finanSu jautajumiem

ol I 1l I b
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Moderni draudi

levilinasanas / pievilinasanas tehnika
Aicinajums rikoties Vienreizlietojama e-pasta adrese Lietotaja identitates imitacija Rets sutitajs konkrétajam sanémeéjam

Datums: Pirmd., 19. maijs 2026 14:32:47 +0300
No: Janis Kalnin$ <janis.kalninsO01@latbiznespartneri.lv>

Kam: ealvarezl @uznemums.lv
Temats: [ARE]JS]

Iedod man mobilo talruna numuru, uz kuru varu ar tevi sazinaties, rakstot SMS. Kads ir tavs talruna numurs.

ol I 1l I b
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Draudu tehnikas

Uzvedibas analize

Ka uzvedibas analize uzlabo detekcijas
efektivitati

Verdict and Techniques

Phishing

These messages have been convicted of fraudulently copying or mimicking legitimate services in an attempt to acquire sensitive information such as user names, passwords, credit card numbers, and more.

Email content has a bad reputation ¥ Message segment ‘Please access the Adobe file HE... ' requests user to click a link

f: Message segment ‘Please access the Adobe file HE... ' requests user to click a link n ! Message segment 'Let me know if you have any que... ' contains a request for contact

Potential impersonation because sender display name Akram Shraiteh does not match the address pblsve@hotmail.com Subject text is related to communications (fax, voicemail, scanner, and so on)

Shortened URL detected: https://t.ly/16Wuq \)

Adaptivs |zskaidrojams Ricibspejigs

Atpazist nepartraukti mainigas Parada, kadi indikatori Sniedz konkrétus riska
uzbrukumu tehnikas. izraisija drauda iemeslus, lai droSibas
noteikSanu. komanda vareétu atri pienemt
lemumu.

]
© 2025 Cisco and/or its affiliates. All rights reserved. Cilsco

Cisco Confidential



Modernie draudi

Datu markésana un pielagosSanas videi

’ = Filters

Datu parkategorizéSana sniedz

realus darba vides datus B ——
: a Messages selected | Reclassify Request action

kas atspogulo katra klienta

BEC
unikalo darbibas un draudu Verdict Action | scam I —_—
kO nte kStu Spam Deliver to Ehishing

Malicious
Scam Deliver to | Spam

Graymail
Scam Deliver to
Neutral

Datu zinatne identificé lidzigus
zinojumus, lai nodrosSinatu atru
reakciju uz jauniem draudiem
un mainigam uzbrukumu
tehnikam

Scam Deliver to | Keep verdict

Phishing Move to Quarantine

Malicious Deliver to Admin Quarantine

afa]n,
© 2026 Cisco and/or its affiliates. All rights reserved. CcISCO
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Augsta riska personu saraksts

Svarigakie organizacijas darbinieki, pieméram, valdes locekli un vadibas komandas parstaviji, biezi
klust par identitates viltosanas mérkiem, lai apdraudéetu citus organizacijas darbiniekus.

High Impact Personnel IETE=EEN

Early Field Trial: High Impact personnel are at risk of being impersonated ir

{1 personnel) - Correct personnel information helps protect against user impersos

Pievienojot papildu informaciju un atributus par Sim personam, analizes dzinejs spej precizak
atpazit identitates viltoSanas méginajumus.

Message ID: <20230131124719 200890 2@mall sir ioc>

Add New Personnel

Verdict Details

© 2025 Cisco and/or its affiliates. All rights reserved. ciIsco
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Augstakie drosibas standarti e-pasta aizsardziba

Cisco Secure Email Threat Defense FedRAMP Moderate
sertifikacija nodrosina
Drosibas noturibu (Security Resilience)

Nepartraukta droSibas uzraudziba un kontroles mehanismi nodroSina, ka risinajums

spéj efektivi aizsargat pret pastavigi mainigiem un arvien sarezgitakiem e-pasta
draudiem.

BlZticamibu un atbilstibu (Trust & Adoption)

Valsts iestades un regulétas nozares biezi pieprasa FEdRAMP sertificétus
iIsinajumus. Sertifikacija apliecina augstu droSibas limeni un atbilstibu stingram

-asibam.

#Parvaldibu un atbilstibu normativajam prasibam (Risk Management &
mpliance)
matizeta uzraudziba, regulari droSibas auditi un incidentu parvaldiba palidz

drosinat atbilstibu un padara risinajumu par dalu no organizacijas droSibas
itekturas.

jligteérmina droSibas nodrosinasanu (Long-Term Assurance)

FedRAMP nav vienreizé€ja sertifikacija - ta paredz nepartrauktu droSibas kontroli un
regularas parbaudes, kas nodroSina aizsardzibu ari pret jaunakajiem
apdraudéejumiem.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Vienkarsa un parskatama atskaisu veidosana

Galvenie droSibas raditaji
ir viegli pieejami un
sniedz skaidru parskatu
par e-pasta droSibas
efektivitati. Tas lauj
vienkarsSi demonstret
aizsardzibas rezultatus
vadibai, IT komandai un
citam iesaistitajam
pusem.




‘:mTl‘ ) "}-I; e

Padzilinata integracija ar Cisco XDR

Cisco Secure Email Threat Defense ir ciesi integrets ar Cisco XDR platformu, laujot drosibas
analitikiem atri pariet no e-pasta incidenta uz pilnu izmeklesanu un nepiecieSamibas gadijuma
nekavejoties veikt aizsardzibas darbibas.

No Cisco XDR iespejams analizét un veikt darbibas pec Sadiem indikatoriem

- Email Message D i
* Email Address
*  Email Subject
- File Name

- Sender IP

- SHA 256

- URL

ol I 1l I b
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Simplify with Cisco XDR
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Fresy

Built on the Cisco security platform

Open and Clear Automation and Streamlined
extensible prioritization response guidance investigations

- J

SecOps CISO Incident
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The importance of a strong XDR strategy
Most attacks use a sequence like this...

( \ O % /
B V5> S -
VA

B S\, 001
Which leads to a That process will 110010
ored and Which goes to strange process connect to another 001011

ed email a questionable web being created locally machine or directly

site... on the user’s to their data

device...

You need a solution that sees deeply across the entire attack chain

= Cisco XDR

o—
N

AN

cﬁﬁ Built on the Cisco Security Cloud platform

alfbal ]l
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Cisco Confidential



Kapec Cisco - ja runajam par e-pasta aizsardzibu?
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Cisco ilgtermina pieeja e-pasta drosibai
Daudzslanu analize un korelacija — jau sen pirms Al eras

Cisco jau vairak neka 20 gadus izmanto masSinmacisanos, uzvedibas analizi un daudzus neatkarigus detektorus,

lai korelétu dazadus signalus un atklatu e-pasta draudus.
LLM ir jaunakais papildinajums Sai jau esoSajai detekcijas arhitekturai.

2000.-2007. 2013.-2018. 2019.-2022. 2023+
IronPort aizsardzibas pamati O Masinmacisanas éra Cisco Secure Email LLM un nakamais
@ « Sititaja reputacija « ML algoritmi un anomaliju Threat Defense evollcijas solis
« IP un doménu reputacija noteikSana + ~90 specializéti Al/ML detektori « LLM konteksta un nolika izpratnei
* Uzvedibas modeléSana + Uzvedibas un attiecibu analize + BEC un sarezgitu uzbrukumu

» URL reputacija
« Konteksta analize (CASE) * Telemetrijas korelacija starp « Daudzslanu korelacija
daZadiem avotiem

uzlabo$ana

- Integracija ar Cisco XDR + Papildinajums - nevis aizstajéjs

-@- -O- O @ >
Ka tas darbojas Sodien Galvena ideja
_C) > Cisco nepalaujas uz vienu indikatoru vai vienu
2 i Al modeli. Ta vieta més kombinéjam desmitiem
Reputacijas dati Attiecibu un uzvedibas ML modeli LLM konteksta Precizs riska neatkar ’—g u Signé/ u, lai atklatu gan Zinémus,
(CiSCO Talos) analize (“'90 detektori) izpratne noveértéjums gan ieprieké neredzétus UZerkumUS.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Mix & Match Tiers of User and Breach Protection Suites

Cisco Telemetry Broker

o Essentials Advantage
'S Everything in Essentials Plus
n
c
-% « Secure Access Essentials * Secure Access Advantage
% (Secure Internet + Secure Private Access) (Secure Internet + Secure Private Access)
o « Duo Advantage * ISE Premier
§ « Email Threat Defense  Secure Endpoint Advantage
2 Essentials Advantage Premier
(?) Everything in Essentials Plus Everything in Advantage Plus
S
*8 » Cisco XDR Essentials » Cisco XDR Advantage » Cisco XDR Premier (Managed XDR)
g » Secure Endpoint Advantage » Secure Endpoint Premier  Cisco Talos Incident Response
5 » Email Threat Defense « Secure Network Analytics « Cisco Technical Security
o Assessments
N

]
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