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Agenda

• New in OfficeScan 10.5
» More Active Directory support
» New automated client grouping option
» Multi-tier Client Trees
» WRS integrated with Smart Scan servers
» Expanded compliance-assessment reporting
» Role options for Update Agents
» Application filtering for firewall
» Exception lists for device control
» Highly granular admin-user access settings
» Performance & other incremental enhancements

• OfficeScan plug-ins
» IDF - Intrusion Defense Firewall
» TMAgent Manager
» Trend Micro Mobile Security
» Trend Micro Security (for Mac)
» Trend Micro Virtual Desktop Support
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New features and 
enhancements in 
OfficeScan 10.5
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More Active Directory support

• Expanded Active Directory support for multiple 
forests and trusted domains

• Version 10.0 allows to specify only Active 
Directory domain where OfficeScan server 
belongs.

• In OfficeScan 10.5 it is possible to define 
multiple Active Directory domains
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Administration > Active Directory > Active Director y 
Integration
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New automated client grouping option

• Different than legacy NetBIOS, AD & DNS options
• Rules based on:

– Active Directory scope
– IP address range

• Rules can be prioritized, activated & deactivated
• Can schedule domain re-sort/re-creation
• If used:

– Cannot manually add groups on the Client Management 
Page

– Cannot move clients with drag and drop
– Can still delete groups
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Networked Computers > Client Grouping
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Networked Computers > Client Grouping > Automatic 
Client Grouping > Add > Active Directory/ IP Addres s
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Multi-tier Client Trees

• In OfficeScan 10.0 and earlier versions 
domains/ groups could be added only under 
root domain

• OfficeScan 10.5 allows to create multi-level 
domain/ group trees
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Networked Computers > Client Management > select 
domain > Manage Client Tree > Add Domain
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Web Reputation Service integrated 
with Smart Scan servers

• OfficeScan 10.0 introduced Smart Scan server
– In-the-cloud pattern-file query
– Integrated and standalone Smart Scan servers in 

your network

• Web Reputation Service requests web pages 
score from Trend Micro global server in 10.0 
and earlier version

• OfficeScan 10.5 integrated Web Reputation 
Service with Smart Scan server- file and web 
reputation services both can now be in your 
network
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Smart Protection > Smart Protection Sources > 
Internal Clients > click on standard list > Launch 
console
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Expanded compliance-assessment 
reporting

• OfficeScan 10.5 allows to make „clients 
installed or nor installed“ compliance reports 
based on Active Directory and also IP 
addresses

• Expanded Compliance Reporting ensures that 
computers which are part of the OfficeScan 
client tree:
– have correct services
– have latest components
– have consistent settings
– successfully perform scanning
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Security Compliance > Compliance Assessment > 
Compliance Report > choose domain from Client Tree 
Scope and press Assess



www.stallion.ee

Role options for Update Agents

• Update agents:
– Offload the update process from OfficeScan
– Decrease LAN and WAN backbone traffic

• Update agent hierarchy
– OfficeScan server distributes to update agents
– Update agents distribute to clients

• In OfficeScan 10.5 it is possible to choose
what update agents distribute
– Component updates
– Domain settings
– Client programs and hot fixes
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Networked Computers > Client Management > choose 
computer > Settings > Update Agent Settings
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Application filtering for firewall

• Added feature to the client firewall that allows 
to block or allow network traffic based on the 
application



www.stallion.ee

Networked Computers > Firewall > Policies > Add > u nder 
Exception section press Add > Application: section
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Exception lists for device control

• Two types of exceptions:
– Approved Application List

• Applications in this list are exempt from Device Control
policies and have full access to external storage devices and 
network resources

– Executable Program List
• Applications in this list can be run from external storage

devices, but do not have access to external devices.
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Networked Computers > Client Management > choose 
domain/ group or computer > Settings > Device 
Control Settings > Exceptions section
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Highly granular admin-user
access settings

• Delegate tasks to child domains to restrict 
administrative users to specific tasks without 
interfering with parent domains

• Limit the presentation of the management 
console

• Define roles that allow administrative users to 
focus only on their specific responsibilities

• Assign “view only” access to pages without 
granting an administrator the ability to modify 
the associated configuration parameters
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Administration > User Roles > Add
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Performance & other incremental 
enhancements

• For example:
– More granular Web reputation settings which now 

allow to configure web reputation policies and 
assign them to one, several, or all OfficeScan 
clients

– Added controls for scan settings for clients with the 
privilege to configure scan exclusions
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OfficeScan plug-in 
architecture
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Open OfficeScan management 
console > Plug-in Manager
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IDF - Intrusion Defense Firewall

• IDF is a host intrusion defense system that 
plugs in to existing OfficeScan solution

• It supplements OfficeScan clients with
advanced firewall, virtual patching features and 
provides deep packet inspection, along with 
advanced application vulnerability protection

• IDF allows to create and manage 
comprehensive intrusion defense security 
policies, track threats, and log actions taken in 
response to these threats
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IDF - management console



www.stallion.ee

IDF - firewall

• Sophisticated, bi-directional stateful firewall, provides complete 
support for all network protocols. Firewall Rules are fully 
configurable to allow or deny traffic on a per-interface basis, and 
restrict communication to allowed IP or MAC addresses. 
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IDF - virtual patching

• Virtual patching is a host-based security 
capability that shields applications from 
vulnerabilities until permanent corrections from 
procedures such as patch management and 
software maintenance can be applied.

• Virtual patching operates on network streams, 
inspecting inbound traffic and shielding 
applications from exploits, even though the 
vulnerability has not been permanently 
patched
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IDF - virtual patching

• Smart - one or more known and unknown (zero day) vulnerabilities
• Exploit - an exact exploit, usually signature based
• Vulnerability - a specific vulnerability for which one or more exploits may exist



www.stallion.ee

TMAgent Manager     (new in OfficeScan 10.5)
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Trend Micro Mobile Security

• Trend Micro Mobile Security protects 
smartphones and PDAs from infections and 
attacks.

• Anti-malware features block viruses, worms, 
trojans and SMS text message spam

• Built-in firewall and Intrusion Detection System 
protects against hackers, intrusions and DoS
attacks- potential threats to the increasing 
number of WiFi- enabled mobile devices
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Trend Micro Mobile Security
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Trend Micro Security (for Mac)

• Management of  up to 1 000 Mac endpoints
• Standard AV technology

– Detection and blocking of malware

• Uses also Web Reputation
• Seemless integration into MacOS
• Supports

– Mac OS™ X version 10.4.11 (Tiger™) or later
– Mac OS X version 10.5.5 (Leopard™) or later
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Trend Micro Security (for Mac)



www.stallion.ee

VDI - Virtual Desktop Infrastructure
Support (new in OfficeScan 10.5)

• Simultaneous activity can overload VM 
platforms

• Plugin serializes OfficeScan client activity
– Full system scans
– Component updates
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Impact of Simultaneous Scanning
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Results of Sequencing Activity
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Simple, Straightforward Configuration
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Thank you!


