
web security | data security | email securityweb security | data security | email security

Stallioni 

Sügisseminar

Juha Poutanen, 

Territory Manager

Websense

How to open Internet to your 

employees safely -

managing risks of modern 

Internet
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Topics for today

ƴDynamic Internet ïpossibilities and threats

ƴChallenges in protecting your essential 

information

ƴHow Websense adds value

ƴSummary
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Todayôs market reality

Jorma Ollila: Edessä on 2-3 vaikeaa
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Tough times give us a reason to 

pause, to thinké 

and to change
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Now is the Opportunity to Retool

In todayôs economic climate, this advice is more 
important than ever.  To get there, however, requires us 

to rethink how we do business.  We need to be more 
effective, more efficient, and more secure

ά{ƪŀǘŜ ǿƘŜǊŜ ǘƘŜ ǇǳŎƪϥǎ ƎƻƛƴƎΣ ƴƻǘ ǿƘŜǊŜ ƛǘϥǎ ōŜŜƴΦά 
ςWayne Gretzky
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Personal observations

ƴ Investments are still done ïprice sensitiveness

ƴWeb 2.0

ƴConsolidation; networks, application, vendors etc.

ƴAwakening, we have some sensitive information

ƴSaaS or MSP, but retaining control

ƴCost savings

ƴTime out

ƴGartner, market leadership

ƴWho defines what is important; business or IT

© 2009 Websense, Inc. All rights reserved. 6



web security | data security | email security

Business 2.0: Real-time Value Chain

ƴ The Web is THE Business 
Communication Platform
ïSales

ïSupply Chain

ïSupport

ïPartnerships

ïInformation Exchange

ƴ Example: Software as a 
Serviceé a Low-cost 
Delivery Model
ïInfrastructure

ïOperations  & Support

ïTime to Market
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Employee 2.0 is Driving the Adoption Web 2.0

ω|Ä}

ωCorporate Webmail

ω|Ä}ωInstant Messaging

ω|Ä}

ωHosted ApplicationsωBlogs

ω|Ä}

ωLocal Weather

ω|Ä}

ω|Ä}

ωFile SharingωYouTube Videos

ω|Ä}

ω|Ä}

ωNetworking

http://www.salesforce.com/products/
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The New Web, ñWeb 2.0ò

Web 
2.0

User-
generated 
Content

Mashupsand 
Web Services

Consumer and 
Enterprise 

Worlds 
Convergence

Diversity of 
Client 

Software

Complexity 
and 

Asynchronous 
Operation

άThe changing trends in the use of World Wide Web technology and web design 
that aim to enhance creativity, communications, secure information sharing, 

collaboration and functionality of the webέ

²Ƙŀǘ Řƻ ǿŜ ƳŜŀƴ ά²Ŝō нΦлΚέΧ ²ŜƭƭΣ ǿƘŜǊŜ ōŜǘǘŜǊ ǘƻ ŦƛƴŘ ƻǳǘ ǘƘŀƴ ²ƛƪƛǇŜŘƛŀΚ
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Todayôs Webscape

Top 100 sites Next  1 million sites Next 100 million sites

THE DYNAMIC WEB
ÅConstantly changing content
ÅMillions of variedpages per site
ÅLegitimate sites compromised
ÅLegacy security systems obsolete 
ÅRequires real-time content analysis

THE KNOWN WEB
ÅCurrent events, regional, genre sites 
ÅLess user-generated content
ÅReputation, URL databases fairly
effective

THE UNKNOWN WEB
ÅJunk, personal, scam, adult, etc.  
ÅMillion of new sites appear daily
ÅReputation and URL databases 
ŎŀƴΩǘ ƪŜŜǇ ǳǇ 
ÅRequires real-time categorization 
and real-time security scanning 
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70 percent of the top 100 Web sites have either hosted or been involved 
in malicious activity over the last six-month period.
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Todayôs Webscape
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Top 100 sites Next  1 million sites Next 100 million sites

THE DYNAMIC WEB
ÅConstantly changing content
ÅMillions of variedpages per site
ÅLegitimate sites compromised
ÅLegacy security systems obsolete 
ÅRequires real-time content analysis

THE KNOWN WEB
ÅCurrent events, regional, genre sites 
ÅLess user-generated content
ÅReputation, URL databases fairly
effective

THE UNKNOWN WEB
ÅJunk, personal, scam, adult, etc.  
ÅMillion of new sites appear daily
ÅReputation and URL databases 
ŎŀƴΩǘ ƪŜŜǇ ǳǇ 
ÅRequires real-time categorization 
and real-time security scanning 
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90 percent of the top 100 Web sites are classified as Social Networking or
Search and more than 45% of these sites support user-generated content.

Requires real-time 

inline analysis

Requires proactive mining, and 

reputation analysis


