
©2010 Check Point Software Technologies Ltd.     |    [Unrestricted] For everyone

Whatôs new in R71

Jani Ekman

June 10, 2010



©2010 Check Point Software Technologies Ltd.     |    [Unrestricted] For everyone

Check Point Makes 
DLP Work
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Check Point DLP

Makes data loss prevention work

Agenda

1 What is Data Loss?

2 Key Challenges of DLP

3 Introducing Check Point DLP

4 Summary
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Data Loss Prevention

What is DLP?

John.Stevens@yahoo.com

Corporate Strategy

Green World Strategy Plan 2010

E-mail sent to the wrong 

recipient, intentionally or by 

mistake.

Data breaches have happened to all of us

Company document uploaded 

to an external website.
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Data BreachesðHeadline Examples 

Brand Damage

Compliance 

Liabilities

Costly Fines
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Itôs Not Just About 
Regulatory Compliance

Chief Compliance 

Officer

Chief Security 

Officer

Compliance

ƷCustomer data

ƷCorporate data

ƷPatient data

Security

Ʒ Intellectual property

ƷStrategic plans

Ʒ Internal data
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DLP Has Not Yet Been Solved!

Technology

Challenge

Computers can not 

reliably understand 

human content and 

context

IT Staff

Challenge

Burden of incident 

handling

Exposure to 

sensitive data
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Check Point Makes DLP Work

John.Stevens@yahoo.com

Corporate Strategy

John, 

Letôs review the corporate strategy in our 

morning meeting.

Green World Strategy Plan 2010

óJohnô <john@greenworld.com>

John.Stevens@yahoo.com

Confidential 

data sent to the 

wrong recipient!

Data Loss Prevention Alert

An email that you have just sent has been 

quarantined.

Reason: attached document contains 

confidential internal data

The message is being held until further action.

Send , Discard , or Review Issue

User prompted 

to take action

User remediates
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John, 

Letôs review the corporate strategy in 

our morning meeting.

Green World Strategy Plan 2010

John.Stevens@yahoo.com

Corporate Strategy

Data Loss Prevention Alert

An email that you have just sent has been 

quarantined.

Reason: attached document contains 

confidential internal data

The message is being held until further 

action.

Send , Discard , or Review Issue

Introducing Check Point 
Data Loss Prevention

Educate

Users on corporate 

data policies

Enforce
Data loss 

business processes

Prevent

Move from detection 

to prevention

Check Point Combines Technology 
and Processes to Make DLP Work

NEW!
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Check Point Solves the DLP Challenge 

Technology Challenge

Empowers users to remediate 
incidents in real time

IT Staff Challenge

Educates users on DLP policies 
without involving IT staff

New UserCheckÊ Technology
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How Does Check Point DLP Work?

Simple Rule-based Policy Management

MultiSpectÊ Detection Engine

Full Network Enforcement
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Item 

No.

Name Social 

Security 

Number

Job Title Gross Pay

1 John Smith 987-65-4320 CEO $200,000

2 Kevin Brian 987-65-4221 VP R&D $150,000

3 Margret

White

769-65-7522 VP 

Marketing

$153,000

4 Bob Johns 342-62-3323 CFO $140,000

5 Mike Riddle 777-43-4324 COO $180,000

Correlates data from multiple 

sources using open language

New MultiSpectÊ Technology

MultiSpect Detection Engine

Detects more than 600 file formats600+ File Formats250+ Data Types

Over 250 pre-defined 

content data types

Detect and recognize proprietary 

forms and templates
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Simple Rule-based Policy Management

Easily Define Policy to Detect, Prevent or Ask User
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Unified Control and Deployment

Centralized Management

For Unified Control 

Across the Entire 

Security Infrastructure

Data Loss Prevention
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Ease-of-Deployment

Dedicated ApplianceSoftware Blade
Network-based 

Inline Solution

On Existing Gateways or 

Open Servers

Be Up and Running 

Day-1!
DLP-1
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Check Point DLP At-A-Glance

Move from Detection to Prevention

Scaling from hundred to thousands

of users

Supporting HTTP, SMTP and FTP protocols 

Inline network-based Software Blade

running on any existing Check Point gateway

UserCheck notification using either thin agent or 

a returning email to the user

Proactively block intentional and 

unintentional data loss
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Check Point DLP Summary

Check Point combines technology 
and processes to make DLP work

Prevent Data Breaches
Move from detection to prevention

Enforce Data Policies

Across the entire network 

Educate and Alert Users
Without involving IT staff
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Check Point DLP in Detail

Check Point DLP User Scenarios

Key DLP Technologies


