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Why do we need a new approach against 

malware?

Because Cybercrime is

mainstream now!

A malware industry has

been established!

Cybercrime is bigger than the drug trade today?
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Collaboration in the Underground

Independent 

Businessman

Botnet 
Vendors

and Hackers

Malware 

Vendors

Carders

Spammers

Blackmailers

Anti-
Detection 
Vendors 
Toolkit 

Vendors
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Increase in unique malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008

* = January - May 2008

1998: 177615 unique malware samples

1988: 1738 unique malware samples
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Increase in unique malware samples

Data source: AV-Test.Org, June 2008

Note: Samples include malware variants
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Incoming Threat Samples Per Hour 

Problems in the pattern deployment in the future?

Trend Micro processes 1500 samples

per hour in year 2009
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Why Internet Security?
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A Typical Web Threat ï9th of May 2008
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What does the HTML Code look like?

» HTML_IFRAME. QJ ïfirst detected since 

April 29, 2008 using scan engine 8.300 and 

pattern file 5.247.00.

iframe é src=\ôhttp://getanewmazda.info é

Getanewmazda.info stores malicious code
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Fast Reaction from Honda!
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Another Typical Web Threat
1. Your boss asks you to develop a corporate travel policy 

2. You begin with a Google search on travel policy

Oct 7, 2006

First result is

a .gov site

Second result

looks like a

good choice



Copyright 2009 - Trend Micro Inc.June-2009 13Trend Micro Channel Confidential

Example: Haxdoor

1. You click on the second search 

result

2. You waitéthe site appears to 

be downloading images and 

contentéyou waitéand you 

waité

3. Finally you close the browser 

windowéyouôll find another site
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Example: Haxdoor
Unbeknownst to youé

1. The IFRAME at the top of the page leads you to an 
index.htm file

2. This file includes a script that exploits the MS Internet 
Explorer (MDAC) Remote Code Execution Exploit 
(MS06-014)
ï The original exploit code has been modified to try to bypass AV 

scanners that detect the original exploit

3. An executable file (win.exe) is downloaded to your 
system and executed

4. You now have a backdoor with rootkit featuresða 
variant of the notorious family of backdoor rootkits known 
as Haxdoor!
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Trend Micro Smart Protection Network (Web)

Processes more than 50 Million 

new IP addresses / URLós daily

Processes more than 1.2 

Terabyte daily

More than 1000 Global Threat 

Research and Analysis Experts 

Operates 24/7 in 10 centers 

around the world

Category Collaboration

Anti-Spam

Operation

Anti-Malware

Operation

Threat Research

Operation

URL 

Sourcing

End User

Query Traffic

Web

Crawler

Customer

Feedback

URLs in

Spam Mails

URL Threat

Research

3rd Party

Sources

Worldwide Services Dispatch

Category & Reputation Score

U
R

L
s

Malicious EXE or URLs

URL

Analysis

Email Security Services

Email

Reputation Services

OEM Partners

URLs with malware

TMUFE

AV/AS Detection Signature or Heuristics

Web Reputation ServiceURL Filtering Service

Point 

Products

URLs

DNS & HTTP

Automatic Rating Systems

Zone Builder/Dispatcher

URL Database

JIT Human Validation

Category Reputation

URL Services

Query Points
URL Services

Query Points

URL Services

Query Points

URL Services

Query Points
URL Services

Query Points

URL Services

Query Points

Sourcing:

Correlation:
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Processing of a Web Threat - Honda example

Virus Scan Engine VSAPI (heuristics):

1210127434  61.91.242.26   1 TREIGSA15  

1.5.1102  43ffffff  3 Possible_Hifrm-2  0  

http:%2f%2fwww.honda.co.th%2fjazz%2f

Infected sites 

detected as 

HTML_IFRAME.QJ

Getanewmazda.info 

malicious!

Anti-Malware

Operation
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Trend Micro Smart Protection Network
Security Made Smarter

Endpoint

GatewayOff Network

Web 2.0

SaaS/Managed

Cloud

Management
Threat Analysis

TrendLabs &
Malware Database

Web Reputation

URL

File Reputation

Files

Email 
Reputation

IP

Threat Feeds 

(Email, Web, File)

Multi-Vector 

Correlation 

Feedback Loops

Threats

Verification

Analysis

Correlation

Packaging

Threat Collection

ÅCustomers

ÅPartners

ÅTrendLabs Research, 

Service & Support

ÅSamples

ÅSubmissions

ÅHoneypots

ÅWeb Crawling

ÅFeedback Loops

ÅBehavioral Analysis

Partners

ISPs, Cisco, 

Linksys, 

Sony, etc.

Mobile
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Why File Reputation in the Cloud?

Endpoint Cloud

The traditional approach to Malware protection places the burden

of storage and detection intelligence on the customer. 

Negative Effects
Åvastly increasing endpoint resource usage

(disc, cpu, memory)

Åincreasing network bandwidth

Åincreasing delays in handling new threats

Åoutdated clients?

Burden of Storage
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Why File Reputation in the Cloud?

Endpoint Cloud

Burden of Storage

The future approach to Malware protection places the burden of 

storage and detection intelligence in the cloud. 

Advantages
Åminimal endpoint resource usage

Åconsistent network bandwidth usage

Åimmediate handling of new threats

Åincreased awareness of localized threats
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Threat DetectedProtection Received

Benefits of Cloud-Client Architecture

Hours Until Protection Is in Place 

Cloud-Client

Architecture

Conventional

Content Security

Threat Detected

Pattern File Received

Pattern File Deployed

Protection Deployed

Decrease Security Latency:

Faster Protection Equals Lower Risks and Costs
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File Reputation ïFeedback Loop

ÅThe feedback loop mechanism does not involve copying 

or downloading any files from customer communications 

for analysis. When a file in an email attachment is 

determined by behavioral analysis to be malicious, the 

only information that is sent to the file reputation 

database is a ñfingerprintò of the fileðthe minimum 

required to uniquely identify that file, along with 

references to IP addresses associated with spam or 

potentially malicious websites. 

ÅAll of this is accomplished without downloading the entire 

file, or in any way accessing the business data that is 

included in that file. In no case is any information stored 

that would allow the file to be traced to an end user or 

customer organization.
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OfficeScan 10 ïAvailable now!
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OfficeScan 10 ïNew features

ÅFile Reputation

ÅCloud Scan Server (Integrated or Standalone)

ÅDevice Control

ÅRole Based Administration

ÅActive Directory integration for Security Compliance 

reports

ÅOptional End-user control for Scheduled Scans

ÅWeb Reputation configurations improvements

ÅWindows Server 2008 Support
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OfficeScan 10

ÅFile Reputation

ïWith File Reputation technology, the OfficeScan client provides 

more immediate protection with negligible pattern management 

effort and a lighter footprint

ïAdministrators can decide to use either cloud based scanning or 

traditional scanning technology
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OfficeScan 10
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Corporate Network

Internet

Local Scan Server

Query file signature

Immediate response

FILE

REPUTATION

Constant, real-time 

updates happen 

in the cloud

Query file signature

Immediate response

OfficeScan 10
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OfficeScan 10

ÅCloud Scan Server (Integrated)

ς Integrates with OSCE 10 server (on OSCE management console)

ς Supports Windows platform either in 32 or 64 bits environment

ς Performs active update for Cloud Scan Server related patterns

ς Stores Cloud Virus & Smart Filter Patterns

ς Clients are able to download latest Smart Filter patterns from Cloud 
Scan Server 

ς Clients are also able to send CRC queries to Cloud Scan Server 

ςResponds results back to the clients by querying patterns in the 
shared memory
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OfficeScan 10 - Cloud Scan Server (Integrated)

ÅInstall Cloud Scan Server (Integrated)

Select Yes

Select No
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Cloud Scan Service Source 

OfficeScan 10 - Cloud Scan Server (Integrated)
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Cloud  Scan Server

OfficeScan 10 - Cloud Scan Server (Integrated)
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OfficeScan 10

ÅCloud Scan Server (Standalone)

ïA Linux Server with CentOS 5.1 kernel (a freely-available Linux 

distribution)

ïStores Cloud Virus Pattern (on database) & Smart Filter

ïClients can download both Smart Filter from Cloud Scan Server

ïiCRC Clients make CRC queries to the Cloud Virus Pattern DB 

on Cloud Scan Server

ïONLY be installed as virtual machine on VMWare ESX 3.0, ESX 

3.5, ESXi 3.5 and Server 2.0

ïCPU/BIOS MUST support Virtualization Technology

ïVirtual machine MUST be 64-bit compatible (i.e. 64-bit Guest 

OS)

ïiCRC Cloud Scan Server CANNOT be installed on Virtual 

machine without hard drive or network device
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1. Open http://server-ip:8080

2. Login as ñadminò only

OfficeScan 10 - Cloud Scan Server (Standalone)
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OfficeScan 10 - Cloud Scan Server (Standalone)
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OfficeScan 10

ÅFile Reputation

ïAdministrators can decide to use either cloud based scanning or 

traditional scanning technology
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New icon ->


