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Why do we need a new approach against 

malware?

Because Cybercrime is

mainstream now!

A malware industry has

been established!

Cybercrime is bigger than the drug trade today?
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Collaboration in the Underground

Independent 

Businessman

Botnet 
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Increase in unique malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008

* = January - May 2008

1998: 177615 unique malware samples

1988: 1738 unique malware samples
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Increase in unique malware samples

Data source: AV-Test.Org, June 2008

Note: Samples include malware variants
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Incoming Threat Samples Per Hour 

Problems in the pattern deployment in the future?

Trend Micro processes 1500 samples

per hour in year 2009
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Why Internet Security?
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A Typical Web Threat ï9th of May 2008
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What does the HTML Code look like?

» HTML_IFRAME. QJ ïfirst detected since 

April 29, 2008 using scan engine 8.300 and 

pattern file 5.247.00.

iframe é src=\ôhttp://getanewmazda.info é

Getanewmazda.info stores malicious code
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Fast Reaction from Honda!
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Another Typical Web Threat
1. Your boss asks you to develop a corporate travel policy 

2. You begin with a Google search on travel policy

Oct 7, 2006

First result is

a .gov site

Second result

looks like a

good choice
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Example: Haxdoor

1. You click on the second search 

result

2. You waitéthe site appears to 

be downloading images and 

contentéyou waitéand you 

waité

3. Finally you close the browser 

windowéyouôll find another site
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Example: Haxdoor
Unbeknownst to youé

1. The IFRAME at the top of the page leads you to an 
index.htm file

2. This file includes a script that exploits the MS Internet 
Explorer (MDAC) Remote Code Execution Exploit 
(MS06-014)
ï The original exploit code has been modified to try to bypass AV 

scanners that detect the original exploit

3. An executable file (win.exe) is downloaded to your 
system and executed

4. You now have a backdoor with rootkit featuresða 
variant of the notorious family of backdoor rootkits known 
as Haxdoor!
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Trend Micro Smart Protection Network (Web)

Processes more than 50 Million 

new IP addresses / URLós daily

Processes more than 1.2 

Terabyte daily

More than 1000 Global Threat 

Research and Analysis Experts 

Operates 24/7 in 10 centers 

around the world
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