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Data Leak Prevention: PAIN Worldwide

Manufacturers Losing Profits From
Compromised Intellectual Property Rights

Almost half of survey respondents report lost market share.
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Security

February 21, 2007
Security Woes Snowball For T] Maxx
By David Needle

originally reparted.

linternetnews.com|

T1 Maxx's (Quote) January report of a database breach exposing customers' financial information was bad enough.

It seems the damage, which led some customers to cancel or change their credit and debit card numbers, was worse than

T1 Maxx said in January that it believed the intrusion only took place from May 2006 to January 2007, but the company
said today in a statement its computer system was compromised in July 2005 and other dates in that year.
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« Desktop and Mobile
Leakage
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Data Security & Protection
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The ‘Insider Threat’ "  Setiring Yo

Seciring Your Web World

e 78% of data
breaches come
from Authorized
Insiders

— Ponemon
Institute Study —
2006
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Scenes of Mobile Data Leakage :
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Securing Enterprise Data

LeakProof enables companies to
reduce the risk of data breaches and
ensure privacy and compliance

LeakProof understands the
content of data at rest, in use, and in motion
on every enterprise endpoint ,
providing protection of sensitive data
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LeakProof™ Secures From the Endpoint

Client Software Protect  Educate

* Intelligent

— Fingerprint, Regex,
Keyword, Meta data

Anti-leak
* Interactive NeW 3.0 Client
 |nvisible
e Independent
e Robust

Enterprise Management

i POllcy DataDNA Server
. Visibility
 Workflow
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Defining Sensitive Information

 Three Methods of Detecting Content
— Sensitive Document DataDNA™ Fingerprinting
e Unstructured Data
— Entity Templates (Regular Expressions)
e Structured Data
— Keyword Lists
e Structured Data
« Data is categorized by
— Classification (as many as you need)
— Sensitivity (High/Low)
— Regulation (associated with a classification)
« Sensitive Data and Security Policies are linked by:
— Matching Level Thresholds (High/Medium/Low)
— Sensitivity Level Thresholds (High/Low)
— Classification
— Regulation
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Sensitive Documents DataDNA™

e Servers with sensitive data are identified

o Sources (or file paths) within Servers identified
e Sources are given Classification and Sensitivity.
 Examples:

e \\server\files\contracts\*.doc = Contract
Documents/High Sensitivity

* \\myserven\files\CVS\*.* = Source Code/Low
Sensitivity
 Documents are retrieved by the appliance.
* Fingerprints are added to the database and policy.
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Unique Fingerprinting Technology

e Fast ﬁﬁﬁ

e Small
e Accurate

 Language

independent fO N
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Entity Templates

Patterns are called Entities (Regular Expressions)
— SSN or National Identification Numbers

— Credit Cards

— Addresses

— Phone Numbers

Entities are combined into Templates
Templates have rules for which Entities must be found.

Entities have a score assigned as part of the rule
— Credit Cards + SSN =100

Score determines which Security Policy Rule will apply.
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Defining an Entity Template

Verify Area Code

/ Custom Record

_ L Use rules from SSA

a0
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Keyword Lists

e Multiple lists of words are possible.
e Each list is assigned a Classification and Sensitivity.
 Primary Use: Identify Document Types

— C Source Code: printf(), scanf(), atoi()

— Java Source Code: public static void, System.out.printin()

— Legal Documents: indemnification, easement, escrow
— Medical Documents: anemia, ganglion, pancreatic
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Keyword Lists

Programming

Legal Dictionary

Medical Terms

atof(

atoi(

atol(

else if
#endif
errno.h
java.applet
java.awt
java.beans
java.io
java.lang

MALICE
ADJOURNMENT
DISMISSAL
AFFIDAVIT
ALIMONY
CURIAE
BIFURCATION
TRUST
CAPITAL

GAIN
CAPITAL

Abdominalgia
parathyroid gland
Vascular
Hypoproconvertinemia
Polyonychia
Gangrene
Osteomyelitis
spinal curvature
Tumor
Osteomyelitis
chylomicronemia
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Security Policy Components

e Security Policies are made up of rules

« Each rule has the following components
— Target (All, Workgroup, Workstation, Group)
— Sensitive Information Attributes
» Classification and Regulation
» Sensitivity threshold (Low or High)
« Match Level threshold (Low, Medium, or High)
— OR File Meta Data
* File extension
* File Size
» Special File Types (Archive, Encrypted, Unknown)
— Activity
 Email, Web, Instant Message, File Write
— Action (online/offline)
* Log, Warn, Block, Forensics, Alerts, Justify
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Core Filtering Technology

« DataDNA™ Matching Engine
— High confidence, low false positives
— Language independent -
— Multiple matching methods Confidentia e
« Signature/fingerprint forroﬁ:gtgzﬂ
« Entity / Regex =
. Keywor d Fingerprinted
* File meta-data .
 Robust Anti-Leak A/L Agent !
— DataDNA matching engine protects —
 Online OR offline —
* On edited, re-saved, cut/pasted BLOCKED!
content
— Broadest coverage g::;:f:::
. Devi_ces_, channels, applications, for et Gen -
email clients, network protocols New archi-
e Authorizes encryption e
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Leading Agent Performance and Technology

« Fast and light
e Fastest matching engine
 Smallest signatures

Unobtrusive, Invisible

— Not in task manager
— Not in service list

— Hidden files/directory

E Trend Micro Channel Confidential
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Performance/
Footprint Provilla A/L Agent
CPU cycles 2.54% (1/2)
Run-time Memory 8,280K (1/5)
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Enterprise Workflow & Policy

 Leak Protection Policies

Logging, alerting, blocking
Education, Encryption, Justification
By endpoint, user, or group
By data classification

 HIPAA, Customer, SOX, SS#
Separate online and offline policies

e Inventory & Forensics

Discovery
* By endpoint, group, policy

Investigate events, see actual sensitive
content

« Scalability, Availability

Server clustering

— Agent monitoring

DATA
IN MOTION

DATA
AT REST

Confidential

Product Plan
for Next Gen
Gadget

DATA
IN USE

Dashboard &
Reporting
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LeakProof 3.0 Extends Endpoint Leadership

 Broadest DLP Threat Protection at the Endpoint

— USB, Email (Outlook, Lotus Notes), Webmail (MSN,
Yahoo, Gmail, AOL), IM (MSN, AIM, Yahoo), Network

(HTTP/HTTPS, FTP, SMTP)...
— Windows Vista / Office 2007, PrintScreen Blocking

 Interactive Employee Education & Workflow
— Log, Block, Client Alert

MUl — Education: Custom messages and URL links
Al — Encryption for USB copying
Nl — Justification
* Discovery of Sensitive Data
Ml — Stand-alone discovery/scan module

e Administrative Workflow
— Dashboard, Policies, and Monitoring
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Compelling Results

)

Sony Ericsson

e Sony Ericsson: Global mobile handset manufacturer
— Over 100 security violation incidents in first 3 weeks

« |SSI: Technology manufacturer
— Detected large number of file copies after employee resigned

e Leading financial services company

— Protected customer privacy to address compliance regulations GLBA
etc
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New Dashboard and Workflow
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LeakProof Management — Summary
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LeakProof Management — Sensitive Info
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LeakProof Management — Security Policy
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LeakProof Management — Security Scan
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LeakProof Management — Security Violations
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LeakProof Management — Reporting
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LeakProof Management — Administration
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LeakProof Management — Management
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LeakProof Client — Summary
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LeakProof Client — Employee Education
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Trend Micro LeakProof 3.0

 Trend Micro LeakProof™ prevents enterprise data leaks with a
unique approach that combines endpoint-based enforcement with
highly accurate fingerprinting and content matching technology.

 The LeakProof Anti-Leak Client communicates with the LeakProof
DataDNA™ Server appliance for intelligent content filtering and
security policy enforcement. Patent-pending technology detects
sensitive data with real-time filtering. Powerful algorithms extract
iInformation from content to create a unigue DNA sequence or
“fingerprint” for each document that enables endpoint-based
enforcement on or offline.

A web-based interface supports administrative workflows for
discovery, classification, policy setting, and reporting. Interactive
alerts educate employees on the proper handling of confidential
Information. LeakProof supports regulatory compliance by protecting
sensitive information and customer privacy.
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