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Virtualisation On The Rise
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Agenda
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The Challenge of Virtual Security

The Host Defends Itself

Data is Secure and Controlled in the Public Cloud

Securing the Computing Chain



Copyright 2009   Trend Micro Inc.

The Benefits of Virtualisation
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Reduce IT 
Capital Expense 

by 50%

ú
Reduce 
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Reduce IT 
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Footprint

And moreé
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Virtualisation Creates Security Challenges
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Infrastructure security protects applications 

& servers

New Model
Virtual servers and apps move, changeé
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ñOutside-inò 

Problem 1

less secure application 
environments

or perimeter-only approach

and rapid virtualisation
have created
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Where is Our Company Data?
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òñ
I have data in 

multiple places

òñ
I use company applications, but 

I put my data anywhere

òñ
I can replace my device, 

but not my data

Information store 1  

Laptop

Information store 2:  

Mobile phone/PDA

Information store 3:

Internet-based app ï

Gmail, Peoplesoft

Company 

Data
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Data protection

Problem 2

and unprotected

is the most strategic concern

but data is mobile,
distributed,



Copyright 2009   Trend Micro Inc.

The Host Defends ItselfSolution:
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Private Virtualized Datacenter
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New Challenges

VMs Need Specialized Protection
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Same threats in virtualized servers as physical.

Dormant VMs1

Resource contention2

VM Sprawl3

Inter-VM traffic4

vMotion5
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Self-secured Application

App FW, IPS, AVé

Vision for the New Datacenter Security Model
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OS1

VM1

Hypervisor

ñThe virtual host must protect itselfò
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Virtualisation Security Advances
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Virtual 

Appliance

Å Protect the VM by 

inspection of virtual 

components

Å Unprecedented security 

for the app & data inside 

the VM

Å Complete integration 

with, and awareness of, 

vMotion,Storage 

VMotion, HA, etc
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Data is Secure and Controlled

in the Public Cloud
Solution:
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Public Cloud

PaaS

Public Cloud

IaaS

Public Cloud

SaaS

Who Has Control?
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Servers Private Cloud

(Virtualization)

End-User (Enterprise) Service Provider


